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Pyloggr’s documentation


Overview

pyloggr is a set of tools to


	centralize logs

	parse logs and apply some filters

	store logs in a convenient database

	search logs




	Free software: GPLv3 (or later) license

	Documentation: https://pyloggr.readthedocs.org.

	Github: https://github.com/stephane-martin/pyloggr






Features


	Syslog server: implements RFC 5424 and RFC 3164 formatting, can receive logs over TCP, TCP/TLS or RELP

	Apply some filters to logs. For instance pyloggs supports the grok filter, similar to logstash

	Database storage: currently in PostgreSQL, using JSONB support

	Web frontend: pyloggr monitoring, log exploration






Todo

See Github issues [https://github.com/stephane-martin/pyloggr/issues]





	Architecture
	Components
	syslog_server

	harvest

	parser

	shipper2pgsql

	web_frontend

	collector





	Never lose a syslog message !





	Installation
	Prerequisites

	Install with pip





	Configuration
	Configuration directory





	Deployment
	No daemons

	Supervisord





	Credits
	Main author

	Contributors





	History

	API Documentation
	pyloggr package
	pyloggr.event

	pyloggr.cache

	pyloggr.config





	pyloggr.main package
	pyloggr.main.agent

	pyloggr.main.collector

	pyloggr.main.filter_machine

	pyloggr.main.harvest

	pyloggr.main.shipper2fs

	pyloggr.main.shipper2pgsql

	pyloggr.main.shipper2syslog

	pyloggr.main.syslog_server

	pyloggr.main.web_frontend





	pyloggr.rabbitmq package
	consumer

	publisher

	notifications_consumer





	pyloggr.utils package
	lmdb_wrapper

	observable

	simple_queue

	structured_data





	pyloggr.syslog package
	syslog.base

	syslog.relp_client

	tcp_syslog_client

	syslog.server

	syslog.udpserver





	pyloggr.scripts package
	scripts.processes














Indices and tables


	Index

	Module Index

	Search Page











          

      

      

    


    
    

  

    
      Navigation

      
        	
          index

        	
          modules |

        	
          next |

        	
          previous |

        	Pyloggr 0.3 documentation 
 
      

    


    
      
          
            
  
Architecture

pyloggr architecture is not yet fully stabilized. Nevertheless here are the main characteristics :


	pyloggr has several components. The components are supposed to be ran as independant process

	Components are based on the tornado asynchronous framework

	Communication of syslog messages between components uses RabbitMQ, so that we have good resilience properties



Components can be started/stopped using the pyloggr_ctl script.


[image: digraph foo {    "RabbitMQ" [style=filled];    "PostgreSQL" [style=filled];    "LMDB" [style=filled,color=orange];    "Filesystem" [style=filled];    "Ext syslog server" [style=filled];    "Elasticsearch" [style=filled];    "syslog_server" [shape=box,style=filled,color=lightblue];    "filter_machine" [shape=polygon,sides=4,skew=.2,style=filled,color=yellow];    "pyloggr agents" [shape=box];    "web_frontend" [shape=box];    "TCP/syslog clients" [style=filled];    "RELP clients" [style=filled];     "shipper2pgsql" [shape=box,color=lightgreen,style=filled];    "shipper2fs" [shape=box,color=lightgreen,style=filled];    "shipper2syslog" [shape=box,color=lightgreen,style=filled];    "shipper2elasticsearch" [shape=box,color=lightgreen,style=filled];     "harvest" [shape=box];    "collector" [shape=box,color=orange,style=filled];     "pyloggr agents" -> "syslog_server" [style=bold,color=blue];    "TCP/syslog clients" -> "syslog_server" [style=bold,color=blue];    "RELP clients" -> "syslog_server" [style=bold,color=blue];    "syslog_server" -> "RabbitMQ" [style=bold,color=blue];    "syslog_server" -> "LMDB" [style=dotted,color=red];    "LMDB" -> "collector"  [style=dotted,color=red];    "collector" -> "RabbitMQ"  [style=dotted,color=red];    "filter_machine" -> "RabbitMQ" [style=bold,color=blue];    "RabbitMQ" -> "filter_machine" [style=bold,color=blue];    "RabbitMQ" -> "shipper2pgsql" [style=bold,color=blue];    "RabbitMQ" -> "shipper2fs" [style=bold,color=blue];    "RabbitMQ" -> "shipper2syslog" [style=bold,color=blue];    "RabbitMQ" -> "shipper2elasticsearch" [style=bold,color=blue];    "harvest" -> "RabbitMQ";    "shipper2pgsql" -> "PostgreSQL" [style=bold,color=blue];    "shipper2fs" -> "Filesystem" [style=bold,color=blue];    "shipper2syslog" -> "Ext syslog server" [style=bold,color=blue];    "shipper2elasticsearch" -> "Elasticsearch" [style=bold,color=blue]; }]



Components

Components source is located in the main directory.


syslog_server

syslog_server is a... syslog server. It can receive syslog messages with TCP or RELP (RELP is a reliable
syslog protocol used by Rsyslog).

Received messages can be formatted in traditional syslog format (RFC 3164), modern syslog format (RFC 5424), or as
JSON messages.

When using TCP transport, both traditional LF framing, or octet framing can be used.

syslog_server can also pack several messages into a single one, using configurable Packers.




harvest

Sometimes you just can’t use syslog... For example the paranoid production team could refuse to install
rsyslog on some servers (don’t laugh, that’s real). pyloggr can also receive full log files using FTP, SSH, ...
harvest is responsible to monitor the upload directory. When a file has been fully uploaded, it reads it and injects
the log lines as syslog messages.




parser

The parser process takes messages from RabbitMQ, parses them, and applies configurable filters to each message.
For example, a ‘grok’ filter similar to logstash is provided.

Filters application is multi-threaded.




shipper2pgsql

The shipper takes messages from RabbitMQ and stores them in the PostgreSQL database.




web_frontend

The frontend is the web interface to pyloggr. It can be used to monitor pyloggr activity, or to query the log
database.




collector

When RabbitMQ is accidently not available, syslog_server will try to save the current messages in Redis (they it will
shutdown itself so that no more syslog messages can come in).

collector processes the messages in Redis and transfers them back to RabbitMQ when RabbitMQ is back online.






Never lose a syslog message !

pyloggr project was initially started as a prototype after looking at logstash queues. Logstash is a fine and
useful piece of software (love it). But currently in the 1.4 branch, messages are stored in internal memory queues.
This means that when logstash stops, or crashes, you can actually lose some lines.

Moreover, even if logstash implements the RELP protocol as a possible source, the incoming messages are
ACKed very quickly (when they move to the “filter” queue actually). So any problem with filters or with outputs can
generate a message loss.

That’s why pyloggr:
- implements RELP for incoming messages
- uses RabbitMQ for messages transitions
- only ACKs a message from step A when step A+1 has taken responsibility

This way we can ensure that messages won’t be lost.
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Installation


Prerequisites


	python 2.7



So far pyloggr is not compatible with python 3


	Redis



Redis is used for interprocess communication. It is also used as a “rescue” queue when RabbitMQ becomes
unavailable.


	RabbitMQ



RabbitMQ is used for passing syslog messages between pyloggr components.


	PostgreSQL



Pyloggr currently uses a PostgreSQL database to store syslog messages.


	A C compiler may be needed too for the python packages that pyloggr depends on.






Install with pip

When pyloggr will be usable it will be published to pip.

If you’d like to install it now, please use a virtualenv and the setup.py script.
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Configuration


Configuration directory

PYLOGGR_CONFIG_DIR
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Deployment


No daemons




Supervisord
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Credits


Main author


	Stephane Martin <stephane.martin_github@vesperal.eu>






Contributors

None yet. Why not be the first?
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History

0.3 (2015-06-15)


	listen on UDP

	LZ4 compression for RELP

	drop permissions if possible

	more shippers

	packers

	LMDB for inter-process communication

	syslog agent (LMDB as persistent store)



0.1.3 (2015-03-23)


	refactored the configuration handling

	launchers were refactored



0.1.2 (2015-03-17)


	several minor fixes



0.1.1 (2015-03-14)


	More flexible configuration (no more parenthesis, algebra on conditions)

	Code refactoring



0.1.0 (2015-03-12)


	First release on github.
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API Documentation



	pyloggr package
	pyloggr.event

	pyloggr.cache

	pyloggr.config





	pyloggr.main package
	pyloggr.main.agent

	pyloggr.main.collector

	pyloggr.main.filter_machine

	pyloggr.main.harvest

	pyloggr.main.shipper2fs

	pyloggr.main.shipper2pgsql

	pyloggr.main.shipper2syslog

	pyloggr.main.syslog_server

	pyloggr.main.web_frontend





	pyloggr.rabbitmq package
	consumer

	publisher

	notifications_consumer





	pyloggr.utils package
	lmdb_wrapper

	observable

	simple_queue

	structured_data





	pyloggr.syslog package
	syslog.base

	syslog.relp_client

	tcp_syslog_client

	syslog.server

	syslog.udpserver





	pyloggr.scripts package
	scripts.processes
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pyloggr package

Base package for all pyloggr stuff



	pyloggr.event

	pyloggr.cache

	pyloggr.config









          

      

      

    


    
    

  

    
      Navigation

      
        	
          index

        	
          modules |

        	
          next |

        	
          previous |

        	Pyloggr 0.3 documentation 

          	API Documentation 

          	pyloggr package 
 
      

    


    
      
          
            
  
pyloggr.event

The pyloggr.event module mainly provides the Event class.

Event provides an abstraction of a syslog event.


	
class Event(procid=u'-', severity=u'', facility=u'', app_name=u'', source=u'', programname=u'', syslogtag=u'', message=u'', uuid=None, hmac=None, timereported=None, timegenerated=None, timehmac=None, custom_fields=None, structured_data=None, tags=None, iut=1, **kwargs)[source]

	Bases: object

Represents a syslog event, with optional tags, custom fields and structured data





	Variables:	
	procid (int) – 

	severity (str) – 

	facility (str) – 

	app_name (str) – 

	source (str) – 

	programname (str) – 

	syslogtag (str) – 

	message (str) – 

	uuid (str) – 

	hmac (str) – 

	timereported (Datetime) – 

	timegenerated (Datetime) – 

	timehmac (Datetime) – 

	custom_fields (dictionnary of custom fields) – 

	structured_data (dictionnary representing syslog structured data) – 

	tags (set of str) – 










	
__contains__(key)[source]

	Return True if event has the given custom field, and the field is not empty





	Parameters:	key (str) – custom field key


	Return type:	bool










	
__delitem__(key)[source]

	Deletes a custom field





	Parameters:	key (str) – custom field key










	
__eq__(other)[source]

	Two events are equal if they have the same UUID





	Return type:	bool










	
__ge__(other)

	x.__ge__(y) <==> x>=y






	
__getitem__(key)[source]

	Return a custom field, given its key





	Parameters:	key (str) – custom field key










	
__gt__(other)

	x.__gt__(y) <==> x>y






	
__le__(other)

	x.__le__(y) <==> x<=y






	
__lt__(other)[source]

	self < other if self.timereported < other.timereported





	Return type:	bool










	
__setitem__(key, values)[source]

	Sets a custom field





	Parameters:	
	key (str) – custom field key

	values (iterable) – custom field values














	
_parse_trusted()[source]

	Parse the “trusted fields” that rsyslog could generate






	
add_tags(tags)[source]

	Add some tags to the event





	Parameters:	tags – a list of tags










	
app_name

	Name of application that generated the event






	
apply_filters(filters)[source]

	Apply some filters to the event





	Parameters:	filters – filters to apply










	
custom_fields

	Small helper to access pyloggr specific custom fields






	
dump(frmt='JSON', fname=None)[source]

	Dump the event

Explicit format: a string with the following possible placeholders: $DATE, $DATETIME, $MESSAGE, $SOURCE,
$APP_NAME, $SEVERITY, $FACILITY, $PROCID, $UUID, $TAGS





	Parameters:	
	frmt – dumping format (JSON, MSGPACK, RFC5424, RFC3164, RSYSLOG, ES or an explicit format)

	fname – if not None, write the dumped string to fname file






	Returns:	dumped string




	Raises OSError:	if file operation fails (when fname is not None)












	
dump_dict()[source]

	Serialize the event as a native python dict





	Return type:	dict










	
dump_json()[source]

	Dump the event in JSON format





	Return type:	str










	
dump_msgpack()[source]

	Dump the event using msgpack






	
dump_rfc3164()[source]

	Dump the event into a RFC 3164 old-style syslog string






	
dump_rfc5424()[source]

	Dump the event into a RFC 5424 compliant string






	
dump_rsyslog()[source]

	Dump the event as RSYSLOG_FileFormat

see: http://www.rsyslog.com/doc/v8-stable/configuration/templates.html






	
dump_sql(cursor)[source]

	Dumps the event as a SQL insert statement





	Parameters:	cursor – SQL cursor


	Return type:	str










	
dumps_elastic()[source]

	Dumps in JSON suited for Elasticsearch





	Return type:	str










	
facility

	Event facility






	
generate_hmac(self, verify_if_exists=True)[source]

	Generate a HMAC from the fields: severity, facility, app_name, source, message, timereported





	Parameters:	verify_if_exists (bool) – verify event HMAC if it has one


	Returns:	a base 64 encoded HMAC


	Return type:	str


	Raises InvalidSignature:

		if HMAC already exists but is invalid










	
generate_uuid(new_uuid=None)[source]

	Generate a UUID for the current event





	Parameters:	new_uuid – if given, sets the UUID to new_uuid. if not given generate a UUID.


	Returns:	new UUID


	Return type:	str










	
hmac

	Return the event HMAC.

If event doesn’t have a HMAC, return empty string
If event has a HMAC and is not dirty, return HMAC
If event is dirty, compute the new HMAC and return it






	
classmethod load(s)[source]

	Try to deserialize an Event from a string or a dictionnary. load understands JSON events, RFC 5424 events
and RFC 3164 events, or dictionnary events. It automatically detects the type, using regexp tests.





	Parameters:	s (str or dict or bytes) – string (JSON or RFC 5424 or RFC 3164) or dictionnary


	Returns:	The parsed event


	Return type:	Event


	Raises ParsingError:

		if deserialization fails










	
static make_arrow_datetime(dt)[source]

	Parse a date-time value and return the corresponding Arrow object





	Parameters:	dt (Arrow or datetime or str) – date-time


	Returns:	Arrow object










	
static make_facility(facility)[source]

	Return a normalized facility value





	Parameters:	facility (int or str or unicode) – syslog facility (integer) or string










	
static make_severity(severity)[source]

	Return a normalized severity value





	Parameters:	severity (int or str or unicode) – syslog priority (integer) or string










	
message

	Event message






	
classmethod parse_bytes_to_event(bytes_ev, hmac=False, swallow_exceptions=False)[source]

	Parse some bytes into an pyloggr.event.Event object





	Parameters:	
	bytes_ev (bytes) – the event as bytes

	hmac (bool) – generate/verify a HMAC

	swallow_exceptions (bool) – if True, return None rather than raising validation exceptions






	Returns:	the new Event object




	Return type:	Event




	Raises:	
	ParsingError – if bytes could not be parsed correctly

	InvalidSignature – if hmac is True and a HMAC already exists, but is invalid














	
priority

	Return the event computed syslog priority






	
remove_tags(tags)[source]

	Remove some tags from the event.
If the event does not really have such tag, it is ignored.





	Parameters:	tags – a list of tags










	
severity

	Event severity






	
source

	Event source hostname






	
tags

	Access the event tags. Returns a set.






	
timegenerated

	event “first seen” datetime






	
timehmac

	datetime, when the event HMAC was created






	
timereported

	event creation datetime






	
update_cfield(key, values)[source]

	Append some values to custom field key





	Parameters:	
	key – custom field key

	values – iterable














	
update_cfields(d)[source]

	Add some custom fields to the event





	Parameters:	d (dict) – a dictionnary of new fields










	
update_uuid_and_hmac()[source]

	If event is dirty (core fields have been modified), generate UUID and HMAC






	
uuid

	Return the event UUID. If event is dirty, generate a new UUID and return it.






	
verify_hmac()[source]

	Verify event’s HMAC

Throws an InvalidSignature exception if HMAC is invalid





	Returns:	True


	Return type:	bool


	Raises InvalidSignature:

		if HMAC is invalid














	
exception ParsingError(*args, **kwargs)[source]

	Bases: exceptions.ValueError

Triggered when a string can’t be parsed into an Event
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pyloggr.cache

This module defines the Cache class and the cache singleton. They are used to store and retrieve
data from Redis. For example, the syslog server process uses Cache to stores information about
currently connected syslog clients, so that the web frontend is able to display that information.

Clients should typically use the cache singleton, instead of the Cache class.

Cache initialization is done by initialize class method. The initialize method should be called
by launchers, at startup time.


Note

In a development environment, if Redis has not been started by the OS, Redis can be started directly by
pyloggr using configuration item REDIS['try_spawn_redis'] = True




	
cache

	Cache singleton






	
class Cache[source]

	Bases: object

Cache class abstracts storage and retrieval from Redis





	Variables:	redis_conn (StrictRedis) – underlying StrictRedis connection object (class variable)






	
classmethod initialize()[source]

	Cache initialization.

initialize tries to connect to redis and sets redis_conn class variable. If connection fails and
REDIS['try_spawn_redis'] is set, it also tries to spawn the Redis process.





	Raises CacheError:

		when redis initialization fails














	
class SyslogCache(server_id)[source]

	Bases: object

Stores information about the running pyloggr’s syslog processes in a Redis cache





	Parameters:	
	redis_conn (StrictRedis) – the Redis connection

	server_id (int) – The syslog process server_id










	
clients

	Return the list of clients for this syslog process





	Returns:	list of clients or None (Redis not available)










	
ports

	Return the list of ports that the syslog process listens on





	Returns:	list of ports (numeric and socket name)


	Return type:	list










	
status

	Returns syslog process status





	Returns:	Boolean or None (if Redis not available)














	
class SyslogServerList[source]

	Bases: object

Encapsulates the list of syslog processes


	
__delitem__(server_id)[source]

	Deletes a SyslogCache object (used when the syslog server shuts down)





	Parameters:	server_id – process id










	
__getitem__(server_id)[source]

	Return a SyslogCache object based on process id





	Parameters:	server_id – process id


	Return type:	SyslogCache










	
__len__()[source]

	Returns the number of syslog processes





	Returns:	how many syslog processes, or None (Redis not available)


	Return type:	int
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pyloggr.config

Small hack to be able to import configuration from environment variable.


	
class Config[source]

	Bases: object

Config object can be imported and contains configuration parameters






	
class ConsumerConfig(queue, qos=None, binding_key=None)[source]

	Bases: pyloggr.config.GenericConfig

Parameters for RabbitMQ consumers






	
class FilterMachineConfig(source, destination, filters)[source]

	Bases: pyloggr.config.GenericConfig

Filter machines configuration






	
class GenericConfig[source]

	Bases: object

Base class for configurations


	
classmethod from_dict(d)[source]

	Build configuration object from a dictionnary





	Parameters:	d – dictionnary














	
class GlobalConfig(HMAC_KEY, RABBITMQ_HTTP, COOKIE_SECRET, MAX_WAIT_SECONDS_BEFORE_SHUTDOWN=10, PIDS_DIRECTORY='~/pids', SLEEP_TIME=60, UID=None, GID=None, HTTP_PORT=8080, EXCHANGE_SPACE='~/lmdb/exchange', RESCUE_QUEUE_DIRNAME='~/lmdb/rescue', **kwargs)[source]

	Bases: object

Placeholder for all configuration parameters


	
classmethod load(config_dirname)[source]

	



	Parameters:	config_dirname – configuration directory path


	Return type:	GlobalConfig














	
class HarvestDirectory(directory_name, app_name=u'', packer_group=u'', recursive=False, facility=u'', severity=u'', source=u'')[source]

	Bases: pyloggr.config.GenericConfig

Directories to harvest file logs from






	
class LoggingConfig(level='DEBUG', **kwargs)[source]

	Bases: pyloggr.config.GenericConfig

Where to log






	
class PublisherConfig(exchange, application_id='pyloggr', event_type='', binding_key='')[source]

	Bases: pyloggr.config.GenericConfig

Parameters for RabbitMQ publishers






	
class RabbitMQConfig(host, user, password, port=5672, vhost='pyloggr')[source]

	Bases: pyloggr.config.GenericConfig

RabbitMQ connection parameters






	
class SSLConfig(certfile, keyfile, ssl_version='PROTOCOL_SSLv23', ca_certs='', cert_reqs=0)[source]

	Bases: pyloggr.config.GenericConfig

Syslog servers SSL configuration






	
class Shipper2FSConfig(directory, filename, source_queue, seconds_between_flush=10, frmt='RSYSLOG')[source]

	Bases: pyloggr.config.GenericConfig

Parameters for filesystem shippers






	
class Shipper2PGSQL(host, user, password, source_queue, event_stack_size=500, port=5432, dbname='pyloggr', tablename='events', max_pool=10, connect_timeout=10)[source]

	Bases: pyloggr.config.GenericConfig

Parameters for PostgreSQL shippers






	
class Shipper2SyslogConfig(host, port, source_queue, use_ssl=False, protocol='tcp', frmt='RFC5424', source_qos=500, verify=True, hostname='', ca_certs=None, client_cert=None, client_key=None)[source]

	Bases: pyloggr.config.GenericConfig

Parameters for syslog shippers






	
class SyslogAgentConfig(UID=None, GID=None, destinations=None, tcp_ports=None, udp_ports=None, relp_ports=None, pause=5, lmdb_db_name='~/lmdb/agent_queue', localhost_only=True, server_deadline=120, socket_names=None, pids_directory='~/pids', logs_directory='~/logs', HMAC_KEY=None, logs_level='DEBUG')[source]

	Bases: pyloggr.config.GenericConfig

Parameters for the syslog agent






	
class SyslogServerConfig(name, ports=None, stype='tcp', localhost_only=False, socket_names=None, ssl=None, packer_groups=None, compress=False)[source]

	Bases: pyloggr.config.GenericConfig

Parameters for syslog servers






	
set_configuration(configuration_directory)[source]

	Set up configuration





	Parameters:	configuration_directory – configuration parent directory


	Returns:	










	
set_logging(filename, level='DEBUG')[source]

	Set logging configuration





	Parameters:	
	filename (str) – logs file name

	level (str) – logs verbosity
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pyloggr.main package

The main subpackage contains code for the different pyloggr processes :


	pyloggr.main.syslog_server: Syslog server. Listens for syslog events and stores
them in RabbitMQ queues.

	pyloggr.main.filter_machine: Event parser. Gets some events from RabbitMQ, apply filters, and
stores events back in RabbitMQ.

	pyloggr.main.shipper2pgsql: Gets events from RabbitMQ, and ships them to a Postgresql database.

	pyloggr.main.web_frontend: Web interface. Provides monitoring of other processes, and log
searching.







	pyloggr.main.agent

	pyloggr.main.collector

	pyloggr.main.filter_machine

	pyloggr.main.harvest

	pyloggr.main.shipper2fs

	pyloggr.main.shipper2pgsql

	pyloggr.main.shipper2syslog

	pyloggr.main.syslog_server

	pyloggr.main.web_frontend
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pyloggr.main.agent

Local syslog agent


	
class Publications(syslog_agent_config, publication_queue, published_messages_queue, failed_messages_queue, syslog_server_is_available)[source]

	Bases: threading.Thread

The Publications thread handles the connection to the remote syslog server to publish the messages






	
class RetrieveMessagesFromLMDB(lmdb_db_name, publication_queue, published_messages_queue, failed_messages_queue, syslog_server_is_available, pause)[source]

	Bases: threading.Thread

The RetrieveMessagesFromLMDB thread gets messages from LMDB and pushes them to the Publications thread, via a
queue






	
class StoreMessagesInLMDB(received_messages_queue, lmdb_db_name)[source]

	Bases: threading.Thread

The StoreMessagesInLMDB thread gets messages from the TCP, UDP and unix sockets, via a queue, and pushes
them to LMDB






	
class SyslogAgent(syslog_agent_config)[source]

	Bases: pyloggr.syslog.server.BaseSyslogServer

Syslog agent

SyslogServer listens for syslog messages (RELP, RELP/TLS, TCP, TCP/TLS, Unix socket) and
sends messages to a remote TCP/Syslog or RELP server.


	
_start_syslog()[source]

	Start to listen for syslog clients


Note

Tornado coroutine








	
_stop_syslog()[source]

	Stop listening for syslog connections


Note

Tornado coroutine








	
handle_data(data, sockname, peername)[source]

	Handle UDP connections






	
handle_stream(*args, **kwargs)[source]

	Handle TCP and RELP clients






	
launch()[source]

	Starts the agent


Note

Tornado coroutine








	
shutdown(*args, **kwargs)[source]

	Authoritarian shutdown






	
stop_all()[source]

	Stops completely the server. Stop listening for syslog clients. Close connection to remote server.


Note

Tornado coroutine












	
class SyslogAgentClient(stream, address, syslog_parameters, received_messages)[source]

	Bases: pyloggr.syslog.server.BaseSyslogClientConnection

Handles TCP connections


	
_process_event(bytes_event, protocol, relp_event_id=None)[source]

	Handle TCP and RELP connections
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pyloggr.main.collector

Collect events from the rescue queue and try to forward them to RabbitMQ
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pyloggr.main.filter_machine

The Filter Machine process can be used to apply series of filters to events


	
class FilterMachine(consumer_config, publisher_config, filters_filename)[source]

	Bases: object

Implements an Event parser than retrieves events from RabbitMQ, apply filters, and pushes
back events to RabbitMQ.


	
_apply_filters(message)[source]

	Apply filters to the event inside the RabbitMQ message.


Note

This method is executed in a separated thread.







	Parameters:	message (pyloggr.consumer.RabbitMQMessage) – event to apply filters to, as a RabbitMQ message


	Returns:	tuple(message, parsed event). parsed event is None when event couldn’t be parsed.


	Return type:	tuple(pyloggr.consumer.RabbitMQMessage, pyloggr.event.Event)










	
launch(*args, **kwargs)[source]

	Starts the parser


Note

Coroutine








	
shutdown(*args, **kwargs)[source]

	Shutdowns (stops definitely) the parser






	
stop(*args, **kwargs)[source]

	Stops the parser
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pyloggr.main.harvest

Monitor a directory on the filesystem, and parse new files as logs
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pyloggr.main.shipper2fs

Ships events from RabbitMQ to the filesystem


	
class FSQueue(filename, period, frmt)[source]

	Bases: object

Store events that have to be exported to a given filename


	
append(event)[source]

	Add an event to the queue. The coroutine resolves when the event has been exported.





	Parameters:	event (pyloggr.event.Event) – event










	
flush()[source]

	Actually flush the events to the file






	
stop()[source]

	Stop the queue










	
class FilesystemShipper(rabbitmq_config, export_fs_config)[source]

	Bases: object

The FilesystemShipper takes events from a RabbitMQ queue and writes them on filesystem





	Parameters:	
	rabbitmq_config (pyloggr.rabbitmq.Configuration) – RabbitMQ configuration

	export_fs_config (pyloggr.config.Shipper2FSConfig) – Log export configuration










	
_append(*args, **kwargs)[source]

	











	
export(message)[source]

	Export event to filesystem





	Parameters:	message (RabbitMQMessage) – RabbitMQ message










	
launch()[source]

	Start shipper2fs






	
shutdown()[source]

	Shutdowns (stops definitely) the shipper.






	
stop()[source]

	Stops the shipper
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pyloggr.main.shipper2pgsql

Ship events to a PostgreSQL database


	
class PostgresqlShipper(rabbitmq_config, pgsql_config)[source]

	Bases: object

PostgresqlShipper retrieves events from RabbitMQ, and inserts them in PostgreSQL


	
launch(*args, **kwargs)[source]

	Starts the shipper


	Opens a connection to RabbitMQ

	Opens a pool to PostgreSQL

	Consumes messages from RabbitMQ

	Parses messages as regular syslog events

	Periodically ships the events to PostgreSQL








	
shutdown(*args, **kwargs)[source]

	Shutdowns (stops definitely) the shipper.






	
stop(*args, **kwargs)[source]

	Stops the shipper
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pyloggr.main.shipper2syslog

Ships events from RabbitMQ to a Syslog server


	
class SyslogShipper(rabbitmq_config, shipper_config)[source]

	Bases: object

SyslogShipper retrieves events from RabbitMQ, and forwards them to a Syslog server


	
_forward_message(*args, **kwargs)[source]

	











	
launch(*args, **kwargs)[source]

	Starts the shipper


	Open a connection to the remote syslog server

	Open a connection to RabbitMQ

	Consume messages from RabbitMQ

	Parse messages as regular syslog events

	Ship events to the remote syslog server








	
shutdown(*args, **kwargs)[source]

	Shutdown the shipper






	
stop(*args, **kwargs)[source]

	Stop the shipper
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pyloggr.main.syslog_server

This module provides stuff to implement a the main syslog/RELP server with Tornado


	
class ListOfClients[source]

	Bases: object

Stores the current Syslog clients, sends notifications to observers, publishes the list of clients in Redis


	
__getitem__(client_id)[source]

	











	
add(client_id, client)[source]

	











	
remove(client_id)[source]

	











	
classmethod set_server_id(server_id)[source]

	



	Parameters:	server_id (int) – process number














	
class MainSyslogServer(rabbitmq_config, syslog_parameters, server_id)[source]

	Bases: pyloggr.syslog.server.BaseSyslogServer

Tornado syslog server

SyslogServer listens for syslog messages (RELP, RELP/TLS, TCP, TCP/TLS, Unix socket) and
sends messages to RabbitMQ.


	
_start_syslog()[source]

	Start to listen for syslog clients


Note

Tornado coroutine








	
_stop_syslog()[source]

	Stop listening for syslog connections


Note

Tornado coroutine








	
handle_data(data, sockname, peername)[source]

	Handle UDP syslog





	Parameters:	
	data – data sent

	sockname – the server socket info

	peername – the client socket info














	
handle_stream(stream, address)[source]

	Called by tornado when we have a new client.





	Parameters:	
	stream (IOStream) – IOStream for the new connection

	address (tuple) – tuple (client IP, client source port)










Note

Tornado coroutine








	
launch()[source]

	Starts the server


	First we try to connect to RabbitMQ

	If successfull, we start to listen for syslog clients




Note

Tornado coroutine








	
shutdown(*args, **kwargs)[source]

	Authoritarian shutdown






	
stop_all()[source]

	Stops completely the server. Stop listening for syslog clients. Close connection to RabbitMQ.


Note

Tornado coroutine












	
class Notification(dictionnary, routing_key)

	Bases: tuple


	
__getnewargs__()

	Return self as a plain tuple.  Used by copy and pickle.






	
__getstate__()

	Exclude the OrderedDict from pickling






	
__repr__()

	Return a nicely formatted representation string






	
_asdict()

	Return a new OrderedDict which maps field names to their values






	
_replace(_self, **kwds)

	Return a new Notification object replacing specified fields with new values






	
dictionnary

	Alias for field number 0






	
routing_key

	Alias for field number 1










	
class Publicator(syslog_servers_conf, rabbitmq_config)[source]

	Bases: object

Publicator manages the RabbitMQ connection and actually makes the publish calls.

Publicator runs in its own thread, and has its own IOLoop.





	Parameters:	
	syslog_servers_conf – Syslog configuration (used to initialize packers)

	rabbitmq_config – RabbitMQ connection parameters










	
_do_publish_notification(message)[source]

	











	
_do_publish_syslog(message)[source]

	











	
init_thread()[source]

	Publicator thread: start a new IOLoop, make it current, call _do_start as a callback






	
notify_observers(d, routing_key='')[source]

	Send a notification via RabbitMQ





	Parameters:	
	d (dict) – dictionnary to send as a notification

	routing_key (str) – RabbitMQ routing key














	
publish_syslog_message(protocol, server_port, client_host, bytes_event, client_id, relp_id=None)[source]

	Ask publications to publish a syslog event to RabbitMQ. Can be called by any thread





	Parameters:	
	protocol (str) – ‘tcp’ or ‘relp’

	server_port (int) – which syslog server port was used to transmit the event

	client_host (str) – client hostname that sent the event

	bytes_event (bytes) – the event as bytes

	client_id (str) – SyslogClientConnection client_id

	relp_id (int) – event RELP id














	
rabbitmq_status()[source]

	Return True if we have an established connection to RabbitMQ






	
shutdown()[source]

	Ask Publicator to shutdown. Can be called by any thread.






	
start()[source]

	Start publications own thread










	
class SyslogClientConnection(stream, address, syslog_parameters)[source]

	Bases: pyloggr.syslog.server.BaseSyslogClientConnection

Encapsulates a connection with a syslog client


	
_process_event(bytes_event, protocol, relp_event_id=None)[source]

	_process_relp_event(bytes_event, relp_event_id)
Process a TCP syslog or RELP event.





	Parameters:	
	bytes_event – the event as bytes

	protocol – relp or tcp

	relp_event_id – event RELP ID, given by the RELP client














	
after_published_relp(*args, **kwargs)[source]

	Called after an event received by RELP has been published in RabbitMQ





	Parameters:	
	status – True if the event was successfully sent

	event – the Event object

	relp_id – event RELP id














	
disconnect()[source]

	Disconnects the client






	
on_stream_closed()[source]

	Called when a client has been disconnected






	
props

	Return a few properties for this client





	Return type:	dict














	
class SyslogMessage(protocol, server_port, client_host, bytes_event, client_id, relp_id, total_messages)

	Bases: tuple


	
__getnewargs__()

	Return self as a plain tuple.  Used by copy and pickle.






	
__getstate__()

	Exclude the OrderedDict from pickling






	
__repr__()

	Return a nicely formatted representation string






	
_asdict()

	Return a new OrderedDict which maps field names to their values






	
_replace(_self, **kwds)

	Return a new SyslogMessage object replacing specified fields with new values






	
bytes_event

	Alias for field number 3






	
client_host

	Alias for field number 2






	
client_id

	Alias for field number 4






	
protocol

	Alias for field number 0






	
relp_id

	Alias for field number 5






	
server_port

	Alias for field number 1






	
total_messages

	Alias for field number 6










	
after_published_tcp(*args, **kwargs)[source]

	Called after an event received by TCP has been tried to be published in RabbitMQ





	Parameters:	
	status – True if the event was successfully sent

	event – the Event object

	bytes_event – the event as bytes
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pyloggr.main.web_frontend

Pyloggr Web interface


	
class PgSQLStats[source]

	Bases: pyloggr.utils.observable.Observable

Gather information from the database






	
class QueryLogs(application, request, **kwargs)[source]

	Bases: tornado.web.RequestHandler

Query the log database






	
class RabbitMQStats[source]

	Bases: pyloggr.utils.observable.Observable

Gather information from RabbitMQ management API






	
class Status[source]

	Bases: pyloggr.utils.observable.Observable

Encapsulates the status of the the various pyloggr components






	
class StatusPage(application, request, **kwargs)[source]

	Bases: tornado.web.RequestHandler

Displays a status page






	
class SyslogClientsFeed(application, request, **kwargs)[source]

	Bases: tornado.websocket.WebSocketHandler, pyloggr.utils.observable.Observer

Websocket used to talk with the browser


	
notified(d)[source]

	notified is called by observables, when some event is meant to be communicated to the web frontend





	Parameters:	d (dict) – the event data to transmit to the web frontend














	
class SyslogServers[source]

	Bases: pyloggr.utils.observable.Observable, pyloggr.utils.observable.Observer

Data about the running Pyloggr’s syslog servers

Notified by Rabbitmq
Observed by Websocket






	
class WebServer(sockets)[source]

	Bases: object

Pyloggr process for the web frontend part
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pyloggr.rabbitmq package

The pyloggr.rabbitmq subpackage provides classes for publishing and consuming to/from RabbitMQ.
Pika library is used, but the pika callback style has been workarounded in coroutines.




	
exception RabbitMQConnectionError[source]

	Bases: socket.error

Exception triggered when connection to RabbitMQ fails






	
class RabbitMQMessage(delivery_tag, props, body, channel)[source]

	Bases: object

Represents a message from RabbitMQ

Consumer.start_consuming returns a queue. Elements in the queue have RabbitMQMessage type.


	
ack()[source]

	Acknowledge the message to RabbitMQ






	
nack()[source]

	Acknowledge NOT the message to RabbitMQ











	consumer

	publisher

	notifications_consumer
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consumer

Provide the Consumer class to manage a consumer connection to RabbitMQ


	
class Consumer(rabbitmq_config)[source]

	Bases: object

A consumer connects to some RabbitMQ instance and eats messages from it





	Parameters:	rabbitmq_config (pyloggr.config.RabbitMQBaseConfig) – RabbitMQ consumer configuration






	
_on_consumer_cancelled_by_server(method_frame=None)[source]

	Invoked by pika when RabbitMQ sends a Basic.Cancel for a consumer.






	
_on_message(unused_channel, basic_deliver, properties, body)[source]

	Invoked by pika when a message is delivered from RabbitMQ.






	
consuming

	Returns true if the consumer is actually in consuming state






	
start()[source]

	Opens the connection to RabbitMQ as a consumer





	Returns:	a Toro.Event object that triggers when the connection to RabbitMQ is lost






Note

Coroutine








	
start_consuming()[source]

	Starts consuming messages from RabbitMQ





	Returns:	a Toro message queue that stores the messages when they arrive


	Return type:	SimpleToroQueue










	
stop()[source]

	Shutdowns the connection to RabbitMQ and stops the consumer


Note

Tornado coroutine








	
stop_consuming()[source]

	Stops consuming messages from RabbitMQ


Note

Tornado coroutine















          

      

      

    


    
    

  

    
      Navigation

      
        	
          index

        	
          modules |

        	
          next |

        	
          previous |

        	Pyloggr 0.3 documentation 

          	API Documentation 

          	pyloggr.rabbitmq package 
 
      

    


    
      
          
            
  
publisher

The publisher module provides the Publisher class to publish messages to RabbitMQ


	
class Publisher(rabbitmq_config, base_routing_key=u'')[source]

	Bases: object

Publisher encapsulates the logic for async publishing to RabbitMQ





	Parameters:	
	rabbitmq_config (pyloggr.config.RabbitMQBaseConfig) – RabbitMQ connection parameters

	base_routing_key (str) – This routing key will be used if no routing_key is provided to publish methods










	
publish(exchange, body, routing_key='', message_id=None, headers=None, content_type="application/json", content_encoding="utf-8", persistent=True, application_id=None, event_type=None)[source]

	Publish a message to RabbitMQ





	Parameters:	
	exchange (str) – publish to this exchange

	body (str) – message body

	routing_key (str) – optional routing key

	message_id (str) – optional ID for the message

	headers (dict) – optional message headers

	content_type (str) – message content type

	content_encoding (str) – message charset

	persistent (bool) – if True, message will be persisted in RabbitMQ

	application_id (str) – optional application ID

	event_type (str) – optional message type









:param :
:type : rtype: bool


Note

Coroutine








	
publish_event(event, routing_key=u'', exchange=u'', application_id=u'', event_type=u'')[source]

	Publish an Event object in RabbitMQ. Always persistent.





	Parameters:	
	event (pyloggr.event.Event) – Event object

	routing_key (str or unicode) – RabbitMQ routing key

	exchange (str or unicode) – optional exchange (override global config)

	application_id (str or unicode) – optional application ID (override global config)

	event_type (str or unicode) – optional event type (override global config)










Note

Tornado coroutine








	
start()[source]

	Starts the publisher.

start() raises RabbitMQConnectionError if no connection can be established.
If connection succeeds, it returns a toro.Event object that will resolve when connection will be lost


Note

Coroutine








	
stop()[source]

	Stops the publisher


Note

Tornado coroutine
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notifications_consumer


	
class NotificationsConsumer(rabbitmq_config)[source]

	Bases: pyloggr.rabbitmq.consumer.Consumer, pyloggr.utils.observable.Observable

Consumes notification that were posted in RabbitMQ





	Parameters:	
	rabbitmq_config (pyloggr.config.RabbitMQBaseConfig) – RabbitMQ connection parameters (to consume notifications from RabbitMQ)

	binding_key (str) – Binding key to filter notifications










	
start_consuming(*args, **kwargs)[source]

	Start consuming notifications from RabbitMQ and notify observers.
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pyloggr.utils package

The utils subpackage provides various tools used by other packages.




	
ask_question(question)[source]

	Ask a Y/N question on command line





	Parameters:	question – question text


	Returns:	user answer


	Return type:	bool










	
check_directory(dname, uid=None, gid=None, create=True)[source]

	Checks that directory dname exists (we create it if needed), is really a directory, and is writeable





	Parameters:	dname – directory name


	Returns:	absolute directory name


	Return type:	str


	Raises OSError:	when tests fail










	
chown_r(path, uid, gid)[source]

	Recursively chown a directory





	Parameters:	
	path – directory path

	uid – numeric UID

	gid – numeric GID














	
drop_capabilities(all=True)[source]

	Drop capabilities on Linux in case pyloggr runs as root. Only keep “net_bind_service” and “syslog”.






	
make_dir_r(path)[source]

	Recursively create directories





	Parameters:	path – directory to create


	Returns:	list of created directories










	
read_next_token_in_stream(stream)[source]

	Reads the stream until we get a space delimiter






	
remove_pid_file(name)[source]

	Try to remove PID file





	Parameters:	name – PID name










	
sanitize_key(key)[source]

	Remove unwanted chars (=, spaces, quote marks, [], (), commas) from key. Convert to pure ASCII.





	Parameters:	key – key


	Returns:	sanitized key


	Return type:	unicode










	
sanitize_tag(tag)[source]

	Remove unwanted chars from tag





	Parameters:	tag – tag


	Returns:	sanitized tag


	Return type:	unicode










	
sleep(duration, wake_event=None, threading_event=None)[source]

	Return a Future that just ‘sleeps’. The Future can be interrupted in case of process shutdown.





	Parameters:	
	duration (int) – sleep time in seconds

	wake_event (toro.Event) – optional event to wake the sleeper

	threading_event (threading.Event) – optional threading.Event to wake up the sleeper






	Return type:	Future













	lmdb_wrapper

	observable

	simple_queue

	structured_data
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lmdb_wrapper

Small wrapper around lmdb


	
class LmdbWrapper(path, size=52428800)[source]

	Bases: object

Wrapper around lmdb that eases storage and retrieval of JSONable python objects


	
classmethod get_instance(path)[source]

	



	Parameters:	path (str) – database directory name


	Returns:	LmdbWrapper object


	Return type:	LmdbWrapper
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observable


	
class NotificationProducer[source]

	Bases: pyloggr.utils.observable.Observable

A NotificationProducer produces some notifications and sends them to RabbitMQ


	
notify_observers(d, routing_key=None)[source]

	



	Parameters:	
	d (dict) – a message to send to observers

	routing_key (str) – routing key for the message










Note

Tornado coroutine












	
class Observable[source]

	Bases: object

An observable produces notifications and sends them to observers


	
notify_observers(d, routing_key=None)[source]

	Notify observers that the observable has a message for them





	Parameters:	
	d (dict) – message

	routing_key – unused










Note

Tornado coroutine








	
register(observer)[source]

	Subscribe an observe for future notifications





	Parameters:	observer (Observer) – object that implements the Observer interface










	
unregister(observer)[source]

	Unsubscribe an observer





	Parameters:	observer (Observer) – object that implements the Observer interface










	
unregister_all()[source]

	Unsubscribe all observers










	
class Observer[source]

	Bases: object

Implemented by classes that should be observers
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simple_queue

Simplified queues


	
class SimpleToroQueue(io_loop=None)[source]

	Bases: object

Simplified Toro queue without size limit


	
empty()[source]

	Return True if the queue is empty, False otherwise






	
get_all()[source]

	Remove ans return all items from the queue, without blocking






	
get_nowait()[source]

	Remove and return an item from the queue without blocking.

Return an item if one is immediately available, else raise queue.Empty.






	
get_wait(deadline=None)[source]

	Remove and return an item from the queue. Returns a Future.

The Future blocks until an item is available, or raises toro.Timeout.





	Parameters:	deadline – Optional timeout, either an absolute timestamp (as returned by io_loop.time()) or a





datetime.timedelta for a deadline relative to the current time.






	
put(item)[source]

	Put an item into the queue (without waiting)





	Parameters:	item – item to add










	
qsize()[source]

	Return number of items in the queue










	
class ThreadSafeQueue[source]

	Bases: object

Simplified thread-safe/coroutine queue, without size limit


	
get()[source]

	Pop one item from the queue, without waiting






	
get_all()[source]

	Pop all items from the queue, without waiting






	
get_wait(deadline=None)[source]

	Wait for an available item and pop it from the queue





	Parameters:	deadline – optional deadline










	
put(item)[source]

	Put an item on the queue





	Parameters:	item – item














	
TimeoutTask(func, deadline=None, *args, **kwargs)[source]

	Encapsulate a Tornado Task with a deadline
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structured_data

Parser for rfc5424 structured data and wrapper classes


	
class StructuredData(d=None)[source]

	Bases: dict

Encapsulate RFC 5424 structured data


	
dump()[source]

	Dump the structured data as a RFC 5424 string






	
classmethod parse(s)[source]

	Parse structured data from string into dict of dict





	Parameters:	s – string










	
update(e=None, **f)[source]

	Update structured data using another dict. Values are added to the values sets.










	
class StructuredDataNamesValues(d=None)[source]

	Bases: dict

Dict subclass. Values are sets of unicode strings. Keys are sanitized before used.


	
add(key, values)[source]

	Add values to the ‘key’ set





	Parameters:	
	key – key

	values – iterable














	
dump()[source]

	Return string representation






	
update(e=None, **f)[source]

	Update the object using another dict. New values are added to the values set.










	
split_escape(s)[source]

	Split string by comma delimiter, excepted escaped commas





	Parameters:	s (str) – string


	Return type:	str
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pyloggr.syslog package

The pyloggr.syslog subpackage provides syslog client and syslog server implementations





	syslog.base

	syslog.relp_client

	tcp_syslog_client

	syslog.server

	syslog.udpserver
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syslog.base

Base class for syslog TCP and RELP clients
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syslog.relp_client

RELP syslog client


	
class RELPClient(server, port, use_ssl=False, verify_cert=True, hostname=None, ca_certs=None, client_key=None, client_cert=None, server_deadline=120)[source]

	Bases: pyloggr.syslog.base.GenericClient

Utility class to send messages or whole files to a RELP server, using an asynchrone TCP client





	Parameters:	
	server (str) – RELP server hostname or IP

	port (int) – RELP server port

	use_ssl (bool) – Should the client connect with SSL










	
send_events(events, frmt="RFC5424")[source]

	Send multiple events to the RELP server





	Parameters:	
	events (iterable of Event) – events to send (iterable of Event)

	frmt (str) – event dumping format

	compress (bool) – if True, send the events as one LZ4-compressed line














	
start()[source]

	Connect to the RELP server and send ‘open’ command





	Raises socket.error:

		if TCP connection fails






Note

Tornado coroutine








	
stop()[source]

	Disconnect from the RELP server
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tcp_syslog_client

TCP syslog client


	
class SyslogClient(server, port, use_ssl=False, verify_cert=True, hostname=None, ca_certs=None, client_key=None, client_cert=None, server_deadline=None)[source]

	Bases: pyloggr.syslog.base.GenericClient

Utility class to send messages or whole files to a syslog server, using TCP





	Parameters:	
	server (str) – RELP server hostname or IP

	port (int) – RELP server port

	use_ssl (bool) – Should the client connect with SSL










	
send_events(events, frmt="RFC5424")[source]

	Send multiple events to the syslog server





	Parameters:	
	events – events to send (iterable of Event)

	frmt – event dumping format














	
start()[source]

	Connect to the syslog server






	
stop()[source]

	Disconnect from the syslog server
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syslog.server

This module provides stuff to implement a UDP/TCP/unix socket syslog/RELP server with Tornado


	
class BaseSyslogClientConnection(stream, address, syslog_parameters)[source]

	Bases: object

Encapsulates a connection with a syslog client


	
_process_relp_command(relp_event_id, command, data)[source]

	RELP client has sent a command. Find the type and make the right answer.





	Parameters:	
	relp_event_id – RELP ID, sent by client

	command – the RELP command

	data – data transmitted after command (can be empty)














	
_read_next_tokens(*args, **kwargs)[source]

	_read_next_token()
Reads the stream until we get a space delimiter


Note

Tornado coroutine








	
disconnect()[source]

	Disconnects the client






	
dispatch_relp_client()[source]

	Implements RELP protocol


Note

Tornado coroutine



From http://www.rsyslog.com/doc/relp.html:

Request:
RELP-FRAME = RELPID SP COMMAND SP DATALEN [SP DATA] TRAILER

DATA = [SP 1*OCTET] ; command-defined data, if DATALEN is 0, no data is present
COMMAND = 1*32ALPHA
TRAILER = LF

Response:
RSP-HEADER = TXNR SP RSP-CODE [SP HUMANMSG] LF [CMDDATA]

RSP-CODE = 200 / 500 ; 200 is ok, all the rest currently erros
HUAMANMSG = *OCTET ; a human-readble message without LF in it
CMDDATA = *OCTET ; semantics depend on original command










	
dispatch_tcp_client()[source]

	Implements Syslog/TCP protocol


Note

Tornado coroutine



From RFC 6587:

It can be assumed that octet-counting framing is used if a syslog
frame starts with a digit.

TCP-DATA = *SYSLOG-FRAME
SYSLOG-FRAME = MSG-LEN SP SYSLOG-MSG
MSG-LEN = NONZERO-DIGIT *DIGIT
NONZERO-DIGIT = %d49-57
SYSLOG-MSG is defined in the syslog protocol [RFC5424] and may also be considered to be the payload in [RFC3164]
MSG-LEN is the octet count of the SYSLOG-MSG in the SYSLOG-FRAME.

A transport receiver can assume that non-transparent-framing is used
if a syslog frame starts with the ASCII character "<" (%d60).

TCP-DATA = *SYSLOG-FRAME
SYSLOG-FRAME = SYSLOG-MSG TRAILER
TRAILER = LF / APP-DEFINED
APP-DEFINED = 1*2OCTET
SYSLOG-MSG is defined in the syslog protocol [RFC5424] and may also be considered to be the payload in [RFC3164]










	
on_connect()[source]

	Called when a client connects to SyslogServer.

We find the protocol by looking at the connecting port. Then run the appropriate dispatch method.


Note

Tornado coroutine








	
on_stream_closed()[source]

	Called when a client has been disconnected










	
class BaseSyslogServer(syslog_parameters)[source]

	Bases: tornado.tcpserver.TCPServer, pyloggr.syslog.udpserver.UDPServer

Basic Syslog/RELP server


	
_handle_connection(connection, address)[source]

	Inherits _handle_connection from parent TCPServer to manage SSL connections. Called by
Tornado when a client connects.






	
_start_syslog()[source]

	Start to listen for syslog clients






	
_stop_syslog()[source]

	Stop listening for syslog connections


Note

Tornado coroutine








	
handle_data(data, sockname, peername)[source]

	Inherit to handle UDP data






	
handle_stream(stream, address)[source]

	Called by tornado when we have a new client.





	Parameters:	
	stream (IOStream) – IOStream for the new connection

	address (tuple) – tuple (client IP, client source port)










Note

Tornado coroutine








	
launch(*args, **kwargs)[source]

	Starts the server


	First we try to connect to RabbitMQ

	If successfull, we start to listen for syslog clients




Note

Tornado coroutine








	
shutdown(*args, **kwargs)[source]

	Authoritarian shutdown






	
stop_all()[source]

	Stops completely the server.


Note

Tornado coroutine












	
class SyslogParameters(conf)[source]

	Bases: object

Encapsulates the syslog configuration


	
bind_all_sockets()[source]

	Bind the sockets to the current server





	Returns:	list of bound sockets


	Return type:	list










	
delete_unix_sockets()[source]

	Try to delete unix sockets files. Ignore any error and log them as warnings.










	
wrap_ssl_sock(sock, ssl_options)[source]

	Wrap a socket into a SSL socket





	Parameters:	
	sock – socket to wrap

	ssl_options (pyloggr.config.SSLConfig) – SSL options
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syslog.udpserver

UDP server for tornado
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pyloggr.scripts package

The script subpackage contains launchers for the pyloggr’s processes.


	
class PyloggrProcess(fork=True, shared_cache=True)[source]

	Bases: object

Boilerplate for starting the different pyloggr processes


	
_launch(*args, **kwargs)[source]

	launch()
Abstract method


Note

Tornado coroutine








	
main()[source]

	main method


	Initialize Redis cache

	set up signal handlers

	fork if necessary

	run the launch method








	
shutdown()[source]

	Cleanly shutdown the process


Note

Tornado coroutine













	scripts.processes
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scripts.processes

Describe the pyloggr’s processes.


	
class CollectorProcess[source]

	Bases: pyloggr.scripts.PyloggrProcess

Collect events from the “rescue queue” and inject them back in pyloggr






	
class FSShipperProcess[source]

	Bases: pyloggr.scripts.PyloggrProcess

Dumps events to the filesystem






	
class FilterMachineProcess[source]

	Bases: pyloggr.scripts.PyloggrProcess

Apply filters to each event found in RabbitMQ, post back into RabbitMQ





	Parameters:	name (str) – process name










	
class FrontendProcess[source]

	Bases: pyloggr.scripts.PyloggrProcess

Web frontend to Pyloggr






	
class HarvestProcess[source]

	Bases: pyloggr.scripts.PyloggrProcess

Monitor directories and inject files as logs in Pyloggr






	
class PgSQLShipperProcess[source]

	Bases: pyloggr.scripts.PyloggrProcess

Ships events to PostgreSQL






	
class SyslogAgentProcess[source]

	Bases: pyloggr.scripts.PyloggrProcess

Implements a syslog agent for end clients






	
class SyslogProcess[source]

	Bases: pyloggr.scripts.PyloggrProcess

Implements the syslog server






	
class SyslogShipperProcess[source]

	Bases: pyloggr.scripts.PyloggrProcess

Ships events to a remote syslog server
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  Source code for pyloggr.rabbitmq.notifications_consumer

# encoding: utf-8
__author__ = 'stef'

import logging
import ujson
from datetime import timedelta

from tornado.gen import coroutine, TimeoutError

from .consumer import Consumer
from ..utils.observable import Observable

logger = logging.getLogger(__name__)


[docs]class NotificationsConsumer(Consumer, Observable):
    """
    Consumes notification that were posted in RabbitMQ

    Parameters
    ==========
    rabbitmq_config: pyloggr.config.RabbitMQBaseConfig
        RabbitMQ connection parameters (to consume notifications from RabbitMQ)
    binding_key: str
        Binding key to filter notifications
    """
    def __init__(self, rabbitmq_config):
        """
        :type rabbitmq_config: pyloggr.config.RabbitMQBaseConfig
        """
        Consumer.__init__(self, rabbitmq_config)
        Observable.__init__(self)

    @coroutine
[docs]    def start_consuming(self):
        """
        Start consuming notifications from RabbitMQ and notify observers.
        """
        message_queue = Consumer.start_consuming(self)
        while self.consuming:
            try:
                message = yield message_queue.get_wait(deadline=timedelta(seconds=1))
            except TimeoutError:
                pass
            else:
                try:
                    self.notify_observers(ujson.loads(message.body))
                except Exception:
                    logger.exception("Swallowed exception")
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# encoding: utf-8

"""
The publisher module provides the `Publisher` class to publish messages to RabbitMQ
"""

__author__ = 'stef'

import logging
from datetime import timedelta

import pika
from pika.adapters.tornado_connection import TornadoConnection
from tornado.ioloop import IOLoop
from tornado.gen import coroutine, Task, Return, with_timeout, TimeoutError
from tornado.concurrent import Future, chain_future
from toro import Event

from . import RabbitMQConnectionError

logger = logging.getLogger(__name__)


[docs]class Publisher(object):
    """
    Publisher encapsulates the logic for async publishing to RabbitMQ

    Parameters
    ==========
    rabbitmq_config: pyloggr.config.RabbitMQBaseConfig
        RabbitMQ connection parameters
    base_routing_key: str
        This routing key will be used if no routing_key is provided to publish methods
    """

    def __init__(self, rabbitmq_config, base_routing_key=u''):
        """
        :type rabbitmq_config: pyloggr.config.RabbitMQBaseConfig
        :type base_routing_key: str
        """

        self._parameters = pika.ConnectionParameters(
            host=rabbitmq_config.host,
            port=rabbitmq_config.port,
            credentials=pika.PlainCredentials(rabbitmq_config.user, rabbitmq_config.password),
            virtual_host=rabbitmq_config.vhost
        )
        self.rabbitmq_config = rabbitmq_config
        self.connection = None
        self.channel = None
        self.closing = False
        self.connection_has_been_closed_event = None
        self.base_routing_key = base_routing_key

        self._reset_counters()
        # IOLoop.instance().add_callback(self.connect)

    def _reset_counters(self):
        self._delivery_tag = 0
        self._ack = 0
        self._nack = 0
        self.futures_ack = dict()

    def _open_channel(self, callback=None):
        logger.info("Opening channel to RabbitMQ publisher")
        self.connection.channel(on_open_callback=callback)

    @coroutine
[docs]    def start(self):
        """
        start()
        Starts the publisher.

        start() raises RabbitMQConnectionError if no connection can be established.
        If connection succeeds, it returns a toro.Event object that will resolve when connection will be lost

        Note
        ====
        Coroutine
        """
        logger.info("Connecting to RabbitMQ publisher")
        self._reset_counters()
        error_connect_future = Future()
        connect_future = Future()
        self.closing = False

        def _on_connect_error(conn, errormsg=None):
            error_connect_future.set_result((False, conn, errormsg))

        def _on_connect_open(conn):
            connect_future.set_result((True, conn, None))

        self.connection_has_been_closed_event = Event()

        # noinspection PyUnusedLocal
        def _on_connection_close(conn, reply_code, reply_text):
            logger.info("Connection to RabbitMQ publisher has been closed!")
            current_tags = self.futures_ack.keys()
            for tag in current_tags:
                if not self.futures_ack[tag].done():
                    self.futures_ack[tag].set_result(False)
            self.connection = None
            self.channel = None
            # notify who is using the publisher
            self.connection_has_been_closed_event.set()
            self.closing = False

        # noinspection PyUnusedLocal
        def _on_channel_close(chan, reply_code, reply_text):
            logger.info("Channel to RabbitMQ publisher has been closed!")
            current_tags = self.futures_ack.keys()
            for tag in current_tags:
                if not self.futures_ack[tag].done():
                    self.futures_ack[tag].set_result(False)
            self.channel = None
            self.closing = True
            self.connection.close()

        self.connection = TornadoConnection(
            self._parameters,
            on_open_callback=_on_connect_open,
            on_open_error_callback=_on_connect_error,
            on_close_callback=None,
            custom_ioloop=IOLoop.current(),
            stop_ioloop_on_close=False,
        )

        chain_future(error_connect_future, connect_future)
        try:
            (res, connection, error_msg) = yield with_timeout(timedelta(seconds=10), connect_future)
        except TimeoutError:
            logger.error("publisher: connect to rabbitmq timeout")
            raise
        else:
            if not res:
                raise RabbitMQConnectionError(error_msg)
            logger.info("Connection to RabbitMQ publisher has been opened")
            if connection is not None:
                connection.add_on_close_callback(_on_connection_close)
            channel = yield Task(self._open_channel)
            logger.info("Channel to RabbitMQ publisher has been opened")
            self._reset_counters()
            self.channel = channel
            self.channel.confirm_delivery(self._on_delivery_confirmation)
            self.channel.add_on_close_callback(_on_channel_close)
            # give an Event object to client, so that it can detect when connection has been closed
            raise Return(self.connection_has_been_closed_event)

    # noinspection PyDocstring

    @coroutine
[docs]    def publish(self, exchange, body, routing_key=u'', message_id=None, headers=None,
                content_type="application/json", content_encoding="utf-8", persistent=True,
                application_id=u'', event_type=u''):

        """
        publish(exchange, body, routing_key='', message_id=None, headers=None, content_type="application/json", content_encoding="utf-8", persistent=True, application_id=None, event_type=None)
        Publish a message to RabbitMQ

        Parameters
        ==========
        exchange: str
            publish to this exchange
        body: str
            message body
        routing_key: str
            optional routing key
        message_id: str
            optional ID for the message
        headers: dict
            optional message headers
        content_type: str
            message content type
        content_encoding: str
            message charset
        persistent: bool
            if True, message will be persisted in RabbitMQ
        application_id: str
            optional application ID
        event_type: str
            optional message type

        :rtype: bool

        Note
        ====
        Coroutine
        """

        if self.connection is None:
            logger.warning('Impossible to publish: no connection')
            raise Return(False)

        if not self.connection.is_open:
            logger.warning('Impossible to publish: connection is not opened')
            raise Return(False)

        if self.channel is None:
            logger.warning('Impossible to publish: no channel')
            self._open_channel()
            raise Return(False)

        if not self.channel.is_open:
            logger.warning('Impossible to publish: channel is not opened')
            self._open_channel()
            raise Return(False)

        mode = 2 if persistent else 1
        application_id = application_id if application_id else self.rabbitmq_config.application_id
        event_type = event_type if event_type else self.rabbitmq_config.event_type

        publish_properties = pika.BasicProperties(
            content_type=content_type,
            content_encoding=content_encoding,
            app_id=application_id,
            type=event_type,
            delivery_mode=mode,
            message_id=message_id,
            headers=headers
        )

        self._delivery_tag += 1
        current_tag = self._delivery_tag

        self.futures_ack[current_tag] = Future()
        logger.debug("Publishing message: {}".format(current_tag))
        if not routing_key:
            routing_key = self.base_routing_key
        self.channel.basic_publish(exchange, routing_key, body, publish_properties)
        res = yield self.futures_ack[current_tag]
        del self.futures_ack[current_tag]
        raise Return(res)


    @coroutine
[docs]    def publish_event(self, event, routing_key=u'', exchange=u'', application_id=u'', event_type=u''):
        """
        publish_event(event, routing_key=u'', exchange=u'', application_id=u'', event_type=u'')
        Publish an Event object in RabbitMQ. Always persistent.

        :param event: Event object
        :type event: pyloggr.event.Event
        :param routing_key: RabbitMQ routing key
        :type routing_key: str or unicode
        :param exchange: optional exchange (override global config)
        :type exchange: str or unicode
        :param application_id: optional application ID (override global config)
        :type application_id: str or unicode
        :param event_type: optional event type (override global config)
        :type event_type: str or unicode

        Note
        ====
        Tornado coroutine
        """
        json_event = event.dump_json()
        if not routing_key:
            routing_key = self.base_routing_key
        # publish the event in RabbitMQ in JSON format
        exchange = str(exchange) if exchange else self.rabbitmq_config.exchange
        result = yield self.publish(
            exchange=exchange,
            body=json_event,
            routing_key=routing_key,
            message_id=event.uuid,
            persistent=True,
            application_id=application_id,
            event_type=event_type
        )
        raise Return((result, event))


    def _on_delivery_confirmation(self, method_frame):
        confirmation_type = method_frame.method.NAME.split('.')[1].lower()
        tag = method_frame.method.delivery_tag
        multiple = method_frame.method.multiple

        if confirmation_type == 'ack':
            if multiple:
                logger.debug("Publisher: Multiple ACK up to tag: {}".format(tag))
                all_confirmed_tags = [t for t, f in self.futures_ack.items() if t <= tag and not f.done()]
                for t in all_confirmed_tags:
                    self.futures_ack[t].set_result(True)
                self._ack += len(all_confirmed_tags)
            else:
                logger.debug("Publisher: Received ACK for message '{}'".format(tag))
                self.futures_ack[tag].set_result(True)
                self._ack += 1
        else:
            logger.warning("Publisher: Received NACK for message '{}'".format(tag))
            self.futures_ack[tag].set_result(False)
            self._nack += 1

        logger.debug("'Publisher: {}' deliveries on '{}' messages".format(self._ack + self._nack, self._delivery_tag))

    @coroutine
[docs]    def stop(self):
        """
        stop()
        Stops the publisher

        Note
        ====
        Tornado coroutine
        """
        if not self.closing:
            self.closing = True
            if self.connection is None:
                return
            if self.connection.is_closed or self.connection.is_closing:
                return
            self.connection.close()
        yield self.connection_has_been_closed_event.wait()
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# encoding: utf-8
"""
Small hack to be able to import configuration from environment variable.
"""

__author__ = 'stef'

from os.path import abspath, expanduser, dirname, join, exists
import logging
import logging.config
import ssl as ssl_module
from base64 import b64decode
from itertools import ifilter, imap

from configobj import ConfigObj
import certifi
from future.builtins import str as real_unicode
from future.builtins import bytes as real_bytes

from pyloggr.utils import check_directory
from pyloggr.utils.constants import FACILITY, SEVERITY
from pwd import getpwnam
from grp import getgrnam


def _make_bool(b):
    if isinstance(b, bool):
        return b
    elif isinstance(b, int):
        return bool(b)
    if isinstance(b, real_unicode) or isinstance(b, real_bytes):
        b = b.lower().strip()
        if b in ('false', 'no'):
            return False
        elif b in ('true', 'yes'):
            return True
        elif b == "none":
            return None
        elif b == '':
            return None
        else:
            raise ValueError("Strange boolean value ?!")
    if b is None:
        return None

    raise ValueError("Strange boolean value ?!")


[docs]class GenericConfig(object):
    """Base class for configurations"""
    @classmethod
[docs]    def from_dict(cls, d):
        """
        Build configuration object from a dictionnary

        :param d: dictionnary
        """
        return cls(**d)




[docs]class RabbitMQConfig(GenericConfig):
    """RabbitMQ connection parameters"""
    def __init__(self, host, user, password, port=5672, vhost='pyloggr'):
        self.host = str(host)
        self.port = int(port) if port else 5672
        self.vhost = str(vhost) if vhost else 'pyloggr'
        self.user = str(user)
        self.password = password



[docs]class ConsumerConfig(GenericConfig):
    """Parameters for RabbitMQ consumers"""

    def __init__(self, queue, qos=None, binding_key=None):
        self.queue = str(queue)
        self.qos = int(qos) if qos is not None else None
        self.binding_key = str(binding_key) if binding_key else None



[docs]class PublisherConfig(GenericConfig):
    """Parameters for RabbitMQ publishers"""
    def __init__(self, exchange, application_id='pyloggr', event_type='', binding_key=''):
        self.application_id = str(application_id) if application_id else 'pyloggr'
        self.event_type = str(event_type) if event_type else ''
        self.exchange = str(exchange)
        self.binding_key = str(binding_key) if binding_key else None



[docs]class FilterMachineConfig(GenericConfig):
    """
    Filter machines configuration
    """
    def __init__(self, source, destination, filters):
        self.source = ConsumerConfig.from_dict(source)
        self.destination = PublisherConfig.from_dict(destination)
        self.filters = str(filters)



[docs]class Shipper2PGSQL(GenericConfig):
    """
    Parameters for PostgreSQL shippers
    """
    def __init__(self, host, user, password, source_queue, event_stack_size=500, port=5432, dbname="pyloggr",
                 tablename="events", max_pool=10, connect_timeout=10):
        self.host = str(host)
        self.port = int(port) if port else 5432
        self.user = str(user)
        self.password = password
        self.dbname = str(dbname) if dbname else 'pyloggr'
        self.tablename = str(tablename) if tablename else 'events'
        self.max_pool = int(max_pool) if max_pool else 10
        self.connect_timeout = int(connect_timeout) if connect_timeout else 10
        self.source_queue = str(source_queue)
        self.event_stack_size = int(event_stack_size) if event_stack_size else 500
        self.dsn = 'dbname={} user={} password={} host={} port={} connect_timeout={}'.format(
            self.dbname, self.user, self.password, self.host, self.port, self.connect_timeout
        )



[docs]class Shipper2FSConfig(GenericConfig):
    """
    Parameters for filesystem shippers
    """
    def __init__(self, directory, filename, source_queue, seconds_between_flush=10, frmt="RSYSLOG"):
        self.directory = str(directory)
        self.filename = str(filename)
        self.frmt = str(frmt) if frmt else "RSYSLOG"
        self.source_queue = str(source_queue)
        self.seconds_between_flush = int(seconds_between_flush) if seconds_between_flush else 10



[docs]class Shipper2SyslogConfig(GenericConfig):
    """
    Parameters for syslog shippers
    """
    def __init__(self, host, port, source_queue, use_ssl=False, protocol="tcp", frmt="RFC5424", source_qos=500,
                 verify=True, hostname='', ca_certs=None, client_cert=None, client_key=None):

        self.host = str(host)
        self.port = int(port)
        self.source_queue = str(source_queue)
        self.protocol = str(protocol) if protocol else "tcp"
        self.frmt = str(frmt) if frmt else "RFC5424"
        self.source_qos = int(source_qos) if source_qos is not None else 500

        use_ssl = _make_bool(use_ssl)
        verify = _make_bool(verify)
        self.use_ssl = use_ssl if use_ssl is not None else False
        self.verify = verify if verify is not None else True

        self.hostname = str(hostname) if hostname else self.host
        use_certifi = False
        if ca_certs is None:
            ca_certs = certifi.where()
            use_certifi = True
        elif ca_certs.lower() == "none" or ca_certs.lower() == "false":
            ca_certs = certifi.where()
            use_certifi = True
        else:
            ca_certs = abspath(expanduser(ca_certs))
            if not exists(ca_certs):
                raise ValueError("Shipper2SyslogConfig: ca_certs file '{}' does not exist".format(
                    ca_certs
                ))
        self.ca_certs = ca_certs

        if client_cert is not None:
            if client_cert.lower() == "none" or client_cert.lower() == 'false' or client_cert == '':
                client_cert = None
            else:
                client_cert = abspath(expanduser(client_cert))
                if not exists(client_cert):
                    raise ValueError("Shipper2SyslogConfig: client_cert file '{}' does not exist".format(
                        client_cert
                    ))
        self.client_cert = client_cert

        if client_key is not None:
            if client_key.lower() == "none" or client_key.lower() == 'false' or client_key == '':
                client_key = None
            else:
                client_key = abspath(expanduser(client_key))
                if not exists(client_key):
                    raise ValueError("Shipper2SyslogConfig: client_key file '{}' does not exist".format(
                        client_key
                    ))
        self.client_key = client_key

        if (client_key is None and client_cert is not None) or (client_key is not None and client_cert is None):
            raise ValueError("client_key and client_cert should be both filled or both empty")

        if self.use_ssl and (self.client_key is not None) and (not self.verify):
            raise ValueError("Nonsense configuration: syslog client wants to use certificates, "
                             "but does not check the server certificate's validity")

        if self.use_ssl and self.verify and use_certifi:
            print("Warning: Shipper2SyslogConfig: ca_certs is empty, that means that CA "
                  "certificates from certifi will be used to verify the server certificate")



[docs]class SSLConfig(GenericConfig):
    """
    Syslog servers SSL configuration
    """
    def __init__(self, certfile, keyfile, ssl_version="PROTOCOL_SSLv23", ca_certs='',
                 cert_reqs=ssl_module.CERT_NONE):

        certfile = abspath(expanduser(certfile))
        if not exists(certfile):
            raise ValueError("In SSL configuration, cerfile '{}' does not exist".format(certfile))
        self.certfile = certfile

        keyfile = abspath(expanduser(keyfile))
        if not exists(keyfile):
            raise ValueError("In SSL configuration, keyfile '{}' does not exist".format(keyfile))
        self.keyfile = keyfile

        if (ssl_version is None) or (ssl_version == "PROTOCOL_SSLv23") or (ssl_version == ''):
            self.ssl_version = ssl_module.PROTOCOL_SSLv23
        else:
            self.ssl_version = getattr(ssl.module, ssl_version, ssl_module.PROTOCOL_SSLv23)
        if ca_certs is None:
            self.ca_certs = ''
        elif (ca_certs.lower() == "none") or (ca_certs == ''):
            self.ca_certs = ''
        else:
            certs_path = abspath(expanduser(ca_certs))
            if not exists(certs_path):
                raise ValueError("ca_certs file '{}' does not exist".format(ca_certs))
            self.ca_certs = certs_path
        if cert_reqs is None:
            self.cert_reqs = ssl_module.CERT_NONE
        elif (cert_reqs.lower() == "cert_none") or (cert_reqs == '') or (cert_reqs.lower() == "none"):
            self.cert_reqs = ssl_module.CERT_NONE
        elif (cert_reqs.lower() == "cert_optional") or (cert_reqs.lower() == "optional"):
            self.cert_reqs = ssl_module.CERT_OPTIONAL
        elif (cert_reqs.lower() == "cert_required") or (cert_reqs.lower() == "required"):
            self.cert_reqs = ssl_module.CERT_REQUIRED
        else:
            self.cert_reqs = getattr(ssl_module, cert_reqs, ssl_module.CERT_NONE)



[docs]class LoggingConfig(GenericConfig):
    """
    Where to log
    """
    def __init__(self, level="DEBUG", **kwargs):
        for name in ['security', 'syslog', 'filtermachine', 'frontend', 'shipper2fs', 'shipper2pgsql', 'harvest',
                     'collector', 'shipper2syslog']:
            self.__setattr__(name, str(kwargs.get(name, "~/logs/pyloggr.{}.log".format(name))))
        self.level = str(level) if level else "DEBUG"



[docs]class SyslogServerConfig(GenericConfig):
    """
    Parameters for syslog servers
    """
    def __init__(self, name, ports=None, stype='tcp', localhost_only=False, socket_names=None, ssl=None,
                 packer_groups=None, compress=False):
        self.name = str(name)
        if ports is None:
            self.ports = []
        elif isinstance(ports, list):
            self.ports = [int(p) for p in ports]
        else:
            self.ports = [int(ports)]
        self.stype = str(stype)
        localhost_only = _make_bool(localhost_only)
        compress = _make_bool(compress)
        self.localhost_only = localhost_only if localhost_only is not None else False
        self.compress = compress if compress is not None else False
        self.ssl = SSLConfig.from_dict(ssl) if ssl else None
        self.packer_groups = packer_groups.split(',') if packer_groups else []
        if not socket_names:
            self.socket_names = []
        elif isinstance(socket_names, list):
            self.socket_names = [abspath(expanduser(str(socket_name))) for socket_name in socket_names]
        else:
            self.socket_names = [abspath(expanduser(str(socket_names)))]



class SyslogAgentDestination(GenericConfig):
    def __init__(self, host, port, protocol="relp", frmt="RFC5424", tls=False, tls_hostname="",
                 verify_server_cert=True, compress=False):
        self.host = str(host)
        self.port = int(port)
        self.protocol = str(protocol).lower() if protocol else "relp"
        self.frmt = str(frmt) if frmt else "RFC5424"
        self.tls_hostname = str(tls_hostname) if tls_hostname else None

        verify_server_cert = _make_bool(verify_server_cert)
        compress = _make_bool(compress)
        tls = _make_bool(tls)
        self.tls = tls if tls is not None else False
        self.verify_server_cert = verify_server_cert if verify_server_cert is not None else True
        self.compress = compress if compress is not None else False


[docs]class SyslogAgentConfig(GenericConfig):
    """
    Parameters for the syslog agent
    """
    def __init__(self, UID=None, GID=None, destinations=None, tcp_ports=None, udp_ports=None, relp_ports=None, pause=5,
                 lmdb_db_name="~/lmdb/agent_queue", localhost_only=True, server_deadline=120, socket_names=None,
                 pids_directory="~/pids", logs_directory="~/logs", HMAC_KEY=None, logs_level="DEBUG"):

        self.UID = getpwnam(str(UID)).pw_uid if UID else None
        self.GID = getgrnam(str(GID)).gr_gid if GID else None

        self.logs_level = logs_level if logs_level else "DEBUG"
        pids_directory = pids_directory if pids_directory else "~/pids"
        self.pids_directory = check_directory(pids_directory, self.UID, self.GID, create=True)
        logs_directory = logs_directory if logs_directory else "~/logs"
        self.logs_directory = check_directory(logs_directory, self.UID, self.GID, create=True)
        lmdb_db_name = lmdb_db_name if lmdb_db_name else "~/lmdb/agent_queue"
        self.lmdb_db_name = check_directory(lmdb_db_name, self.UID, self.GID, create=True)

        self.logs_file = join(self.logs_directory, 'pyloggr.agent.log')
        if not tcp_ports:
            self.tcp_ports = []
        elif isinstance(tcp_ports, list):
            self.tcp_ports = [int(p) for p in tcp_ports]
        else:
            self.tcp_ports = [int(tcp_ports)]

        if not udp_ports:
            self.udp_ports = []
        elif isinstance(udp_ports, list):
            self.udp_ports = [int(p) for p in udp_ports]
        else:
            self.udp_ports = [int(udp_ports)]

        if not relp_ports:
            self.relp_ports = []
        elif isinstance(relp_ports, list):
            self.relp_ports = [int(p) for p in relp_ports]
        else:
            self.relp_ports = [int(relp_ports)]

        if not socket_names:
            self.socket_names = []
        elif isinstance(socket_names, list):
            self.socket_names = [abspath(expanduser(str(socket_name))) for socket_name in socket_names]
        else:
            self.socket_names = [abspath(expanduser(str(socket_names)))]

        self.pause = int(pause) if pause else 5
        self.server_deadline = int(server_deadline) if server_deadline is not None else 120

        localhost_only = _make_bool(localhost_only)
        self.localhost_only = localhost_only if localhost_only is not None else True
        self.destinations = destinations
        self.HMAC_KEY = b64decode(HMAC_KEY) if HMAC_KEY else None
        if not HMAC_KEY:
            logging.warning("You should specify a HMAC_KEY")


[docs]class HarvestDirectory(GenericConfig):
    """
    Directories to harvest file logs from
    """
    def __init__(self, directory_name, app_name=u'', packer_group=u'', recursive=False, facility=u'',
                 severity=u'', source=u''):
        self.packer_group = str(packer_group) if packer_group else ''
        self.directory_name = str(directory_name)
        recursive = _make_bool(recursive)
        self.recursive = recursive if recursive is not None else False
        if facility:
            if facility not in FACILITY.values():
                raise ValueError("HARVEST configuration: invalid 'facility' value")
        self.facility = str(facility) if facility else ''
        if severity:
            if severity not in SEVERITY.values():
                raise ValueError("HARVEST configuration: invalid 'severity' value")
        self.severity = str(severity) if severity else ''
        self.app_name = str(app_name) if app_name else ''
        self.source = str(source) if source else ''



def _config_file_to_dict(filename):
    return ConfigObj(
        infile=filename, interpolation=False, encoding="utf-8", write_empty_values=True,
        raise_errors=True, file_error=True
    ).dict()


[docs]class GlobalConfig(object):
    """
    Placeholder for all configuration parameters
    """

    # noinspection PyUnusedLocal,PyPep8Naming
    def __init__(self, HMAC_KEY, RABBITMQ_HTTP, COOKIE_SECRET, MAX_WAIT_SECONDS_BEFORE_SHUTDOWN=10,
                 PIDS_DIRECTORY='~/pids', SLEEP_TIME=60, UID=None, GID=None, HTTP_PORT=8080,
                 EXCHANGE_SPACE="~/lmdb/exchange", RESCUE_QUEUE_DIRNAME="~/lmdb/rescue",
                 **kwargs):
        self.UID = getpwnam(str(UID)).pw_uid if UID else None
        self.GID = getgrnam(str(GID)).gr_gid if GID else None
        self.MAX_WAIT_SECONDS_BEFORE_SHUTDOWN = int(MAX_WAIT_SECONDS_BEFORE_SHUTDOWN)
        self.HMAC_KEY = b64decode(HMAC_KEY)
        self.PIDS_DIRECTORY = check_directory(PIDS_DIRECTORY, self.UID, self.GID)
        self.RABBITMQ_HTTP = RABBITMQ_HTTP
        self.RESCUE_QUEUE_DIRNAME = check_directory(RESCUE_QUEUE_DIRNAME, self.UID, self.GID)
        self.EXCHANGE_SPACE = check_directory(EXCHANGE_SPACE, self.UID, self.GID)
        self.COOKIE_SECRET = COOKIE_SECRET
        self.SLEEP_TIME = int(SLEEP_TIME)
        self.HTTP_PORT = int(HTTP_PORT) if HTTP_PORT else 8080

    @classmethod
[docs]    def load(cls, config_dirname):
        """
        :param config_dirname: configuration directory path
        :rtype: GlobalConfig
        """
        config_dirname = check_directory(config_dirname, create=False)
        main_config_filename = join(config_dirname, 'pyloggr_config')
        d = _config_file_to_dict(main_config_filename)
        c = cls(**d)
        c.CONFIG_DIR = config_dirname
        c.NOTIFICATIONS = PublisherConfig.from_dict(d['NOTIFICATIONS'])
        c._load_rabbitmq_conf()
        c._load_shipper2pgsql_conf()
        c._load_shipper2fs_conf()
        c._load_logging_conf()
        c._load_harvest_conf()
        c._load_syslog_servers_conf()
        c._load_machines_conf()
        c._load_shipper2syslog_conf()
        return c


    def _load_rabbitmq_conf(self):
        rabbitmq_config_filename = join(self.CONFIG_DIR, 'rabbitmq.conf')
        d = _config_file_to_dict(rabbitmq_config_filename)
        self.RABBITMQ = RabbitMQConfig.from_dict(d)

    def _load_shipper2pgsql_conf(self):
        pgsql_config_filename = join(self.CONFIG_DIR, 'shipper2pgsql.conf')
        d = _config_file_to_dict(pgsql_config_filename)
        self.SHIPPER2PGSQL = {shipper: Shipper2PGSQL.from_dict(d[shipper]) for shipper in d}

    def _load_shipper2fs_conf(self):
        fs_config_filename = join(self.CONFIG_DIR, 'shipper2fs.conf')
        d = _config_file_to_dict(fs_config_filename)
        self.SHIPPER2FS = {shipper: Shipper2FSConfig.from_dict(d[shipper]) for shipper in d}
        for shipper in self.SHIPPER2FS.values():
            shipper.directory = check_directory(shipper.directory, self.UID, self.GID)

    def _load_logging_conf(self):
        logging_config_filename = join(self.CONFIG_DIR, 'logging.conf')
        d = _config_file_to_dict(logging_config_filename)
        self.LOGGING_FILES = LoggingConfig.from_dict(d)

    def _load_harvest_conf(self):
        self.HARVEST = {}
        harvest_conf_filename = join(self.CONFIG_DIR, 'harvest.conf')
        d = _config_file_to_dict(harvest_conf_filename)
        for (directory_name, options) in d.items():
            directory_name = check_directory(directory_name, self.UID, self.GID)
            options['directory_name'] = directory_name
            self.HARVEST[directory_name] = HarvestDirectory.from_dict(options)

    def _load_syslog_servers_conf(self):
        syslog_servers_conf_filename = join(self.CONFIG_DIR, 'syslog_servers.conf')
        d = _config_file_to_dict(syslog_servers_conf_filename)
        server_names = [server_name for server_name in d if isinstance(d[server_name], dict)]
        others = {key: value for key, value in d.items() if key not in server_names}
        self.SYSLOG_PUBLISHER = PublisherConfig.from_dict(others)
        self.SYSLOG = {}
        for server_name in server_names:
            d[server_name]['name'] = server_name
            self.SYSLOG[server_name] = SyslogServerConfig.from_dict(d[server_name])

    def _load_machines_conf(self):
        syslog_servers_conf_filename = join(self.CONFIG_DIR, 'machines.conf')
        d = _config_file_to_dict(syslog_servers_conf_filename)
        self.MACHINES = {name: FilterMachineConfig.from_dict(machine) for name, machine in d.items()}

    def _load_shipper2syslog_conf(self):
        shipper2syslog_conf_filename = join(self.CONFIG_DIR, 'shipper2syslog.conf')
        d = _config_file_to_dict(shipper2syslog_conf_filename)
        self.SHIPPER2SYSLOG = {name: Shipper2SyslogConfig.from_dict(shipper) for name, shipper in d.items()}



[docs]def set_logging(filename, level="DEBUG"):
    """
    Set logging configuration

    :param filename: logs file name
    :param level: logs verbosity
    :type filename: str
    :type level: str
    """
    logging_config_dict = {
        'version': 1,
        'disable_existing_loggers': False,
        'formatters': {
            'fileformat': {
                'format': '%(asctime)s --- %(name)s --- %(process)d --- %(levelname)s --- %(message)s'
            },
            'consoleformat': {
                'format': '%(levelname)s --- %(message)s'
            }
        },
        'handlers': {
            'console': {
                'level': 'DEBUG',
                'class': 'logging.StreamHandler',
                'formatter': 'consoleformat'
            },
            'tofile': {
                'level': 'DEBUG',
                'class': 'logging.FileHandler',
                'formatter': 'fileformat',
                'filename': '',
                'encoding': 'utf-8'
            },
            'security_handler': {
                'level': 'DEBUG',
                'class': 'logging.FileHandler',
                'formatter': 'fileformat',
                'filename': '',
                'encoding': 'utf-8'
            }

        },
        'loggers': {
            '': {
                'handlers': ['console', 'tofile'],
                'level': "INFO"
            },
            'pyloggr': {
                'handlers': ['console', 'tofile'],
                'level': level,
                'propagate': False
            },
            'security': {
                'handlers': ['console', 'security_handler'],
                'level': 'INFO',
                'propagate': False
            }

        }

    }

    filename = abspath(expanduser(filename))
    if hasattr(Config, "LOGGING_FILES"):
        security_filename = abspath(expanduser(Config.LOGGING_FILES.security))
    else:
        security_filename = filename
    check_directory(dirname(filename), Config.UID, Config.GID)
    check_directory(dirname(security_filename), Config.UID, Config.GID)

    logging_config_dict['handlers']['tofile']['filename'] = filename
    logging_config_dict['handlers']['security_handler']['filename'] = security_filename

    logging.config.dictConfig(logging_config_dict)



[docs]class Config(object):
    """
    Config object can be imported and contains configuration parameters
    """
    pass



def set_agent_configuration(config_file):
    d = _config_file_to_dict(config_file)
    dest_names = [dest_name for dest_name in d if isinstance(d[dest_name], dict)]
    others = {key: value for key, value in d.items() if key not in dest_names}
    Config.SYSLOG_AGENT = SyslogAgentConfig.from_dict(others)
    Config.SYSLOG_AGENT.destinations = [SyslogAgentDestination.from_dict(d[dest_name]) for dest_name in dest_names]
    Config.PIDS_DIRECTORY = Config.SYSLOG_AGENT.pids_directory
    Config.HMAC_KEY = Config.SYSLOG_AGENT.HMAC_KEY
    Config.UID = Config.SYSLOG_AGENT.UID
    Config.GID = Config.SYSLOG_AGENT.GID

[docs]def set_configuration(configuration_directory):
    """
    Set up configuration

    :param configuration_directory: configuration parent directory
    :return:
    """
    config_obj = GlobalConfig.load(configuration_directory)

    # copy configuration to Config object
    attrs = ifilter(lambda attr: attr.isupper(), vars(config_obj))
    list(imap(lambda attr: setattr(Config, attr, config_obj.__getattribute__(attr)), attrs))

    # read packers_config and inject it in Config.SYSLOG.servers and Config.HARVEST.directories
    from pyloggr.packers.build_packers_config import parse_config_file as parse_packer_config_file
    packers_config = parse_packer_config_file(join(configuration_directory, 'packers_config'))
    # in Config.SYSLOG.servers ...
    syslog_servers_with_packers = [server for server in Config.SYSLOG.values() if server.packer_groups]
    for syslog_server in syslog_servers_with_packers:
        syslog_server.packer_groups = [
            packers_config[packer_group_name] for packer_group_name in syslog_server.packer_groups
        ]
    # in Config.HARVEST.directories ...
    harvest_directories_with_packers = [
        directory_obj for directory_obj in Config.HARVEST.values() if directory_obj.packer_group
    ]
    for directory_obj in harvest_directories_with_packers:
        directory_obj.packer_group = packers_config[directory_obj.packer_group]
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  Source code for pyloggr.rabbitmq.consumer

# encoding: utf-8

"""
Provide the Consumer class to manage a consumer connection to RabbitMQ
"""

__author__ = 'stef'

import logging
from random import randint
from datetime import timedelta

from pika import ConnectionParameters, PlainCredentials
from pika.exceptions import ChannelClosed, ConnectionClosed
from pika.adapters import TornadoConnection
from tornado.ioloop import IOLoop
from tornado.gen import coroutine, Future, chain_future, Task, Return, with_timeout, TimeoutError
from toro import Event

from . import RabbitMQConnectionError, RabbitMQMessage
from pyloggr.utils.simple_queue import SimpleToroQueue, TimeoutTask

logger = logging.getLogger(__name__)


[docs]class Consumer(object):
    """
    A consumer connects to some RabbitMQ instance and eats messages from it

    Parameters
    ==========
    rabbitmq_config: pyloggr.config.RabbitMQBaseConfig
        RabbitMQ consumer configuration
    """

    def __init__(self, rabbitmq_config):
        """
        :type rabbitmq_config: pyloggr.rabbitmq.Configuration
        """
        self._parameters = ConnectionParameters(
            host=rabbitmq_config.host,
            port=rabbitmq_config.port,
            credentials=PlainCredentials(rabbitmq_config.user, rabbitmq_config.password),
            virtual_host=rabbitmq_config.vhost
        )
        self.rabbitmq_config = rabbitmq_config
        self.connection = None
        self.channel = None
        self.closing = False
        self.message_queue = None
        self._consumer_tag = None
        self.consumer_closed_event = None

    def _open_channel(self, callback=None):
        logger.info("Opening channel to RabbitMQ consumer")
        self.connection.channel(on_open_callback=callback)

    @coroutine
[docs]    def start(self):
        """
        start()
        Opens the connection to RabbitMQ as a consumer

        :returns: a Toro.Event object that triggers when the connection to RabbitMQ is lost

        Note
        ====
        Coroutine
        """
        logger.info('Connecting to RabbitMQ')
        self.closing = False
        error_connect_future = Future()
        connect_future = Future()

        def _on_connect_error(conn, errormsg=None):
            error_connect_future.set_result((False, conn, errormsg))

        def _on_connect_open(conn):
            connect_future.set_result((True, conn, None))

        self.consumer_closed_event = Event()

        # noinspection PyUnusedLocal
        def _on_connection_closed(conn, reply_code, reply_text):
            logger.info("Connection to RabbitMQ consumer has been closed")
            self.connection = None
            self.channel = None
            self.closing = False
            # let's notify the client
            self.consumer_closed_event.set()

        # noinspection PyUnusedLocal
        def _on_channel_closed(chan, reply_code, reply_text):
            logger.info("Channel to RabbitMQ consumer has been closed")
            self.channel = None
            self.queue = None
            self.message_queue = None
            self.closing = True
            logger.warning('RabbitMQ consumer channel was closed: ({}) {}'.format(reply_code, reply_text))
            self._close_connection()

        self.connection = TornadoConnection(
            self._parameters,
            on_open_callback=_on_connect_open,
            on_open_error_callback=_on_connect_error,
            on_close_callback=None,
            custom_ioloop=IOLoop.instance(),
            stop_ioloop_on_close=False,
        )
        chain_future(error_connect_future, connect_future)
        try:
            (res, connection, error_msg) = yield with_timeout(timedelta(seconds=10), connect_future)
        except TimeoutError:
            logger.error("consumer: connection to rabbitmq timeout")
            raise
        if not res:
            raise RabbitMQConnectionError(error_msg)

        logger.info("Connection to RabbitMQ consumer has been opened")
        if connection is not None:
            connection.add_on_close_callback(_on_connection_closed)
        channel = yield Task(self._open_channel)
        if self.rabbitmq_config.qos:
            channel.basic_qos(prefetch_count=self.rabbitmq_config.qos)
        logger.info("Channel to RabbitMQ consumer has been opened")
        self.channel = channel
        self.channel.add_on_close_callback(_on_channel_closed)
        self.message_queue = SimpleToroQueue()
        if self.rabbitmq_config.queue:
            # durable queue has already been declared
            queue_name = self.rabbitmq_config.queue
            logger.info("Consumer: declaring queue '{}'".format(queue_name))
            try:
                yield TimeoutTask(
                    self.channel.queue_declare,
                    deadline=timedelta(seconds=5),
                    queue=queue_name,
                    passive=True,
                    exclusive=False,
                    auto_delete=False
                )
                logger.info("Queue has been checked and declared OK. Ready to consume.")
            except TimeoutError:
                # we wait at most 5 seconds for rabbitmq
                logger.error("RabbitMQ did not respond to declare queue. Does the queue exist?")
                raise

        else:
            # we build an transient queue
            queue_name = "consumer_" + str(randint(1, 1000000))
            self.rabbitmq_config.queue = queue_name
            logger.info("Consumer: declaring queue '{}'".format(queue_name))
            yield Task(
                self.channel.queue_declare,
                queue=queue_name,
                passive=False,
                durable=False,
                exclusive=True,
                auto_delete=True
            )
            yield Task(
                self.channel.queue_bind,
                queue=queue_name,
                exchange=self.rabbitmq_config.exchange,
                routing_key=self.rabbitmq_config.binding_key,
            )
            logger.info("Queue has been checked and declared OK and bound. Ready to consume.")

        # give an Event object to client, so that it can detect when connection has been closed
        raise Return(self.consumer_closed_event)


    def _close_connection(self):
        self.closing = True
        if self.connection:
            try:
                self.connection.close()
            except ConnectionClosed:
                logger.info('Connection already closed')

    def _close_channel(self):
        self.closing = True
        if self.channel:
            try:
                self.channel.close()
            except ChannelClosed:
                logger.info("Channel already closed")
                self._close_connection()
        else:
            self._close_connection()

[docs]    def start_consuming(self):
        """
        Starts consuming messages from RabbitMQ

        :returns: a Toro message queue that stores the messages when they arrive
        :rtype: SimpleToroQueue
        """
        if self.channel is None:
            return
        if not self.channel.is_open:
            return
        logger.info('Start consuming')
        self.channel.add_on_cancel_callback(self._on_consumer_cancelled_by_server)
        self._consumer_tag = self.channel.basic_consume(
            consumer_callback=self._on_message,
            queue=self.rabbitmq_config.queue
        )
        return self.message_queue

    # noinspection PyUnusedLocal

[docs]    def _on_message(self, unused_channel, basic_deliver, properties, body):
        """
        Invoked by pika when a message is delivered from RabbitMQ.
        """
        logger.debug('Consumer: received message # %s from %s', basic_deliver.delivery_tag, properties.app_id)

        self.message_queue.put(
            RabbitMQMessage(
                basic_deliver.delivery_tag, properties, body, self.channel
            )
        )


    @coroutine
[docs]    def stop_consuming(self):
        """
        stop_consuming()
        Stops consuming messages from RabbitMQ

        Note
        ====
        Tornado coroutine
        """
        if self._consumer_tag:
            if self.channel:
                logger.info('Asking RabbitMQ to cancel the consumer')
                yield Task(self.channel.basic_cancel, consumer_tag=self._consumer_tag)
                logger.info('RabbitMQ confirmed the cancellation of the consumer')
            self._consumer_tag = None
        self._close_channel()


    @property
    def consuming(self):
        """
        Returns true if the consumer is actually in consuming state
        """
        return (not self.closing) and (self._consumer_tag is not None)

    # noinspection PyUnusedLocal
[docs]    def _on_consumer_cancelled_by_server(self, method_frame=None):
        """
        Invoked by pika when RabbitMQ sends a Basic.Cancel for a consumer.
        """
        logger.info('Consumer was cancelled remotely, shutting down')
        self._consumer_tag = None
        self._close_channel()


    @coroutine
[docs]    def stop(self):
        """
        stop()
        Shutdowns the connection to RabbitMQ and stops the consumer

        Note
        ====
        Tornado coroutine
        """
        if not self.closing:
            logger.info('Stopping consumer')
            self.closing = True
            yield self.stop_consuming()

        yield self.consumer_closed_event.wait()
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  Source code for pyloggr.main.web_frontend

# encoding: utf-8
"""
Pyloggr Web interface
"""
from __future__ import absolute_import, division, print_function

__author__ = 'stef'

# todo: useful metrics

import logging

from pkg_resources import resource_filename
from tornado.web import RequestHandler, Application, url
from tornado.websocket import WebSocketHandler
from tornado.httpserver import HTTPServer
from tornado.gen import coroutine, TimeoutError
from tornado.ioloop import PeriodicCallback, IOLoop
from jinja2 import Environment, PackageLoader
import momoko
# noinspection PyCompatibility
import psycopg2

from pyloggr.rabbitmq import management
from pyloggr.rabbitmq import Configuration as RMQConfig
from pyloggr.rabbitmq.notifications_consumer import NotificationsConsumer
from pyloggr.rabbitmq import RabbitMQConnectionError
from pyloggr.utils.observable import Observable, Observer
from pyloggr.config import Config
from pyloggr.cache import Cache
from pyloggr.utils import sleep

logger = logging.getLogger(__name__)
PERIODIC_RABBIT_STATUS_TIME = 10 * 1000


[docs]class SyslogServers(Observable, Observer):
    """
    Data about the running Pyloggr's syslog servers

    Notified by Rabbitmq
    Observed by Websocket
    """
    def __init__(self):
        Observable.__init__(self)
        self.servers = dict()
        # get initial data from Redis

        self.servers = {syslog_server.server_id: {
            'id': syslog_server.server_id,
            'ports': syslog_server.ports,
            'clients': {client['id']: {
                'id': client['id'],
                'host': client['host'],
                'client_port': client['client_port'],
                'server_port': client['server_port']
            } for client in syslog_server.clients}
        } for syslog_server in Cache.syslog_list.values()}

    def notified(self, d):
        # get updates from rabbitmq
        if d['action'] == "add_client":
            self.servers[d['server_id']]['clients'][d['id']] = {
                'id': d['id'],
                'host': d['host'],
                'client_port': d['client_port'],
                'server_port': d['server_port']
            }
        elif d['action'] == "remove_client":
            del self.servers[d['server_id']]['clients'][d['id']]
        elif d['action'] == "add_server":
            self.servers[d['server_id']] = {
                'id': d['server_id'],
                'clients': {},
                'ports': d['ports']
            }
        elif d['action'] == "remove_server":
            del self.servers[d['server_id']]
        else:
            logger.debug("Action: '{}'".format(d['action']))

        self.notify()

    def notify(self):
        status.syslog = bool(self.servers)
        d = dict()
        d['action'] = 'syslogs'
        d['servers'] = self.servers
        self.notify_observers(d)



[docs]class Status(Observable):
    """
    Encapsulates the status of the the various pyloggr components
    """
    labels = ['rabbitmq', 'redis', 'postgresql', 'syslog', 'parser', 'shipper']

    def __init__(self):
        Observable.__init__(self)

    def __setattr__(self, key, value):
        object.__setattr__(self, key, value)
        if key in self.labels:
            self.notify()

    def notify(self):
        d = dict()
        for f in ['rabbitmq', 'redis', 'postgresql', 'syslog', 'parser', 'shipper']:
            d[f] = "On" if getattr(self, f, None) else "Off"
        d['action'] = 'status'
        self.notify_observers(d)


# noinspection PyAbstractClass

[docs]class SyslogClientsFeed(WebSocketHandler, Observer):
    """
    Websocket used to talk with the browser
    """

    def open(self):
        logger.debug("Websocket is opened")
        self.set_nodelay(True)

        # get status of pyloggr processes
        status.register(self)
        # get notifications from syslog servers
        syslog_servers.register(self)
        # get stats from RabbitMQ management API
        rabbitmq_stats.register(self)
        # get stats from PGSQL
        pgsql_stats.register(self)

[docs]    def notified(self, d):
        """
        `notified` is called by observables, when some event is meant to be communicated to the web frontend

        :param d: the event data to transmit to the web frontend
        :type d: dict
        """
        self.write_message(d)


    def on_message(self, message):
        # browser sent a message
        logger.debug("Browser said: {}".format(message))
        if message == "getStatus":
            status.notify()
            syslog_servers.notify()
            rabbitmq_stats.notify()
            pgsql_stats.notify()

    def on_close(self):
        logger.debug("WebSocket closed")
        syslog_servers.unregister(self)
        status.unregister(self)
        rabbitmq_stats.unregister(self)
        pgsql_stats.unregister(self)

    def check_origin(self, origin):
        return True



[docs]class QueryLogs(RequestHandler):
    """
    Query the log database
    """
    pass


[docs]class StatusPage(RequestHandler):
    """
    Displays a status page
    """

    def get(self):
        html_output = self.application.templates['status'].render()
        self.write(html_output)



class Upload(RequestHandler):
    pass
    # todo: upload log files via form or via POST API


[docs]class PgSQLStats(Observable):
    """
    Gather information from the database
    """
    def __init__(self):
        Observable.__init__(self)
        self._updating = False
        self.stats = 0

    @coroutine
    def update(self):
        if self._updating:
            return
        self._updating = True
        db_conn = None
        stats = 0
        status_inc = True
        for shipper in Config.SHIPPER2PGSQL:

            try:
                db_conn = yield momoko.Op(momoko.Connection().connect, Config.SHIPPER2PGSQL[shipper].dsn)
                cursor = yield momoko.Op(db_conn.execute, 'SELECT COUNT(*) FROM {};'.format(
                    Config.SHIPPER2PGSQL[shipper].tablename
                ))
                stats += cursor.fetchone()[0]
            except psycopg2.Error:
                logger.exception("Database seems down")
                status_inc = False
            finally:
                if db_conn is not None:
                    db_conn.close()

        status.postgresql = status_inc
        self.stats = stats
        self._updating = False
        self.notify()

    def notify(self):
        d = dict()
        d['action'] = 'pgsql.stats'
        # noinspection PyUnresolvedReferences
        d['status'] = status.postgresql
        d['stats'] = self.stats
        self.notify_observers(d)



[docs]class RabbitMQStats(Observable):
    """
    Gather information from RabbitMQ management API
    """

    def __init__(self):
        Observable.__init__(self)
        self.queue_names = [machine.source.queue for machine in Config.MACHINES.values()]
        self.queue_names.extend(shipper.source_queue for shipper in Config.SHIPPER2PGSQL.values())
        self.queues = {name: {} for name in self.queue_names}
        self._updating = False

        self._rabbitmq_api_client = management.Client(
            host=Config.RABBITMQ_HTTP,
            user=Config.RABBITMQ.user,
            passwd=Config.RABBITMQ.password,
            timeout=13
        )

    @coroutine
    def update(self):
        if self._updating:
            return

        self._updating = True
        results = dict()
        try:
            for name in self.queue_names:
                results[name] = yield self._rabbitmq_api_client.get_queue(Config.RABBITMQ.vhost, name)
        except management.NetworkError:
            logger.warning("RabbitMQ management API does not seem available")
            status.rabbitmq = False
        except management.HTTPError as ex:
            logger.warning("Management API answered error code: '{}'".format(ex.status))
            logger.debug("Reason: {}".format(ex.reason))
            status.rabbitmq = False
        else:
            status.rabbitmq = True

        if status.rabbitmq:
            for name in self.queue_names:
                self.queues[name]['messages'] = results[name]['messages']
        else:
            self.queues = {name: {} for name in self.queue_names}

        self._updating = False
        self.notify()

    def notify(self):
        d = dict()
        d['action'] = 'queues.stats'
        # noinspection PyUnresolvedReferences
        d['status'] = status.rabbitmq
        d['queues'] = self.queues
        self.notify_observers(d)



class PyloggrApplication(Application):

    def __init__(self, url_prefix):
        urls = [
            ('/status/?', StatusPage, 'status'),
            ('/query/?', QueryLogs, 'query'),
            ('/websocket/?', SyslogClientsFeed, 'websocket'),
        ]

        handlers = [url(url_prefix + path, method, name=name) for (path, method, name) in urls]

        settings = {
            'autoreload': False,
            'debug': True,
            'static_path': resource_filename('pyloggr', '/static'),
            'static_url_prefix': url_prefix + '/static/',
            'cookie_secret': Config.COOKIE_SECRET
        }

        template_loader = PackageLoader('pyloggr', 'templates')
        template_env = Environment(loader=template_loader)
        template_env.globals['reverse'] = self.reverse_url
        template_env.globals['prefix'] = url_prefix
        self.templates = {
            'status': template_env.get_template('status.html')
        }

        Application.__init__(self, handlers, **settings)


[docs]class WebServer(object):
    """
    Pyloggr process for the web frontend part
    """
    def __init__(self, sockets):
        self.app = PyloggrApplication('/syslog')
        self.http_server = HTTPServer(self.app)
        self._periodic = None
        self.sockets = sockets

    @coroutine
    def launch(self):
        global syslog_servers, notifications_consumer, status, rabbitmq_stats, pgsql_stats, notifications_consumer
        status = Status()
        rabbitmq_stats = RabbitMQStats()
        pgsql_stats = PgSQLStats()
        notifications_consumer = NotificationsConsumer(
            rabbitmq_config=RMQConfig(
                host=Config.RABBITMQ.host,
                port=Config.RABBITMQ.port,
                user=Config.RABBITMQ.user,
                password=Config.RABBITMQ.password,
                vhost=Config.RABBITMQ.vhost,
                exchange=Config.NOTIFICATIONS.exchange,
                binding_key=Config.NOTIFICATIONS.binding_key
            )
        )

        syslog_servers = SyslogServers()
        notifications_consumer.register(syslog_servers)
        IOLoop.instance().add_callback(self.get_rabbit_notifications)

        self.http_server.add_sockets(self.sockets)
        self.start_periodic()

    @coroutine
    def get_rabbit_notifications(self):
        try:
            lost_rabbit_connection = yield notifications_consumer.start()
        except (RabbitMQConnectionError, TimeoutError):
            # no rabbitmq connection ==> no notifications
            yield sleep(60)
            IOLoop.instance().add_callback(self.get_rabbit_notifications)
            return
        else:
            # we use a callback to immediately return (start_consuming never returns)
            IOLoop.instance().add_callback(notifications_consumer.start_consuming)
        yield lost_rabbit_connection.wait()
        yield sleep(60)
        IOLoop.instance().add_callback(self.get_rabbit_notifications)

    @coroutine
    def shutdown(self):
        logger.debug("Dropping HTTP clients")
        yield self.http_server.close_all_connections()
        logger.debug("Stopping stats refresh")
        self.stop_periodic()
        logger.debug("Asking the notification consumer to stop")
        yield notifications_consumer.stop()
        logger.debug("Stopping the HTTP server")
        self.http_server.stop()

    def start_periodic(self):
        self.app.rabbitmq_stats = RabbitMQStats()
        self.app.pgsql_stats = PgSQLStats()
        self.update_stats()
        if self._periodic is None:
            self._periodic = PeriodicCallback(self.update_stats, PERIODIC_RABBIT_STATUS_TIME)
            self._periodic.start()

    def stop_periodic(self):
        if self._periodic is not None:
            self._periodic.stop()
            self._periodic = None

    @coroutine
    def update_stats(self):
        yield rabbitmq_stats.update()
        yield pgsql_stats.update()
        status.redis = True


status = None
rabbitmq_stats = None
pgsql_stats = None
syslog_servers = None
notifications_consumer = None
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  Source code for pyloggr.main.shipper2syslog

# encoding: utf-8

"""
Ships events from RabbitMQ to a Syslog server
"""

__author__ = 'stef'

import logging
import socket
from datetime import timedelta

from tornado.gen import coroutine, TimeoutError
from tornado.ioloop import IOLoop

from pyloggr.rabbitmq.consumer import Consumer, RabbitMQConnectionError
from pyloggr.event import Event, ParsingError, InvalidSignature
from pyloggr.syslog import RELPClient, SyslogClient
from pyloggr.utils import sleep
from pyloggr.config import Config


logger = logging.getLogger(__name__)
security_logger = logging.getLogger('security')


[docs]class SyslogShipper(object):
    """
    SyslogShipper retrieves events from RabbitMQ, and forwards them to a Syslog server
    """
    def __init__(self, rabbitmq_config, shipper_config):
        """
        :type rabbitmq_config: pyloggr.rabbitmq.Configuration
        :type shipper_config: pyloggr.config.Shipper2SyslogConfig
        """
        self.consumer = None
        self.shipper_config = shipper_config
        self.rabbitmq_config = rabbitmq_config
        self.ev_queue = None
        self.closed_syslog_event = None
        self.shutting_down = False
        self.stopping = False
        self.syslog_client = None

    @coroutine
[docs]    def launch(self):
        """
        Starts the shipper

        - Open a connection to the remote syslog server
        - Open a connection to RabbitMQ
        - Consume messages from RabbitMQ
        - Parse messages as regular syslog events
        - Ship events to the remote syslog server
        """
        if self.shutting_down or self.stopping:
            return
        self.syslog_client = RELPClient(
            self.shipper_config.host, self.shipper_config.port,
            use_ssl=self.shipper_config.use_ssl,
            verify_cert=self.shipper_config.verify,
            hostname=self.shipper_config.hostname,
            ca_certs=self.shipper_config.ca_certs,
            client_cert=self.shipper_config.client_cert,
            client_key=self.shipper_config.client_key
        ) if self.shipper_config.protocol.lower() == "relp" else SyslogClient(
            self.shipper_config.host, self.shipper_config.port,
            use_ssl=self.shipper_config.use_ssl,
            verify_cert=self.shipper_config.verify,
            hostname=self.shipper_config.hostname,
            ca_certs=self.shipper_config.ca_certs,
            client_cert=self.shipper_config.client_cert,
            client_key=self.shipper_config.client_key
        )
        try:
            self.closed_syslog_event = yield self.syslog_client.start()
        except (socket.error, TimeoutError):
            logger.error("Shipper2syslog: can't connect to the remote syslog server")
            yield sleep(Config.SLEEP_TIME)
            if not self.shutting_down:
                IOLoop.instance().add_callback(self.launch)
                return
        # here we use a callback, so that we can directly wait for the next closed_publisher_event
        IOLoop.instance().add_callback(self._start_consumer)
        # wait until we lose syslog connection
        yield self.closed_syslog_event.wait()
        yield self.stop()
        yield sleep(Config.SLEEP_TIME)
        if not self.shutting_down:
            IOLoop.instance().add_callback(self.launch)


    @coroutine
    def _start_consumer(self):
        self.consumer = Consumer(self.rabbitmq_config)
        try:
            closed_consumer_event = yield self.consumer.start()
        except (TimeoutError, RabbitMQConnectionError):
            logger.error("Shipper2syslog: can't connect to consumer to RabbitMQ")
            yield self.stop()
            # stop() will stop the syslog connection too, so closed_syslog_event is going to trigger
            return
        else:
            IOLoop.instance().add_callback(self._consume)
            # wait until we lose the connection to rabbitmq
            yield closed_consumer_event.wait()
            yield self.stop()

    @coroutine
    def _consume(self):
        self.ev_queue = self.consumer.start_consuming()             # SimpleToroQueue
        while self.consumer.consuming and not self.shutting_down:
            try:
                message = yield self.ev_queue.get_wait(deadline=timedelta(seconds=1))
            except TimeoutError:
                pass
            else:
                IOLoop.instance().add_callback(self._forward_message, message)

    @coroutine
[docs]    def _forward_message(self, message):
        """
        :type message: pyloggr.rabbitmq.RabbitMQMessage
        """
        try:
            ev = Event.parse_bytes_to_event(message.body, hmac=True)
        except ParsingError:
            logger.info("shipper2syslog: dropping one unparsable message")
            message.ack()
        except InvalidSignature:
            logger.info("shipper2syslog: dropping one message with invalid signature")
            message.ack()
            security_logger.critical("shipper2syslog: dropping one message with invalid signature")
            security_logger.info(message.body)
        else:
            status, _ = yield self.syslog_client.publish_event(ev, frmt=self.shipper_config.frmt)
            if status:
                message.ack()
            else:
                message.nack()


    @coroutine
[docs]    def stop(self):
        """Stop the shipper"""
        if self.stopping:
            return
        self.stopping = True
        if self.consumer:
            yield self.consumer.stop()
            self.consumer = None
        if self.syslog_client:
            yield self.syslog_client.stop()
            self.syslog_client = None
        self.stopping = False


    @coroutine
[docs]    def shutdown(self):
        """Shutdown the shipper"""
        self.shutting_down = True
        yield self.stop()
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  Source code for pyloggr.main.syslog_server

# encoding: utf-8

"""
This module provides stuff to implement a the main syslog/RELP server with Tornado
"""
from __future__ import absolute_import, division, print_function
__author__ = 'stef'

import logging
import threading
from collections import namedtuple
from datetime import timedelta
from itertools import ifilter

from tornado.gen import coroutine, Return, TimeoutError
from tornado.ioloop import IOLoop
from tornado.concurrent import Future
# noinspection PyCompatibility
from concurrent.futures import Future as RealFuture
# noinspection PyCompatibility
from concurrent.futures import ThreadPoolExecutor
import ujson

from pyloggr.syslog.server import BaseSyslogServer, SyslogParameters, BaseSyslogClientConnection
from pyloggr.event import Event, ParsingError, InvalidSignature
from pyloggr.rabbitmq.publisher import Publisher, RabbitMQConnectionError
from pyloggr.config import Config
from pyloggr.utils import sleep
from pyloggr.utils.parsing_classes import always_true_singleton
from pyloggr.utils.lmdb_wrapper import LmdbWrapper
from pyloggr.utils.simple_queue import ThreadSafeQueue
from pyloggr.cache import Cache


[docs]class ListOfClients(object):
    """
    Stores the current Syslog clients, sends notifications to observers, publishes the list of clients in Redis
    """
    server_id = None

    @classmethod
[docs]    def set_server_id(cls, server_id):
        """
        :param server_id: process number
        :type server_id: int
        """
        cls.server_id = server_id


    def __init__(self):
        super(ListOfClients, self).__init__()
        self._clients = dict()

[docs]    def add(self, client_id, client):
        """
        :type client_id: str
        :type client: SyslogClientConnection
        """
        self._clients[client_id] = client
        Cache.syslog_list[self.server_id].clients = self

        if publications:
            d = {'action': 'add_client'}
            d.update(client.props)
            publications.notify_observers(d, 'pyloggr.syslog.clients')


[docs]    def remove(self, client_id):
        """
        :type client_id: str
        """
        if client_id in self._clients:
            d = {'action': 'remove_client'}
            d.update(self._clients[client_id].props)
            del self._clients[client_id]
            Cache.syslog_list[self.server_id].clients = self
            if publications:
                publications.notify_observers(d, 'pyloggr.syslog.clients')


[docs]    def __getitem__(self, client_id):
        """
        :type client_id: str
        """
        return self._clients[client_id]


    def __iter__(self):
        return iter(self._clients)

    # noinspection PyDocstring
    def values(self):
        return self._clients.values()

    # noinspection PyDocstring
    def keys(self):
        return self._clients.keys()



list_of_clients = ListOfClients()

Notification = namedtuple('Notification', ['dictionnary', 'routing_key'])
SyslogMessage = namedtuple(
    'SyslogMessage',
    ['protocol', 'server_port', 'client_host', 'bytes_event', 'client_id', 'relp_id', 'total_messages']
)


[docs]class Publicator(object):
    """
    `Publicator` manages the RabbitMQ connection and actually makes the publish calls.

    Publicator runs in its own thread, and has its own IOLoop.

    Parameters
    ==========
    syslog_servers_conf:
        Syslog configuration (used to initialize packers)
    rabbitmq_config:
        RabbitMQ connection parameters
    """

    def __init__(self, syslog_servers_conf, rabbitmq_config):
        self.rabbitmq_config = rabbitmq_config
        self.publisher = None
        self.syslog_servers_conf = syslog_servers_conf
        self._publications_queue = ThreadSafeQueue()
        self._publication_thread = threading.Thread(target=self.init_thread)
        self._shutting_down = threading.Event()
        self._rabbitmq_status = threading.Event()
        self.rabbit_is_lost_future = None
        self.packer_groups = {}
        self.logger = None

[docs]    def start(self):
        """
        Start `publications` own thread
        """
        self._publication_thread.start()


[docs]    def rabbitmq_status(self):
        """
        Return True if we have an established connection to RabbitMQ
        """
        return self._rabbitmq_status.is_set()


[docs]    def init_thread(self):
        """
        `Publicator` thread: start a new IOLoop, make it current, call `_do_start` as a callback
        """
        # make a specific IOLoop in this thread for RabbitMQ publishing
        # noinspection PyAttributeOutsideInit
        self.publication_ioloop = IOLoop()
        self.publication_ioloop.make_current()
        self.publication_ioloop.add_callback(self._do_start)
        self.publication_ioloop.start()
        # when the publication_ioloop will be stopped by 'shutdown', previous start() will return, and the
        # thread will terminate


    @coroutine
    def _do_start(self):
        self.logger = logging.getLogger(__name__)
        lost_rabbit_connection = yield self._connect_to_rabbit()
        if lost_rabbit_connection is None:
            self.publication_ioloop.stop()
            return
        IOLoop.current().add_callback(self._wait_for_messages)
        yield lost_rabbit_connection.wait()
        # if we get here, it means we lost rabbitmq
        logging.getLogger(__name__).debug("syslog_server.Publication: lost rabbit!")
        self._rabbitmq_status.clear()
        self.rabbit_is_lost_future.set_result(True)

[docs]    def shutdown(self):
        """
        Ask Publicator to shutdown. Can be called by any thread.
        """
        if not self._shutting_down.is_set():
            self._shutting_down.set()


[docs]    def notify_observers(self, d, routing_key=''):
        """
        Send a notification via RabbitMQ

        :param d: dictionnary to send as a notification
        :param routing_key: RabbitMQ routing key
        :type d: dict
        :type routing_key: str
        """
        if self._rabbitmq_status.is_set() and not self._shutting_down.is_set():
            self._publications_queue.put(Notification(d, routing_key))
            return True
        else:
            return False


    def publish_syslog_messages(self, protocol, server_port, client_host, bytes_events, client_id, relp_id):
        if self._rabbitmq_status.is_set() and not self._shutting_down.is_set():
            total = len(bytes_events)
            [
                self._publications_queue.put(
                    SyslogMessage(protocol, server_port, client_host, bytes_event, client_id, relp_id, total)
                )
                for bytes_event in bytes_events
            ]
            return True
        else:
            return False

    # noinspection PyDocstring
[docs]    def publish_syslog_message(self, protocol, server_port, client_host, bytes_event, client_id, relp_id=None):
        """
        Ask `publications` to publish a syslog event to RabbitMQ. Can be called by any thread

        Parameters
        ==========
        protocol: str
            'tcp' or 'relp'
        server_port: int
            which syslog server port was used to transmit the event
        client_host: str
            client hostname that sent the event
        bytes_event: bytes
            the event as bytes
        client_id: str
            SyslogClientConnection client_id
        relp_id: int
            event RELP id
        """
        if self._rabbitmq_status.is_set() and not self._shutting_down.is_set():
            self._publications_queue.put(
                SyslogMessage(protocol, server_port, client_host, bytes_event, client_id, relp_id, 1)
            )
            return True
        else:
            return False


    @coroutine
    def _connect_to_rabbit(self):
        rabbit_close_ev = None
        self.publisher = Publisher(self.rabbitmq_config)
        while True:
            try:
                rabbit_close_ev = yield self.publisher.start()
            except (RabbitMQConnectionError, TimeoutError):
                logging.getLogger(__name__).error("local thread: can't connect to RabbitMQ")
                # _shutting_down could be set when we are sleeping
                # if we don't listen to it, the thread will not be stopped... and pyloggr will stay alive
                yield sleep(Config.SLEEP_TIME, threading_event=self._shutting_down)
                if self._shutting_down.is_set():
                    return
            else:
                break
        self.rabbit_is_lost_future = RealFuture()
        self._rabbitmq_status.set()
        raise Return(rabbit_close_ev)

    def _initialize_packers(self):
        # chain packers: packers A publishes the event in packer A+1, which publishes the event in A+2...
        for server in self.syslog_servers_conf:
            new_packer_groups = []
            for packer_group in server.packer_groups:
                current_publisher = self.publisher
                for packer_partial in reversed(packer_group.packers):
                    current_publisher = packer_partial(current_publisher)
                new_packer_groups.append((packer_group.condition, current_publisher))
            for port in server.ports:
                # str because port can be a unix socket name
                self.packer_groups[str(port)] = new_packer_groups

[docs]    def _do_publish_syslog(self, message):
        """
        :type message: SyslogMessage
        """
        try:
            event = Event.parse_bytes_to_event(message.bytes_event, hmac=True)
        except ParsingError as ex:
            if ex.json:
                self.logger.warning("JSON decoding failed. We log the event, drop it and continue")
                self.logger.warning(message.bytes_event)
                return
            else:
                # kick out the misleading client
                if message.client_id in list_of_clients:
                    IOLoop.instance().add_callback(list_of_clients[message.client_id].disconnect)
                return

        event.relp_id = message.relp_id
        event['syslog_server_port'] = message.server_port
        event['syslog_client_host'] = message.client_host
        event['syslog_protocol'] = message.protocol

        # pick the right publisher/packer
        early_fails = False
        if self.publisher is None:
            early_fails = True
        else:
            # pick the first packer which condition gives True
            # if no packer is suited, just use the traditional publisher
            port = str(message.server_port)
            if port in self.packer_groups:
                packers = self.packer_groups[str(message.server_port)] + [(always_true_singleton, self.publisher)]
                chosen_publisher = ifilter(
                    lambda (condition, publisher): condition.eval(event), packers
                ).next()[1]
            else:
                chosen_publisher = self.publisher

            if self._rabbitmq_status.is_set():
                future = chosen_publisher.publish_event(
                    event, routing_key='pyloggr.syslog.{}'.format(message.server_port)
                )
                future.protocol = message.protocol
                future.client_id = message.client_id
                future.total_messages = message.total_messages
                # after the event has been published (or not), we need to inform the sender
                IOLoop.current().add_future(future, Publicator._after_published)
            else:
                early_fails = True

        if early_fails:
            # don't even try to publish to rabbit, but notify the syslog client
            future = Future()
            future.protocol = message.protocol
            future.client_id = message.client_id
            future.total_messages = message.total_messages
            future.set_result((False, event))
            Publicator._after_published(future)


[docs]    def _do_publish_notification(self, message):
        """
        :type message: Notification
        """
        json_message = ujson.dumps(message.dictionnary)
        if (self.publisher is not None) and self._rabbitmq_status.is_set():
            IOLoop.current().add_callback(
                self.publisher.publish,
                exchange=Config.NOTIFICATIONS.exchange,
                body=json_message,
                routing_key=message.routing_key,
                persistent=False,
                event_type=Config.NOTIFICATIONS.event_type,
                application_id=Config.NOTIFICATIONS.application_id
            )
        else:
            self.logger.debug(
                "Some notification was not sent cause connection with RabbitMQ was not available"
            )


    @coroutine
    def _wait_for_messages(self):
        self.count_lz4_messages = {}
        self._initialize_packers()
        while not self._shutting_down.is_set():
            try:
                message = yield self._publications_queue.get_wait(deadline=timedelta(seconds=1))
            except TimeoutError:
                pass
            else:
                if isinstance(message, Notification):
                    self._do_publish_notification(message)
                elif isinstance(message, SyslogMessage):
                    self._do_publish_syslog(message)
                else:
                    self.logger.warning("Ignoring strange message type '{}'".format(type(message)))

        yield self._do_shutdown()

    @coroutine
    def _do_shutdown(self):
        # notify the packers that they should not accept new stuff
        [packer.shutdown() for packer_groups in self.packer_groups.values() for _, packer in packer_groups]
        # shutdown the rabbitmq publisher
        if self.publisher:
            yield self.publisher.stop()     # yield returns when the rabbit connection is actually closed
            self.publisher = None
        # wait a bit so that 'publications' can finish its stuff
        # noinspection PyUnresolvedReferences,PyProtectedMember
        if self.publication_ioloop._callbacks or self.publication_ioloop._timeouts:
            yield sleep(1)
        self.publication_ioloop.stop()

    @classmethod
    def _after_published(cls, f):
        """
        :type f: tornado.concurrent.Future
        """
        status, event = f.result()
        if event is None or status is None:
            return
        # give control back to main thread
        if hasattr(f, 'protocol'):
            protocol = f.protocol.lower()
            if protocol in ("tcp", "udp"):
                # if TCP protocol, no need to answer the client
                # but we must save the event when the RabbitMQ publication has failed
                IOLoop.instance().add_callback(after_published_tcp, status, event=event)
            elif protocol == "relp":
                if hasattr(f, 'client_id'):
                    if f.client_id in list_of_clients:
                        client = list_of_clients[f.client_id]
                        # if RELP protocol, we have to send a response to the RELP client
                        IOLoop.instance().add_callback(client.after_published_relp, status, event=event)
                    else:
                        # client is already gone...
                        logging.getLogger(__name__).info(
                            "Couldn't send RELP response to already gone client '%s'", f.client_id
                        )
            elif protocol == "lz4":
                if hasattr(f, 'client_id'):
                    if f.client_id in list_of_clients:
                        if hasattr(f, 'total_messages'):
                            client = list_of_clients[f.client_id]
                            IOLoop.instance().add_callback(client.after_published_lz4, status, event, f.total_messages)
                    else:
                        logging.getLogger(__name__).info(
                            "Couldn't send LZ4 response to already gone client '%s'", f.client_id
                        )



@coroutine
[docs]def after_published_tcp(status, event=None, bytes_event=None):
    """
    Called after an event received by TCP has been tried to be published in RabbitMQ

    :param status: True if the event was successfully sent
    :param event: the Event object
    :param bytes_event: the event as bytes
    """
    if event is None and bytes_event is None:
        return
    if not status:
        logger = logging.getLogger(__name__)
        logger.warning("RabbitMQ could not store an event :( We shall try tu put in rescue queue")
        if event is None:
            try:
                event = Event.parse_bytes_to_event(bytes_event, hmac=True)
            except (ParsingError, InvalidSignature):
                logger.warning("... but event was unparsable: we drop it")
                return

        # LMDB can block, use a thread
        with ThreadPoolExecutor(1) as exe:
            yield exe.submit(_store_lmdb(event))



def _store_lmdb(event):
    logger = logging.getLogger(__name__)
    lmdb = LmdbWrapper.get_instance(Config.RESCUE_QUEUE_DIRNAME)

    if lmdb.queue('pyloggr.rescue').push(event):
        logger.info("Published in RabbitMQ failed, but we pushed the event in the rescue queue")
    else:
        logger.error("Failed to save event in redis. Event has been lost")


publications = None


[docs]class SyslogClientConnection(BaseSyslogClientConnection):
    """
    Encapsulates a connection with a syslog client
    """

    def __init__(self, stream, address, syslog_parameters):
        super(SyslogClientConnection, self).__init__(stream, address, syslog_parameters)
        self.count_lz4_messages = {}

    @property
    def props(self):
        """
        Return a few properties for this client

        :rtype: dict
        """
        return {
            'host': self.client_host,
            'client_port': self.client_port,
            'server_port': self.server_port,
            'id': self.client_id,
            'server_id': ListOfClients.server_id
        }

    @coroutine
[docs]    def after_published_relp(self, status, event=None, relp_id=None):
        """
        Called after an event received by RELP has been published in RabbitMQ

        :param status: True if the event was successfully sent
        :param event: the Event object
        :param relp_id: event RELP id
        """
        if event is None and relp_id is None:
            return
        relp_event_id = event.relp_id if relp_id is None else relp_id
        if relp_event_id is None:
            return
        if status:
            yield self.stream.write('{} rsp 6 200 OK\n'.format(relp_event_id))
        else:
            logging.getLogger(__name__).info("RabbitMQ publisher said NACK, sending 500 to RELP client. Event ID: {}".format(
                relp_event_id
            ))
            yield self.stream.write('{} rsp 6 500 KO\n'.format(relp_event_id))


    @coroutine
    def after_published_lz4(self, status, event, total_messages):
        relp_id = event.relp_id
        already_received_count = self.count_lz4_messages.get(relp_id)

        # noinspection PySimplifyBooleanCheck
        if already_received_count is False:
            # we already answered this group of messages
            return
        elif not status:
            # an event of the group was rejected. we have to answer the client and refuse all the group.
            self.count_lz4_messages[relp_id] = False
            yield self.stream.write('{} rsp 6 500 KO\n'.format(relp_id))
        elif already_received_count is None:
            self.count_lz4_messages[relp_id] = 1
        else:
            self.count_lz4_messages[relp_id] += 1

        if self.count_lz4_messages[relp_id] == total_messages:
            # all events from this group have been published, confirm it to the client
            yield self.stream.write('{} rsp 6 200 OK\n'.format(relp_id))
            del self.count_lz4_messages[relp_id]

    def _set_socket(self):
        super(SyslogClientConnection, self)._set_socket()
        list_of_clients.add(self.client_id, self)

[docs]    def disconnect(self):
        """
        Disconnects the client
        """
        if not self.disconnecting.is_set():
            super(SyslogClientConnection, self).disconnect()
            list_of_clients.remove(self.client_id)


[docs]    def on_stream_closed(self):
        """
        on_stream_closed()
        Called when a client has been disconnected
        """
        list_of_clients.remove(self.client_id)
        super(SyslogClientConnection, self).on_stream_closed()


[docs]    def _process_event(self, bytes_event, protocol, relp_event_id=None):
        """
        _process_relp_event(bytes_event, relp_event_id)
        Process a TCP syslog or RELP event.

        :param bytes_event: the event as `bytes`
        :param protocol: relp or tcp
        :param relp_event_id: event RELP ID, given by the RELP client
        """
        if bytes_event:
            self.nb_messages_received += 1
            accepted = publications.publish_syslog_message(
                protocol, self.server_port, self.client_host, bytes_event, self.client_id, relp_event_id
            )
            if not accepted:
                protocol = protocol.lower()
                # message was refused by 'publications' because rabbitmq is not available
                if protocol == 'tcp':
                    IOLoop.instance().add_callback(after_published_tcp, False, bytes_event=bytes_event)
                elif protocol == 'relp':
                    IOLoop.instance().add_callback(self.after_published_relp, False, relp_id=relp_event_id)


    def _process_group_events(self, bytes_events, relp_event_id):
        nb_events = len(bytes_events)
        self.nb_messages_received += nb_events
        accepted = publications.publish_syslog_messages(
            'lz4', self.server_port, self.client_host, bytes_events, self.client_id, relp_event_id
        )
        if not accepted:
            # only send one response to client for all the LZ4 transmitted messages
            IOLoop.instance().add_callback(self.after_published_relp, False, relp_id=relp_event_id)



[docs]class MainSyslogServer(BaseSyslogServer):
    """
    Tornado syslog server

    `SyslogServer` listens for syslog messages (RELP, RELP/TLS, TCP, TCP/TLS, Unix socket) and
    sends messages to RabbitMQ.
    """

    def __init__(self, rabbitmq_config, syslog_parameters, server_id):
        """
        :type syslog_parameters: SyslogParameters
        :type rabbitmq_config: pyloggr.config.RabbitMQBaseConfig
        :type server_id: int
        """
        super(MainSyslogServer, self).__init__(syslog_parameters)

        self.rabbitmq_config = rabbitmq_config
        self.server_id = server_id
        ListOfClients.set_server_id(server_id)

    @coroutine
[docs]    def launch(self):
        """
        launch()
        Starts the server

        - First we try to connect to RabbitMQ
        - If successfull, we start to listen for syslog clients

        Note
        ====
        Tornado coroutine
        """
        LmdbWrapper(Config.RESCUE_QUEUE_DIRNAME, size=52428800).open(
            sync=True, metasync=True, max_dbs=2
        )
        global publications
        publications = Publicator(self.syslog_parameters.conf.values(), self.rabbitmq_config)
        publications.start()

        # wait that publications object has successfully connected to rabbitmq
        while not publications.rabbitmq_status():
            yield sleep(1)

        yield super(MainSyslogServer, self).launch()

        yield publications.rabbit_is_lost_future
        logging.getLogger(__name__).debug("Syslog server: lost Rabbit!")

        yield self.stop_all()
        yield sleep(Config.SLEEP_TIME)
        if not self.shutting_down:
            IOLoop.instance().add_callback(self.launch)


    @coroutine
[docs]    def _start_syslog(self):
        """
        _start_syslog()
        Start to listen for syslog clients

        Note
        ====
        Tornado coroutine
        """
        if not self.listening:
            yield super(MainSyslogServer, self)._start_syslog()

            Cache.syslog_list[self.server_id].status = True
            Cache.syslog_list[self.server_id].ports = self.syslog_parameters.port_to_protocol.keys()
            if publications:
                publications.notify_observers(
                    {
                        'action': 'add_server',
                        'ports': self.syslog_parameters.port_to_protocol.keys(),
                        'server_id': self.server_id
                    },
                    'pyloggr.syslog.servers'
                )


    @coroutine
[docs]    def _stop_syslog(self):
        """
        _stop_syslog()
        Stop listening for syslog connections

        Note
        ====
        Tornado coroutine
        """
        if self.listening:
            yield super(MainSyslogServer, self)._stop_syslog()
            Cache.syslog_list[self.server_id].status = False
            if publications:
                publications.notify_observers(
                    {'action': 'remove_server', 'server_id': self.server_id},
                    'pyloggr.syslog.servers'
                )
                # buy a bit of time so that notifications actually reach rabbit
                yield sleep(2)


    @coroutine
[docs]    def stop_all(self):
        """
        stop_all()
        Stops completely the server. Stop listening for syslog clients. Close connection to RabbitMQ.

        Note
        ====
        Tornado coroutine
        """

        yield super(MainSyslogServer, self).stop_all()
        del Cache.syslog_list[self.server_id]
        if publications:
            publications.shutdown()


[docs]    def handle_data(self, data, sockname, peername):
        """
        Handle UDP syslog

        :param data: data sent
        :param sockname: the server socket info
        :param peername: the client socket info
        """
        data = data.strip('\r\n ')
        if not data:
            return
        if not peername:
            client = "unix socket"
            server_port = sockname
        else:
            client = peername[0]
            server_port = sockname[0]
        accepted = publications.publish_syslog_message(
            'udp', server_port, client, data, None, None
        )
        if not accepted:
            IOLoop.instance().add_callback(after_published_tcp, False, bytes_event=data)


    @coroutine
[docs]    def handle_stream(self, stream, address):
        """
        handle_stream(stream, address)
        Called by tornado when we have a new client.

        :param stream: IOStream for the new connection
        :type stream: `IOStream`
        :param address: tuple (client IP, client source port)
        :type address: tuple

        Note
        ====
        Tornado coroutine
        """
        connection = SyslogClientConnection(
            stream=stream,
            address=address,
            syslog_parameters=self.syslog_parameters
        )
        self.list_of_clients.append(connection)
        yield connection.on_connect()


    @coroutine
[docs]    def shutdown(self):
        """
        Authoritarian shutdown
        """
        yield super(MainSyslogServer, self).shutdown()
        LmdbWrapper.get_instance(Config.RESCUE_QUEUE_DIRNAME).close()
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  Source code for pyloggr.main.shipper2pgsql

# encoding: utf-8
"""
Ship events to a PostgreSQL database
"""

__author__ = 'stef'

import logging

from tornado.gen import coroutine
from tornado.ioloop import PeriodicCallback, IOLoop
# noinspection PyCompatibility
from concurrent.futures import ThreadPoolExecutor
from psycopg2.pool import ThreadedConnectionPool, PoolError
# noinspection PyCompatibility
import psycopg2
from sortedcontainers import SortedSet
from tornado.gen import Return, TimeoutError

from pyloggr.utils.constants import SQL_INSERT_QUERY, SQL_COLUMNS_STR, D_COLUMNS
from pyloggr.rabbitmq.consumer import Consumer, RabbitMQConnectionError
from pyloggr.event import Event, ParsingError, InvalidSignature
from pyloggr.utils import sleep
from pyloggr.config import Config

logger = logging.getLogger(__name__)


[docs]class PostgresqlShipper(object):
    """
    PostgresqlShipper retrieves events from RabbitMQ, and inserts them in PostgreSQL
    """

    def __init__(self, rabbitmq_config, pgsql_config):
        """
        :type rabbitmq_config: pyloggr.rabbitmq.Configuration
        :type pgsql_config: pyloggr.config.Shipper2PGSQL
        """
        self.pgsql_config = pgsql_config
        self.syslog_ev_queue = None
        self.periodic_check_queue_size = None
        self.dsn = 'dbname={} user={} password={} host={} port={} connect_timeout={}'.format(
            self.pgsql_config.dbname, self.pgsql_config.user, self.pgsql_config.password,
            self.pgsql_config.host, self.pgsql_config.port, self.pgsql_config.connect_timeout
        )
        self.db_pool = None
        self.shutting_down = None
        self._times = 0
        self.consumer = Consumer(rabbitmq_config)

    @coroutine
[docs]    def launch(self):
        """
        Starts the shipper

        - Opens a connection to RabbitMQ
        - Opens a pool to PostgreSQL
        - Consumes messages from RabbitMQ
        - Parses messages as regular syslog events
        - Periodically ships the events to PostgreSQL
        """
        self.periodic_check_queue_size = None

        # connect to RabbitMQ
        try:
            closed_conn_event = yield self.consumer.start()
        except (RabbitMQConnectionError, TimeoutError):
            logger.error("Can't connect to RabbitMQ")
            yield sleep(60)
            if not self.shutting_down:
                IOLoop.instance().add_callback(self.launch)
            return

        # connect to PGSQL
        while self.db_pool is None:
            try:
                yield self._get_db_pool()
            except psycopg2.Error:
                logger.error("shipper: can't connect to PGSQL")
                yield sleep(Config.SLEEP_TIME)

        self.syslog_ev_queue = self.consumer.start_consuming()
        self.periodic_check_queue_size = PeriodicCallback(self._check_queue_size, callback_time=2000)
        self.periodic_check_queue_size.start()

        yield closed_conn_event.wait()
        # we lost connection to RabbitMQ (by accident, or because stop() was called)
        yield self.stop()
        logger.info("Waiting {} seconds before trying to reconnect".format(Config.SLEEP_TIME))
        yield sleep(Config.SLEEP_TIME)
        if not self.shutting_down:
            IOLoop.instance().add_callback(self.launch)


    @coroutine
    def _get_db_pool(self):
        if not self.db_pool:
            # we try to connect to PGSQL in a thread, because connection timeouts can block
            executor = ThreadPoolExecutor(max_workers=1)
            try:
                self.db_pool = yield executor.submit(
                    ThreadedConnectionPool, 1, self.pgsql_config.max_pool, self.dsn, async=False
                )
            finally:
                executor.shutdown()
        raise Return(self.db_pool)

    @coroutine
[docs]    def stop(self):
        """
        Stops the shipper
        """
        logger.info("Stopping the shipper2pgsql")
        if self.periodic_check_queue_size:
            self.periodic_check_queue_size.stop()
            self.periodic_check_queue_size = None
        if self.consumer:
            yield self.consumer.stop()
            self.consumer = None
        if self.db_pool:
            if not self.db_pool.closed:
                self.db_pool.closeall()
            self.db_pool = None


    @coroutine
[docs]    def shutdown(self):
        """
        Shutdowns (stops definitely) the shipper.
        """
        logger.info("Shutting down shipper2pgsql")
        self.shutting_down = True
        yield self.stop()


    @coroutine
    def _check_queue_size(self):
        self._times += 2
        # todo: configurable 500 and 60
        if self._times >= 60 or self.syslog_ev_queue.qsize() >= 500:
            self._times = 0
            IOLoop.instance().add_callback(self._flush_messages)

    @coroutine
    def _flush_messages(self):
        size = self.syslog_ev_queue.qsize()
        if size == 0:
            logger.debug("No event to flush")
            return

        logger.info("Flushing events to PGSQL")
        if self.db_pool is None:
            logger.warning("We don't have a pool to PGSQL. Giving up flush. Stopping the consumer.")
            yield self.stop()
            return
        if self.db_pool.closed:
            logger.warning("PGSQL pool is closed. Giving up flush. Stopping the consumer.")
            yield self.stop()
            return

        # get_all_nowait pops all the events in syslog_ev_queue
        msgs = self.syslog_ev_queue.get_all()
        if not msgs:
            return

        logger.info("{} events to forward to PGSQL".format(len(msgs)))

        def _flush_backthread(rabbitmq_messages, tablename):
            # parse the bytes messages into real events
            # we use a SortedSet to get rid of duplicates
            events = SortedSet()
            for rabbit_message in rabbitmq_messages:
                try:
                    ev = Event.parse_bytes_to_event(rabbit_message.body, hmac=True)
                except ParsingError:
                    # should not happen, messages are coming from pyloggr
                    logger.info("shipper: dropping one unparsable message")
                except InvalidSignature:
                    security_logger = logging.getLogger('security')
                    logger.error("Dropping one tampered event, see security logs")
                    security_logger.critical("Dropping one tampered event")
                    security_logger.critical(rabbit_message.body)
                else:
                    events.add(ev)
            try:
                conn = self.db_pool.getconn()
            except PoolError:
                logging.exception("flush_backthread: can't get a PGSQL connection from the pool")
                raise
            try:
                conn.autocommit = False
                with conn.cursor() as cur:
                    # build the SQL insert query
                    values = ','.join([evt.dump_sql(cur) for evt in events])
                    # query = "INSERT INTO {} {} VALUES ".format(tablename, SQL_COLUMNS) + values
                    query = SQL_INSERT_QUERY.format(
                        SQL_COLUMNS_STR, values, tablename, SQL_COLUMNS_STR, D_COLUMNS, tablename
                    )
                    cur.execute(query)
                    conn.commit()
            except psycopg2.Error:
                logger.exception("flush_backthread: flushing to PGSQL failed")
                raise
            finally:
                if conn:
                    self.db_pool.putconn(conn)

        executor = ThreadPoolExecutor(max_workers=1)
        # noinspection PyBroadException
        try:
            yield executor.submit(
                _flush_backthread, rabbitmq_messages=msgs, tablename=self.pgsql_config.tablename
            )
        except (psycopg2.Error, PoolError):
            logger.exception("Flushing to PGSQL failed (probably PGSQL connection problem)")
            map(lambda message: message.nack(), msgs)
            yield self.stop()
        except:
            logger.error("Admin should review this")
            logger.exception("shipper: unexpected Exception while flushing events to PGSQL")
            map(lambda message: message.nack(), msgs)
            yield self.stop()
        else:
            map(lambda message: message.ack(), msgs)
        finally:
            executor.shutdown()
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  Source code for pyloggr.main.agent

# encoding: utf-8

"""
Local syslog agent
"""
from __future__ import absolute_import, division, print_function
__author__ = 'stef'

from threading import Thread
import threading
from os.path import exists
import socket
import arrow
import logging
import time
from itertools import cycle
# noinspection PyCompatibility
from queue import Queue
from copy import copy
from datetime import timedelta
# noinspection PyCompatibility
from queue import Empty as QueueEmpty
from tornado.gen import coroutine, TimeoutError
from tornado.ioloop import IOLoop

from pyloggr.event import Event, ParsingError, InvalidSignature
from pyloggr.utils.lmdb_wrapper import LmdbWrapper
from pyloggr.utils import sleep
from pyloggr.utils.simple_queue import ThreadSafeQueue
from pyloggr.syslog.relp_client import ServerClose
from pyloggr.syslog import client_factory
from pyloggr.syslog.server import BaseSyslogServer, SyslogParameters, BaseSyslogClientConnection
from pyloggr.config import SyslogServerConfig, SyslogAgentConfig, SyslogAgentDestination


[docs]class SyslogAgent(BaseSyslogServer):
    """
    Syslog agent

    `SyslogServer` listens for syslog messages (RELP, RELP/TLS, TCP, TCP/TLS, Unix socket) and
    sends messages to a remote TCP/Syslog or RELP server.
    """
    # todo: retrieve kernel log messages on linux

    def __init__(self, syslog_agent_config):
        """
        :type syslog_agent_config: SyslogAgentConfig
        """
        syslog_conf = {}
        if syslog_agent_config.tcp_ports:
            syslog_conf['tcp_agent'] = SyslogServerConfig(
                name="tcp_agent",
                ports=syslog_agent_config.tcp_ports,
                stype="tcp",
                localhost_only=syslog_agent_config.localhost_only
            )
        if syslog_agent_config.udp_ports:
            syslog_conf['udp_agent'] = SyslogServerConfig(
                name="udp_agent",
                ports=syslog_agent_config.udp_ports,
                stype="udp",
                localhost_only=syslog_agent_config.localhost_only
            )
        if syslog_agent_config.relp_ports:
            syslog_conf['relp_agent'] = SyslogServerConfig(
                name="relp_agent",
                ports=syslog_agent_config.relp_ports,
                stype="relp",
                localhost_only=syslog_agent_config.localhost_only
            )
        if syslog_agent_config.socket_names:
            syslog_conf['sockets'] = SyslogServerConfig(
                name="sockets",
                socket_names=syslog_agent_config.socket_names,
                stype="unix"
            )
        syslog_parameters = SyslogParameters(syslog_conf)
        self.syslog_agent_config = syslog_agent_config
        super(SyslogAgent, self).__init__(syslog_parameters)

        self._put_messages_in_lmdb_thread = None
        self._retrieve_messages_from_lmdb_thread = None
        self._publication_thread = None

        self.publication_queue = None
        self.published_messages_queue = None
        self.failed_messages_queue = None
        self.received_messages_queue = None

        self.syslog_server_is_available = None

    @coroutine
[docs]    def launch(self):
        """
        launch()
        Starts the agent

        Note
        ====
        Tornado coroutine
        """
        LmdbWrapper(self.syslog_agent_config.lmdb_db_name, size=52428800).open(
            sync=False, metasync=False, max_dbs=3
        )
        self.received_messages_queue = Queue()
        self.publication_queue = ThreadSafeQueue()
        self.published_messages_queue = Queue()
        self.failed_messages_queue = Queue()

        self.syslog_server_is_available = threading.Event()

        self._start_publication_thread()
        self._start_thread_retrieve_messages_from_lmdb()
        self._start_thread_store_messages_in_lmdb()
        yield self._start_syslog()


    def _start_publication_thread(self):
        if self._publication_thread is None:
            self._publication_thread = Publications(
                syslog_agent_config=self.syslog_agent_config,
                publication_queue=self.publication_queue,
                published_messages_queue=self.published_messages_queue,
                failed_messages_queue=self.failed_messages_queue,
                syslog_server_is_available=self.syslog_server_is_available
            )
            logger = logging.getLogger(__name__)
            logger.debug("Starting 'Publication' thread")
            self._publication_thread.start()

    def _start_thread_retrieve_messages_from_lmdb(self):
        if self._retrieve_messages_from_lmdb_thread is None:
            self._retrieve_messages_from_lmdb_thread = RetrieveMessagesFromLMDB(
                lmdb_db_name=self.syslog_agent_config.lmdb_db_name,
                publication_queue=self.publication_queue,
                published_messages_queue=self.published_messages_queue,
                failed_messages_queue=self.failed_messages_queue,
                syslog_server_is_available=self.syslog_server_is_available,
                pause=self.syslog_agent_config.pause
            )
            logger = logging.getLogger(__name__)
            logger.debug("Starting 'Retrieve messages from LMDB' thread")
            self._retrieve_messages_from_lmdb_thread.start()

    def _start_thread_store_messages_in_lmdb(self):
        if self._put_messages_in_lmdb_thread is None:
            self._put_messages_in_lmdb_thread = StoreMessagesInLMDB(
                received_messages_queue=self.received_messages_queue,
                lmdb_db_name=self.syslog_agent_config.lmdb_db_name
            )
            logger = logging.getLogger(__name__)
            logger.debug("Starting 'Store messages in LMDB' thread")
            self._put_messages_in_lmdb_thread.start()

    @coroutine
[docs]    def _start_syslog(self):
        """
        _start_syslog()
        Start to listen for syslog clients

        Note
        ====
        Tornado coroutine
        """
        if not self.listening:
            yield super(SyslogAgent, self)._start_syslog()


    @coroutine
[docs]    def _stop_syslog(self):
        """
        _stop_syslog()
        Stop listening for syslog connections

        Note
        ====
        Tornado coroutine
        """
        if self.listening:
            yield super(SyslogAgent, self)._stop_syslog()
            # close the sockets
            self.stop()
            self.syslog_parameters.delete_unix_sockets()


    def _stop_publication_thread(self):
        logger = logging.getLogger(__name__)
        if self._publication_thread is not None:
            logger.debug("Asking thread 'Publication' to stop")
            self._publication_thread.stopping.set()
            self._publication_thread.publication_ioloop.stop()
            self._publication_thread.join()
            self._publication_thread = None

    def _stop_thread_put_messages_in_lmdb(self):
        logger = logging.getLogger(__name__)
        if self._put_messages_in_lmdb_thread is not None:
            logger.debug("Asking thread 'Store messages in LMDB' to stop")
            self._put_messages_in_lmdb_thread.stopping.set()
            # wait until it is actually stopped
            self._put_messages_in_lmdb_thread.join()
            self._put_messages_in_lmdb_thread = None

    def _stop_thread_retrieve_messages_from_lmdb(self):
        logger = logging.getLogger(__name__)
        if self._retrieve_messages_from_lmdb_thread is not None:
            logger.debug("Asking thread 'Retrieve messages from LMDB' to stop")
            self._retrieve_messages_from_lmdb_thread.stopping.set()
            # wait until it is actually stopped
            self._retrieve_messages_from_lmdb_thread.join()
            self._retrieve_messages_from_lmdb_thread = None

    @coroutine
[docs]    def stop_all(self):
        """
        stop_all()
        Stops completely the server. Stop listening for syslog clients. Close connection to remote server.

        Note
        ====
        Tornado coroutine
        """
        # stop the syslog server
        yield self._stop_syslog()
        # stop the "put things in LMDB thread"
        self._stop_thread_put_messages_in_lmdb()
        # stop the "retrieve from LMDB thread"
        self._stop_thread_retrieve_messages_from_lmdb()
        # stop the publication thread
        self._stop_publication_thread()


    @coroutine
[docs]    def shutdown(self):
        """
        Authoritarian shutdown
        """
        # call stop_all
        yield super(SyslogAgent, self).shutdown()
        # cleanly close LMDB
        if exists(self.syslog_agent_config.lmdb_db_name):
            LmdbWrapper.get_instance(self.syslog_agent_config.lmdb_db_name).close()

    # noinspection PyDocstring

[docs]    def handle_data(self, data, sockname, peername):
        """
        Handle UDP connections
        """
        data = data.strip('\r\n ')
        if data:
            self.received_messages_queue.put_nowait(data)

    # noinspection PyDocstring

    @coroutine
[docs]    def handle_stream(self, stream, address):
        """
        Handle TCP and RELP clients
        """
        connection = SyslogAgentClient(
            stream=stream,
            address=address,
            syslog_parameters=self.syslog_parameters,
            received_messages=self.received_messages_queue
        )
        yield connection.on_connect()




[docs]class Publications(Thread):
    """
    The Publications thread handles the connection to the remote syslog server to publish the messages
    """
    def __init__(self, syslog_agent_config, publication_queue, published_messages_queue, failed_messages_queue,
                 syslog_server_is_available):
        """
        :type syslog_agent_config: SyslogAgentConfig
        """
        super(Publications, self).__init__(name="Send messages to remote syslog")
        self.syslog_agent_config = syslog_agent_config
        self.publication_queue = publication_queue
        self.published_messages_queue = published_messages_queue
        self.failed_messages_queue = failed_messages_queue
        self.stopping = threading.Event()
        self.syslog_server_is_available = syslog_server_is_available
        self.publication_ioloop = None

        self.next_destination_idx = cycle(range(len(syslog_agent_config.destinations)))

    # noinspection PyDocstring
    def run(self):
        # start a second IOLoop for publications to remote syslog
        self.publication_ioloop = IOLoop()
        self.publication_ioloop.make_current()
        self.publication_ioloop.add_callback(self._do_start)
        self.publication_ioloop.start()
        # will not return until the ioloop is stopped
        logging.getLogger(__name__).debug("End of 'Publications' thread")

    @coroutine
    def _do_start(self):
        # try to connect to the remote syslog
        logger = logging.getLogger(__name__)
        idx = next(self.next_destination_idx)
        self.destination = self.syslog_agent_config.destinations[idx]
        assert(isinstance(self.destination, SyslogAgentDestination))
        last_destination = idx == (len(self.syslog_agent_config.destinations) - 1)
        self.syslog_or_relp_client = client_factory(
            protocol=self.destination.protocol,
            servr=self.destination.host,
            port=self.destination.port,
            use_ssl=self.destination.tls,
            verify_cert=self.destination.verify_server_cert,
            hostname=self.destination.tls_hostname,
            server_deadline=self.syslog_agent_config.server_deadline
        )
        if self.stopping.is_set():
            return
        try:
            logger.info("Connecting to syslog destination %s", idx)
            self.closed_connection_event = yield self.syslog_or_relp_client.start()
        except (socket.error, TimeoutError):
            logger.error("Syslog agent: can't connect to remote syslog server")
            if last_destination:
                yield sleep(60, threading_event=self.stopping)
            if not self.stopping.is_set():
                IOLoop.current().add_callback(self._do_start)
            return
        except ServerClose:
            logger.critical("Syslog agent: remote syslog unexpectedly closed the connection")
            if last_destination:
                yield sleep(60, threading_event=self.stopping)
            if not self.stopping.is_set():
                IOLoop.current().add_callback(self._do_start)
            return
        else:
            self.syslog_server_is_available.set()
            logger.info("Syslog agent: connected to destination '%s'", idx)
            IOLoop.current().add_callback(self._wait_for_messages)
            # the next wait will return if self.stopping is set thanks to the end of _wait_for_messages
            yield self.closed_connection_event.wait()
            self.syslog_server_is_available.clear()
            if self.stopping.is_set():
                # shutdown
                IOLoop.current().stop()
                # the run_method will then return, terminating the publication thread
            else:
                # lost connection to the remote syslog server
                if last_destination:
                    # we wait 1 minute before trying to reconnect
                    yield sleep(60, threading_event=self.stopping)
                if not self.stopping.is_set():
                    IOLoop.current().add_callback(self._do_start)

    def _consume_relp_client_response(self, f):
        logger = logging.getLogger(__name__)
        status, event = f.result()
        if status:
            logger.debug("Syslog agent: Pushing event '%s' to published queue", event.uuid)
            self.published_messages_queue.put_nowait(event.lmdb_idx())
        else:
            logger.debug("Syslog agent: Pushing event '%s' to failed queue", event.uuid)
            self.failed_messages_queue.put_nowait(event.lmdb_idx())

    @coroutine
    def _wait_for_messages(self):
        logger = logging.getLogger(__name__)
        # wait for LMDB messages. we stop the loop if we are asked to stop, or if we lost the connection to
        # the remote syslog server
        compress = self.destination.compress
        while (not self.stopping.is_set()) and (not self.closed_connection_event.is_set()):
            try:
                idx, obj = yield self.publication_queue.get_wait(deadline=timedelta(seconds=1))
            except TimeoutError:
                continue
            try:
                ev = Event.load(obj)
            except ParsingError:
                logger.info("agent _wait_for_messages: parsing error, an event has been dropped")
                continue
            try:
                ev.verify_hmac()
            except InvalidSignature:
                logger.info("agent _wait_for_messages: invalid HMAC, an event has been dropped")
                continue
            logger.debug("Sending one event to remote syslog: {}".format(ev.uuid))
            future = self.syslog_or_relp_client.publish_event(
                event=ev,
                frmt=self.destination.frmt,
                compress=compress
            )
            IOLoop.current().add_future(future, self._consume_relp_client_response)

        if self.stopping.is_set():
            # we were asked to stop (shutdown) ==> close connection to remote server
            yield self.syslog_or_relp_client.stop()



[docs]class StoreMessagesInLMDB(Thread):
    """
    The `StoreMessagesInLMDB` thread gets messages from the TCP, UDP and unix sockets, via a queue, and pushes
    them to LMDB
    """
    def __init__(self, received_messages_queue, lmdb_db_name):
        super(StoreMessagesInLMDB, self).__init__(name="Store messages in LMDB")
        self.received_messages_queue = received_messages_queue
        self.lmdb_db_name = lmdb_db_name
        self.stopping = threading.Event()

    # noinspection PyDocstring
    def run(self):
        lmdb = LmdbWrapper.get_instance(self.lmdb_db_name)
        lmdb_queue = lmdb.queue("received_messages")
        logger = logging.getLogger(__name__)

        # we loop until we have been told to stop, and we have no more messages to handle
        while (not self.stopping.is_set()) or (not self.received_messages_queue.empty()):
            try:
                data = self.received_messages_queue.get(block=True, timeout=1)
            except QueueEmpty:
                continue
            try:
                event = Event.parse_bytes_to_event(data, hmac=True)
            except ParsingError:
                logger.exception("Syslog agent: can't parse received message")
                continue
            except InvalidSignature:
                logger.exception("Syslog agent: message had an invalid signature")
                continue
            # actually store message in LMDB
            logger.debug("Pushing event '%s' to LMDB", event.uid)
            lmdb_queue.push(event)
        logger = logging.getLogger(__name__)
        logger.debug("End of 'Store messages in LMDB' thread")



[docs]class RetrieveMessagesFromLMDB(Thread):
    """
    The `RetrieveMessagesFromLMDB` thread gets messages from LMDB and pushes them to the Publications thread, via a
    queue
    """
    def __init__(self, lmdb_db_name, publication_queue, published_messages_queue, failed_messages_queue,
                 syslog_server_is_available, pause):
        super(RetrieveMessagesFromLMDB, self).__init__(name="Retrieve messages from LMDB")
        self.lmdb_db_name = lmdb_db_name
        self.stopping = threading.Event()
        self.pending_idx = set()
        self.published_messages_queue = published_messages_queue
        self.failed_messages_queue = failed_messages_queue
        self.publication_queue = publication_queue
        self.syslog_server_is_available = syslog_server_is_available
        self.pause = pause * 60

    # noinspection PyDocstring
    def run(self):
        lmdb = LmdbWrapper.get_instance(self.lmdb_db_name)
        logger = logging.getLogger(__name__)
        with lmdb.queue("received_messages") as lmdb_queue:
            with lmdb.queue("failed_messages") as lmdb_failed_queue:
                while not self.stopping.is_set():

                    # push back messages from the failed queue
                    for idx, obj in lmdb_failed_queue.generator():
                        age = arrow.get(obj['time'])
                        if (arrow.utcnow() - age).total_seconds() > self.pause:
                            lmdb_queue.push(obj['obj'], idx=idx)
                            lmdb_failed_queue.delete(idx)

                    # only add messages to the publication queue if we actually have a working connection
                    # to the remote syslog server; this way we prevent publication_queue to grow indefinitely
                    if self.syslog_server_is_available.is_set():
                        # wait 2 seconds maximum for new messages to publish
                        if lmdb_queue.wait_not_empty(tick=1, timeout=4, exclude=self.pending_idx):
                            for idx, obj in lmdb_queue.generator(exclude=copy(self.pending_idx)):
                                self.pending_idx.add(idx)
                                # try to publish the message to the remote syslog server
                                logger.debug("One message in LMDB: {}".format(idx))
                                self.publication_queue.put((idx, obj))
                        else:
                            logger.debug("Syslog agent: no more events in LMDB")
                    else:
                        logger.debug("Syslog agent: syslog server not available, not pushing events")
                        time.sleep(2)

                    # get "published" notifications from the publication thread
                    while True:
                        try:
                            idx = self.published_messages_queue.get(block=False)
                        except QueueEmpty:
                            break
                        logger.debug("Got confirmation for '{}'".format(idx))
                        # now we can safely delete the published event from LMDB
                        lmdb_queue.delete(idx=idx)
                        self.pending_idx.remove(idx)

                    # get "failed" notifications from the publication thread
                    while True:
                        try:
                            idx = self.failed_messages_queue.get(block=False)
                        except QueueEmpty:
                            break
                        # we push the failed message in the waiting list
                        obj = lmdb_queue.pop(idx)
                        if obj:
                            lmdb_failed_queue.push(
                                {
                                    'time': str(arrow.utcnow()),
                                    'obj': obj
                                },
                                idx=idx
                            )
                        self.pending_idx.remove(idx)

        logger.debug("End of 'Retrieve messages from LMDB' thread")



[docs]class SyslogAgentClient(BaseSyslogClientConnection):
    """
    Handles TCP connections
    """
    def __init__(self, stream, address, syslog_parameters, received_messages):
        super(SyslogAgentClient, self).__init__(stream, address, syslog_parameters)
        self.received_messages = received_messages

[docs]    def _process_event(self, bytes_event, protocol, relp_event_id=None):
        """
        Handle TCP and RELP connections
        """
        logger = logging.getLogger(__name__)
        data = bytes_event.strip('\r\n ')
        if data:
            logger.debug("Syslog agent: got one event via %s", protocol)
            self.received_messages.put_nowait(data)


    def _process_group_events(self, bytes_events, relp_event_id):
        pass
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  Source code for pyloggr.main.filter_machine

# encoding: utf-8

"""
The Filter Machine process can be used to apply series of filters to events
"""
__author__ = 'stef'

import logging
from datetime import timedelta

from tornado.gen import coroutine, TimeoutError
from tornado.ioloop import IOLoop
# noinspection PyCompatibility
from concurrent.futures import ThreadPoolExecutor

from ..rabbitmq import RabbitMQConnectionError
from ..rabbitmq.publisher import Publisher
from ..rabbitmq.consumer import Consumer
from pyloggr.filters import DropException, Filters
from pyloggr.event import Event, ParsingError, InvalidSignature
from pyloggr.config import Config
from pyloggr.utils import sleep

logger = logging.getLogger(__name__)


[docs]class FilterMachine(object):
    """
    Implements an Event parser than retrieves events from RabbitMQ, apply filters, and pushes
    back events to RabbitMQ.
    """

    def __init__(self, consumer_config, publisher_config, filters_filename):
        """
        :type consumer_config: pyloggr.rabbitmq.Configuration
        :type publisher_config: pyloggr.rabbitmq.Configuration
        """
        self.consumer_config = consumer_config
        self.publisher_config = publisher_config
        self.consumer = None
        self.publisher = None
        self.shutting_down = None
        self.executor = ThreadPoolExecutor(max_workers=self.consumer_config.qos + 5)
        self.filters = None
        self.filters_filename = filters_filename

    @coroutine
[docs]    def launch(self):
        """
        Starts the parser

        Note
        ====
        Coroutine
        """
        self.filters = Filters(Config.CONFIG_DIR, self.filters_filename)
        self.filters.open()
        self.publisher = Publisher(self.publisher_config)
        try:
            closed_publisher_event = yield self.publisher.start()
        except RabbitMQConnectionError:
            logger.warning("Filter machine: Can't connect to publisher")
            logger.info("We will try to reconnect to RabbitMQ in {} seconds".format(Config.SLEEP_TIME))
            yield self.stop()
            yield sleep(60)
            if not self.shutting_down:
                IOLoop.instance().add_callback(self.launch)
            return
        # here we use a callback, so that we can directly wait for the next closed_publisher_event
        IOLoop.instance().add_callback(self._start_consumer)
        yield closed_publisher_event.wait()
        yield self.stop()
        yield sleep(60)
        if not self.shutting_down:
            IOLoop.instance().add_callback(self.launch)


    @coroutine
    def _start_consumer(self):
        self.consumer = Consumer(self.consumer_config)
        try:
            closed_consumer_event = yield self.consumer.start()
        except (RabbitMQConnectionError, TimeoutError):
            logger.warning("Can't connect to consumer")
            logger.info("We will try to reconnect to RabbitMQ in {} seconds".format(Config.SLEEP_TIME))
            # self.stop() stops the publisher too. so closed_publisher_event.wait() inside launch will return
            yield self.stop()
            return
        else:
            IOLoop.instance().add_callback(self._consume)
            yield closed_consumer_event.wait()
            yield self.stop()

    @coroutine
    def _consume(self):
        # this coroutine doesn't return, as long the rabbitmq connection lives
        message_queue = self.consumer.start_consuming()
        while self.consumer.consuming and not self.shutting_down:
            try:
                message = yield message_queue.get_wait(deadline=timedelta(seconds=1))
            except TimeoutError:
                pass
            else:
                future = self.executor.submit(self._apply_filters, message)
                IOLoop.instance().add_future(future, self._publish)

    @coroutine
    def _publish(self, future):
        message, ev = future.result()
        if ev is None:
            # dropped event
            message.ack()
            return
        if self.publisher:

            # here we take into account the optional overrides of the router engine
            event_type = ev.override_event_type if ev.override_event_type else ''
            if ev.override_exchanges:
                # publish to many exchanges
                futures = [
                    self.publisher.publish_event(
                        ev, routing_key='pyloggr.machine', event_type=event_type, exchange=exchange
                    )
                    for exchange in ev.override_exchanges
                ]
                results = yield futures
                results = [res for res, _ in results]
                if any(results):
                    # if at least one publish succeeds, we ack the message
                    message.ack()
                    if not all(results):
                        logger.warning("Publication of event '{}' failed for at least one exchange".format(ev.uuid))
                else:
                    logger.warning("Publication of event '{}' failed for all exchanges".format(ev.uuid))
                    message.nack()

            else:
                # publish only to the default exchange, from machine configuration
                res, _ = yield self.publisher.publish_event(ev, routing_key='pyloggr.machine', event_type=event_type)
                if res:
                    message.ack()
                else:
                    logger.warning("Publication of event '{}' failed".format(ev.uuid))
                    message.nack()
        else:
            message.nack()

    @coroutine
[docs]    def stop(self):
        """
        Stops the parser
        """
        futures = []
        if self.consumer:
            futures.append(self.consumer.stop())
        if self.publisher:
            futures.append(self.publisher.stop())
        yield futures
        self.consumer = None
        self.publisher = None


    @coroutine
[docs]    def shutdown(self):
        """
        Shutdowns (stops definitely) the parser
        """
        self.shutting_down = True
        yield self.stop()
        self.filters.close()


[docs]    def _apply_filters(self, message):
        """
        Apply filters to the event inside the RabbitMQ message.

        Note
        ====
        This method is executed in a separated thread.


        :param message: event to apply filters to, as a RabbitMQ message
        :type message: pyloggr.consumer.RabbitMQMessage
        :return: tuple(message, parsed event). parsed event is None when event couldn't be parsed.
        :rtype: tuple(pyloggr.consumer.RabbitMQMessage, pyloggr.event.Event)
        """
        try:
            ev = Event.parse_bytes_to_event(message.body, hmac=True)
        except ParsingError:
            # should not happen, as pyloggr's syslog server just sent the event
            logger.error("Dropping one unparsable event")
            logger.error(message)
            return message, None
        except InvalidSignature:
            # should not happen, the event is not supposed to have a HMAC yet
            logger.critical("Dropping one tampered event")
            logger.critical(message)
            return message, None

        try:
            self.filters.apply(ev)
        except DropException:
            logger.debug("DROP filter")
            return message, None

        return message, ev







          

      

      

    


    
    

  

search.html


    
      Navigation


      
        		
          index


        		
          modules |


        		Pyloggr 0.3 documentation »

 
      


    


    
      
          
            
  Search


  
  
  
    Please activate JavaScript to enable the search
    functionality.
  


  

  
    From here you can search these documents. Enter your search
    words into the box below and click "search". Note that the search
    function will automatically search for all of the words. Pages
    containing fewer words won't appear in the result list.
  


  
    
    
    
  

  
  
  
  


          

      

      

    


    
    

  

_modules/pyloggr/utils/simple_queue.html


    
      Navigation


      
        		
          index


        		
          modules |


        		Pyloggr 0.3 documentation »


          		Module code »


          		pyloggr.utils »

 
      


    


    
      
          
            
  Source code for pyloggr.utils.simple_queue

# encoding: utf-8

"""
Simplified queues
"""

__author__ = 'stef'

import threading
from collections import deque

from cytoolz import remove
# noinspection PyCompatibility
from concurrent.futures import Future as RealFuture
from tornado.ioloop import IOLoop
from tornado.gen import Task, TimeoutError
from tornado.concurrent import Future


[docs]class ThreadSafeQueue(object):
    """
    Simplified thread-safe/coroutine queue, without size limit
    """

    def __init__(self):
        self.lock = threading.Lock()
        self.queue = deque()
        self._waiting = deque()

[docs]    def put(self, item):
        """
        Put an item on the queue

        :param item: item
        """
        with self.lock:
            # remove waiters that have expired
            self._waiting = deque(remove(lambda w: w.done(), self._waiting))
            if len(self._waiting) > 0:
                waiter = self._waiting.popleft()
                self.queue.append(item)
                waiter.set_result(self.queue.popleft())
            else:
                self.queue.append(item)


[docs]    def get_wait(self, deadline=None):
        """
        Wait for an available item and pop it from the queue

        :param deadline: optional deadline
        """
        f = RealFuture()

        def _expired():
            if not f.done():
                f.set_exception(TimeoutError())

        if deadline:
            IOLoop.current().add_timeout(deadline, _expired)

        with self.lock:
            if len(self.queue) > 0:
                f.set_result(self.queue.popleft())
            else:
                self._waiting.append(f)
            return f


[docs]    def get_all(self):
        """
        Pop all items from the queue, without waiting
        """
        with self.lock:
            if len(self.queue) == 0:
                return deque()
            l, self.queue = self.queue, deque()
            return l


[docs]    def get(self):
        """
        Pop one item from the queue, without waiting
        """
        with self.lock:
            if len(self.queue) == 0:
                return None
            return self.queue.popleft()




[docs]class SimpleToroQueue(object):
    """
    Simplified Toro queue without size limit
    """

    def __init__(self, io_loop=None):
        self.io_loop = io_loop or IOLoop.current()
        self.getters = deque()
        self.queue = deque()

[docs]    def qsize(self):
        """
        Return number of items in the queue
        """
        return len(self.queue)


[docs]    def empty(self):
        """
        Return ``True`` if the queue is empty, ``False`` otherwise
        """
        return not self.queue


[docs]    def put(self, item):
        """
        Put an item into the queue (without waiting)

        :param item: item to add
        """
        self.getters = deque(remove(lambda gettr: gettr.done(), self.getters))
        if self.getters:
            getter = self.getters.popleft()
            self.queue.append(item)
            getter.set_result(self.queue.popleft())
        else:
            self.queue.append(item)


[docs]    def get_wait(self, deadline=None):
        """
        Remove and return an item from the queue. Returns a Future.

        The Future blocks until an item is available, or raises :exc:`toro.Timeout`.

        :param deadline: Optional timeout, either an absolute timestamp (as returned by ``io_loop.time()``) or a
        ``datetime.timedelta`` for a deadline relative to the current time.
        """
        f = Future()

        def _expired():
            if not f.done():
                f.set_exception(TimeoutError())

        if deadline:
            IOLoop.current().add_timeout(deadline, _expired)

        if len(self.queue) > 0:
            f.set_result(self.queue.popleft())
        else:
            self.getters.append(f)
        return f


[docs]    def get_nowait(self):
        """
        Remove and return an item from the queue without blocking.

        Return an item if one is immediately available, else raise :exc:`queue.Empty`.
        """
        if self.qsize():
            return self.queue.popleft()
        else:
            return None


[docs]    def get_all(self):
        """
        Remove ans return all items from the queue, without blocking
        """
        if self.qsize():
            l, self.queue = self.queue, deque()
            return l
        else:
            return deque()




[docs]def TimeoutTask(func, deadline=None, *args, **kwargs):
    """
    Encapsulate a Tornado Task with a deadline
    """
    f = Future()

    def _expired():
        if not f.done():
            f.set_exception(TimeoutError())

    def _done(task):
        res = task.result()
        if not f.done():
            f.set_result(res)

    future_task = Task(func, *args, **kwargs)
    future_task.add_done_callback(_done)
    if deadline:
        IOLoop.current().add_timeout(deadline, _expired)
    return f
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  Source code for pyloggr.utils.observable

# encoding: utf-8
__author__ = 'stef'

import logging
from abc import ABCMeta, abstractmethod
from future.utils import with_metaclass
from tornado.ioloop import IOLoop
import ujson


logger = logging.getLogger(__name__)


[docs]class Observable(object):
    """
    An observable produces notifications and sends them to observers
    """

    def __init__(self):
        self.observers = list()
        self.publisher = None

[docs]    def register(self, observer):
        """
        Subscribe an observe for future notifications

        :param observer: object that implements the Observer interface
        :type observer: Observer
        """
        if observer not in self.observers:
            self.observers.append(observer)


[docs]    def unregister(self, observer):
        """
        Unsubscribe an observer

        :param observer: object that implements the Observer interface
        :type observer: Observer
        """
        if observer in self.observers:
            self.observers.remove(observer)


[docs]    def unregister_all(self):
        """
        Unsubscribe all observers
        """
        if self.observers:
            del self.observers[:]
        self.publisher = None


[docs]    def notify_observers(self, d, routing_key=None):
        """
        Notify observers that the observable has a message for them

        :param d: message
        :type d: dict
        :param routing_key: unused

        Note
        ====
        Tornado coroutine
        """

        for observer in self.observers:
            try:
                observer.notified(d)
            except Exception:
                logger.exception("Swallowing exception that happened in some observer")




[docs]class NotificationProducer(Observable):
    """
    A NotificationProducer produces some notifications and sends them to RabbitMQ
    """
    def register_publisher(self, publisher):
        self.publisher = publisher

    def unregister_publisher(self):
        self.publisher = None

[docs]    def notify_observers(self, d, routing_key=None):
        """
        :param d: a message to send to observers
        :type d: dict
        :param routing_key: routing key for the message
        :type routing_key: str

        Note
        ====
        Tornado coroutine
        """
        for observer in self.observers:
            # noinspection PyBroadException
            try:
                observer.notified(d)
            except Exception:
                logger.exception("notify_observers: swallowing exception")

        if not self.publisher:
            logger.debug("No notification queue")
            return

        logger.debug("Sending notification with routing key '{}'".format(routing_key))

        if not routing_key:
            routing_key = "pyloggr.generic.notification"

        json_message = ujson.dumps(d)
        future = self.publisher.publish(
            exchange='pyloggr.pubsub',
            body=json_message,
            routing_key=routing_key,
            persistent=False
        )
        IOLoop.current().add_future(future, self.after_published)


    @classmethod
    def after_published(cls, future):
        # noinspection PyBroadException
        try:
            future.result()
        except:
            logger.exception("Exception happened while publishing notification to RabbitMQ")



[docs]class Observer(with_metaclass(ABCMeta, object)):
    """
    Implemented by classes that should be observers
    """

    @abstractmethod
    def notified(self, *args, **kwargs):
        pass
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  Source code for pyloggr.utils.lmdb_wrapper

# encoding: utf-8

"""
Small wrapper around lmdb
"""
__author__ = 'stef'

import logging
import time

# noinspection PyCompatibility
from concurrent.futures import ThreadPoolExecutor, Future
from tornado.ioloop import IOLoop
import ujson
import lmdb
from future.utils import viewitems

from pyloggr.utils import to_bytes, to_unicode


def _json_decode(obj_bytes):
    if obj_bytes is None:
        return None
    try:
        return ujson.loads(obj_bytes)
    except (ValueError, TypeError):
        logging.getLogger(__name__).exception("lmdb_wrapper: JSON decoding error: {}".format(
            to_unicode(obj_bytes)
        ))
        return None


def _dumps(obj):
    if hasattr(obj, 'dumps'):
        return to_bytes(obj.dumps())
    else:
        return to_bytes(ujson.dumps(obj))


[docs]class LmdbWrapper(object):
    """
    Wrapper around lmdb that eases storage and retrieval of JSONable python objects
    """
    opened_db = dict()

    def __init__(self, path, size=52428800):
        self.path = path
        self.env = None
        self.size = size

    def open(self, sync=True, metasync=True, lock=True, max_dbs=10, max_spare_txns=10):
        if not self.env:
            # noinspection PyArgumentList
            self.env = lmdb.Environment(
                path=self.path, map_size=self.size, max_dbs=max_dbs, sync=sync, metasync=metasync,
                lock=lock, max_spare_txns=max_spare_txns
            )
            self.opened_db[self.path] = self
        return self

    def close(self):
        if self.env:
            self.env.close()
            self.env = None
            if self.path in self.opened_db:
                del self.opened_db[self.path]

    def __enter__(self):
        return self.open()

    # noinspection PyUnusedLocal
    def __exit__(self, exc_type, exc_value, traceback):
        self.close()

    @classmethod
[docs]    def get_instance(cls, path):
        """
        :param path: database directory name
        :type path: str
        :return: LmdbWrapper object
        :rtype: LmdbWrapper
        """
        if path not in cls.opened_db:
            cls.opened_db[path] = cls(path).open()
        return cls.opened_db[path]


    @classmethod
    def close_all(cls):
        for db in cls.opened_db.values():
            db.close()

    def get_obj(self, key):
        key = to_bytes(key)
        with self.env.begin() as txn:
            obj_bytes = txn.get(key)
        if obj_bytes is None:
            return None
        return _json_decode(obj_bytes)

    def __getitem__(self, item):
        return self.get_obj(item)

    def __setitem__(self, key, value):
        self.put_obj(key, value)

    def queue(self, queue_name):
        return Queue(queue_name, self)

    def hash(self, hash_name):
        return Hash(hash_name, self)

    def set(self, set_name):
        return Set(set_name, self)

    def get_many_objs(self, keys):
        with self.env.begin() as txn:
            objs_bytes = {
                key: txn.get(to_bytes(key))
                for key in keys
            }
        return {
            key: None if obj_bytes is None else _json_decode(obj_bytes)
            for key, obj_bytes in viewitems(objs_bytes)
        }

    def put_obj(self, key, obj):
        key = to_bytes(key)
        with self.env.begin(write=True) as txn:
            return txn.put(key, _dumps(obj), overwrite=True)

    def put_many_objs(self, d):
        with self.env.begin(write=True) as txn:
            return {
                key: txn.put(to_bytes(key), _dumps(obj), overwrite=True)
                for key, obj in viewitems(dict(d))
            }

    def del_obj(self, key):
        key = to_bytes(key)
        with self.env.begin(write=True) as txn:
            return txn.delete(key)

    def del_many_obj(self, keys):
        with self.env.begin(write=True) as txn:
            return {
                key: txn.delete(to_bytes(key))
                for key in keys
            }

    def add_to_set(self, set_name, item):
        item = to_unicode(item)
        idx = "__set__" + to_bytes(set_name)
        with self.env.begin(write=True) as txn:
            existing_items = txn.get(idx)
            if existing_items is None:
                txn.put(idx, ujson.dumps([item]))
            else:
                existing_items = ujson.loads(existing_items)
                if item not in existing_items:
                    existing_items.append(item)
                    txn.put(idx, ujson.dumps(existing_items))

    def remove_from_set(self, set_name, item):
        item = to_unicode(item)
        idx = "__set__" + to_bytes(set_name)
        with self.env.begin(write=True) as txn:
            existing_items = txn.get(idx)
            if existing_items is not None:
                existing_items = ujson.loads(existing_items)
                if item in existing_items:
                    existing_items.remove(item)
                    txn.put(idx, ujson.dumps(existing_items))

    def is_in_set(self, set_name, item):
        item = to_unicode(item)
        idx = "__set__" + to_bytes(set_name)
        with self.env.begin() as txn:
            existing_items = txn.get(idx)
            if existing_items is None:
                return False
            existing_items = ujson.loads(existing_items)
            return item in existing_items

    def card_of_set(self, set_name):
        idx = "__set__" + to_bytes(set_name)
        with self.env.begin() as txn:
            existing_items = txn.get(idx)
            if existing_items is None:
                return 0
            return len(ujson.loads(existing_items))

    def members_of_set(self, set_name):
        idx = "__set__" + to_bytes(set_name)
        with self.env.begin() as txn:
            existing_items = txn.get(idx)
            if existing_items is None:
                return set()
            return set(ujson.loads(existing_items))



class Set(object):
    def __init__(self, set_name, wrapper):
        self.set_name = to_bytes(set_name)
        self.wrapper = wrapper

    def add(self, key):
        self.wrapper.add_to_set(self.set_name, key)

    def remove(self, key):
        self.wrapper.remove_from_set(self.set_name, key)

    def card(self):
        return self.wrapper.card_of_set(self.set_name)

    def __len__(self):
        return self.wrapper.card_of_set(self.set_name)

    def members(self):
        return self.wrapper.members_of_set(self.set_name)

    def __contains__(self, key):
        return self.wrapper.is_in_set(self.set_name, key)


class Hash(object):
    def __init__(self, hash_name, wrapper):
        self.hash_name = to_bytes(hash_name)
        self.wrapper = wrapper

    def __getitem__(self, item):
        key = "__hash__" + self.hash_name + "__" + to_bytes(item)
        return self.wrapper.get_obj(key)

    def __setitem__(self, item, value):
        key = "__hash__" + self.hash_name + "__" + to_bytes(item)
        self.wrapper.put_obj(key, value)

    def __delitem__(self, item):
        key = "__hash__" + self.hash_name + "__" + to_bytes(item)
        self.wrapper.del_obj(key)


class Queue(object):
    def __init__(self, queue_name, wrapper):
        """
        :type wrapper: LmdbWrapper
        """
        self.queue_name = to_bytes(queue_name)
        self.subdbname = "__queue__" + self.queue_name
        self.subdb = wrapper.env.open_db(key=self.subdbname, txn=None, reverse_key=False, dupsort=False, create=True)
        self.env = wrapper.env
        self.wrapper = wrapper
        self.exe = None

    def __enter__(self):
        self.exe = ThreadPoolExecutor(max_workers=10)
        return self

    def __exit__(self, type, value, traceback):
        if self.exe is not None:
            self.exe.shutdown()

    def generator(self, exclude=None):
        if exclude is None:
            exclude = set()
        with self.env.begin(db=self.subdb, write=False) as txn:
            with txn.cursor(db=self.subdb) as c:
                if not c.first():
                    return
                for key, value in c.iternext(keys=True, values=True):
                    if key in exclude:
                        continue
                    if key:
                        if value is not None:
                            obj = _json_decode(value)
                            if obj:
                                yield (key, obj)

    def push(self, obj, idx=None):
        idx = to_bytes(obj.lmdb_idx()) if idx is None else to_bytes(idx)
        with self.env.begin(db=self.subdb, write=True) as txn:
            idx = to_bytes(idx)
            if hasattr(obj, 'dumps'):
                obj_bytes = to_bytes(obj.dumps())
            else:
                obj_bytes = to_bytes(ujson.dumps(obj))
            result = txn.put(idx, obj_bytes, overwrite=True)
        return result

    def delete(self, obj=None, idx=None):
        if obj is None and idx is None:
            return None
        idx = to_bytes(obj.lmdb_idx()) if idx is None else to_bytes(idx)
        with self.env.begin(db=self.subdb, write=True) as txn:
            return txn.delete(idx, db=self.subdb)

    def lpop(self):
        with self.env.begin(db=self.subdb, write=True) as txn:
            with txn.cursor(db=self.subdb) as c:
                if c.first():
                    idx = c.key()
                    obj_bytes = c.pop(idx)
                    if obj_bytes is None:
                        return None
                    else:
                        obj = _json_decode(obj_bytes)
                        if obj is None:
                            return None
                        else:
                            return idx, obj

                else:
                    # queue is empty
                    return None

    def pop(self, key=None):
        if key is None:
            return self.lpop()
        key = to_bytes(key)
        with self.env.begin(db=self.subdb, write=True) as txn:
            obj_bytes = txn.pop(key)
            return _json_decode(obj_bytes)

    def pop_all(self):
        results = []
        with self.env.begin(db=self.subdb, write=True) as txn:
            with txn.cursor(db=self.subdb) as c:
                if not c.first():
                    return []
                for key in c.iternext(keys=True, values=False):
                    obj = _json_decode(c.pop(key))
                    if obj:
                        results.append((key, obj))
        return results

    def empty(self):
        with self.env.begin(db=self.subdb, write=False) as txn:
            with txn.cursor(db=self.subdb) as c:
                return not c.first()

    def extend(self, values):
        with self.env.begin(db=self.subdb, write=True) as txn:
            results = [txn.put(to_bytes(obj.lmdb_idx()), to_bytes(ujson.dumps(obj)), overwrite=True) for obj in values]
        return results

    def keys(self):
        with self.env.begin(db=self.subdb) as txn:
            with txn.cursor(db=self.subdb) as c:
                if not c.first():
                    return set()
                return set(c.iternext(keys=True, values=False))


    def wait_not_empty_future(self, timeout=None, tick=1.0):
        f = Future()
        exe = None
        if self.exe is None:
            exe = ThreadPoolExecutor(max_workers=10)

        def _wait_until_not_empty():
            while self.empty():
                print('empty')
                time.sleep(tick)

        def _nothing(g=None):
            if not f.done():
                f.set_result(None)
            if exe is not None:
                exe.shutdown(wait=False)

        if timeout is not None:
            IOLoop.current().call_later(int(timeout), _nothing)
        if self.exe is None:
            wait_until_f = exe.submit(_wait_until_not_empty)
        else:
            wait_until_f = self.exe.submit(_wait_until_not_empty)

        IOLoop.current().add_future(wait_until_f, _nothing)
        return f

    def wait_not_empty(self, timeout=None, tick=1.0, exclude=None):
        start = time.time()
        if exclude is None:
            while self.empty():
                if timeout is not None:
                    if (time.time() - start) >= timeout:
                        return False
                time.sleep(tick)
            return True
        else:
            while True:
                if timeout is not None:
                    if (time.time() - start) >= timeout:
                        return False
                if not self.empty():
                    if len(self.keys().difference(exclude)) > 0:
                        return True
                time.sleep(tick)
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# encoding: utf-8

"""
Parser for rfc5424 structured data and wrapper classes
"""

import logging
from itertools import imap
from io import BytesIO
import pickle
import re
import csv

from future.utils import viewitems, viewvalues
from future.builtins import str as real_unicode
from future.builtins import bytes as real_bytes
from pyparsing import CharsNotIn, QuotedString, Group, ZeroOrMore, OneOrMore, Or, Word, White, ParseException
from pyparsing import Suppress, Literal
from cytoolz.itertoolz import isiterable

from pyloggr.utils import sanitize_key, to_unicode, to_bytes
from pyloggr.utils.constants import PYLOGGR_SDID


structured_data_parser_string = None


def _init_parser():
    global structured_data_parser_string
    sp = Suppress(White(" ", exact=1))
    nilvalue = Word("-")
    sd_name = CharsNotIn('= ]"', 1, 32)
    param_name = sd_name.setResultsName('SD_PARAM_NAME')
    param_value = QuotedString(quoteChar='"', escChar='\\', multiline=True, unquoteResults=False)
    param_value = param_value.setResultsName('SD_PARAM_VALUE')
    sd_id = sd_name.setResultsName('SD_ID')
    sd_param = Group(param_name + Suppress(Literal('=')) + param_value)
    sd_params = Group(ZeroOrMore(sp + sd_param))
    sd_element = Group(Suppress('[') + sd_id + sd_params.setResultsName('SD_PARAMS') + Suppress(']'))
    sd_element = sd_element.setResultsName('SD_ELEMENT')
    sd_elements = Group(OneOrMore(sd_element))
    structured_data_parser = Or([nilvalue, sd_elements])
    structured_data_parser = structured_data_parser.setResultsName('STRUCTURED_DATA')
    structured_data_parser_string = pickle.dumps(structured_data_parser)
    return structured_data_parser_string

_escape_re = re.compile(r'([,="\]])')


def _escape_param_values(param_values):
    # RFC 5424: PARAM-VALUE = UTF-8-STRING ; characters '"', '\' and ']' MUST be escaped.
    return u','.join(_escape_re.sub(r'\\\1', pvalue) for pvalue in param_values)


[docs]def split_escape(s):
    """
    Split string by comma delimiter, excepted escaped commas

    :param s: string
    :type s: str
    :rtype: str
    """
    return list(imap(
        lambda t: to_unicode(t).strip(' \r\n'),
        csv.reader(BytesIO(to_bytes(s.strip('"'))), delimiter=',', escapechar='\\').next()
    ))



[docs]class StructuredDataNamesValues(dict):
    """
    Dict subclass. Values are sets of unicode strings. Keys are sanitized before used.
    """
    def __init__(self, d=None):
        if d is None:
            super(StructuredDataNamesValues, self).__init__()
        elif isinstance(d, StructuredDataNamesValues):
            super(StructuredDataNamesValues, self).__init__(d)
        elif isinstance(d, dict):
            super(StructuredDataNamesValues, self).__init__()
            list(imap(
                lambda (key, values): self.__setitem__(key, values),
                viewitems(d)
            ))
        else:
            raise ValueError(
                "StructuredDataNamesValues.__init__: argument should be a dict, not a '{}'".format(
                    str(type(d))
                )
            )

    def __setitem__(self, key, values):
        if isinstance(values, real_bytes) or isinstance(values, real_unicode) or (not isiterable(values)):
            super(StructuredDataNamesValues, self).__setitem__(sanitize_key(key), {to_unicode(values)})
        else:
            super(StructuredDataNamesValues, self).__setitem__(
                sanitize_key(key),
                set(imap(lambda value: to_unicode(value), values))
            )

    def __getitem__(self, key):
        san = sanitize_key(key)
        if not super(StructuredDataNamesValues, self).__contains__(san):
            super(StructuredDataNamesValues, self).__setitem__(san, set())
        return super(StructuredDataNamesValues, self).__getitem__(san)

[docs]    def add(self, key, values):
        """
        Add values to the 'key' set

        :param key: key
        :param values: iterable
        """
        if values is None:
            return
        if isinstance(values, real_bytes) or isinstance(values, real_unicode) or (not isiterable(values)):
            values = [values]
        san = sanitize_key(key)
        if not super(StructuredDataNamesValues, self).__contains__(san):
            super(StructuredDataNamesValues, self).__setitem__(san, set())
        super(StructuredDataNamesValues, self).__getitem__(san).update(
            to_unicode(value) for value in values
        )


[docs]    def update(self, e=None, **f):
        """
        Update the object using another dict. New values are added to the values set.
        """
        # for k in E: self[k] = E[k]
        # for k in F: self[k) = F(k)
        if e is not None:
            if not isinstance(e, dict):
                raise ValueError("StructuredDataNamesValues.update: e should be a dict, not a '{}'".format(
                    str(type(e))
                ))
            list(imap(
                lambda (key, values): self.add(key, values),
                viewitems(e)
            ))
        list(imap(
            lambda (key, values): self.add(key, values),
            viewitems(f)
        ))


[docs]    def dump(self):
        """
        Return string representation
        """
        return u' '.join(
            u'{}="{}"'.format(key, _escape_param_values(values))
            for key, values in viewitems(self)
            if len(values) > 0
        )


    def __iter__(self):
        return (key for key, values in viewitems(self) if len(values) > 0)

    # noinspection PyDocstring
    def iterkeys(self):
        return self.__iter__()

    def __bool__(self):
        return any(len(values) > 0 for values in viewvalues(self))

    def __nonzero__(self):
        return self.__bool__()



[docs]class StructuredData(dict):
    """
    Encapsulate RFC 5424 structured data
    """
    def __init__(self, d=None):
        if d is None:
            super(StructuredData, self).__init__()
        elif isinstance(d, StructuredData):
            super(StructuredData, self).__init__(d)
        elif isinstance(d, dict):
            list(imap(
                lambda (sdid, paramnames): self.__setitem__(sdid, paramnames),
                viewitems(d)
            ))
        else:
            raise ValueError("StructuredData.__init__: argument should be a dict, not a '{}'".format(
                str(type(d))
            ))
        if PYLOGGR_SDID not in self:
            self.__setitem__(PYLOGGR_SDID, StructuredDataNamesValues())
        if 'tags' not in self[PYLOGGR_SDID]:
            self[PYLOGGR_SDID]['tags'] = set()

    def __setitem__(self, sdid, paramvalues):
        if not isinstance(paramvalues, dict):
            raise ValueError("value should be a dict")
        sdid = sanitize_key(sdid)
        if not super(StructuredData, self).__contains__(sdid):
            super(StructuredData, self).__setitem__(sdid, StructuredDataNamesValues())
        existing_paramvalues = super(StructuredData, self).__getitem__(sdid)
        list(imap(
            lambda (name, values): existing_paramvalues.__setitem__(name, values),
            viewitems(paramvalues)
        ))

    @classmethod
[docs]    def parse(cls, s):
        """
        Parse structured data from string into dict of dict

        :param s: string
        """
        global structured_data_parser_string
        if structured_data_parser_string is None:
            _init_parser()
        results = cls()
        # workaround for thread safety
        parser = pickle.loads(structured_data_parser_string)
        logger = logging.getLogger(__name__)
        try:
            toks = parser.parseString(s, parseAll=True)
        except ParseException:
            logger.error("Unparsable structured data: {}".format(s))
            return results
        s_data = toks['STRUCTURED_DATA']
        if s_data == '-':
            return results
        list(imap(
            lambda element: results.__setitem__(
                element['SD_ID'],
                {
                    param['SD_PARAM_NAME']: split_escape(param.get('SD_PARAM_VALUE', u''))
                    for param in element['SD_PARAMS']
                }
            ),
            s_data
        ))
        return results


[docs]    def dump(self):
        """
        Dump the structured data as a RFC 5424 string
        """
        return u''.join(
            u'[{} {}]'.format(sdid, paramvalues.dump())
            for sdid, paramvalues in viewitems(self)
            if paramvalues
        )


    def __bool__(self):
        return any(values for values in viewvalues(self))

    def __nonzero__(self):
        return self.__bool__()

    def __iter__(self):
        return (key for key, values in viewitems(self) if values)

    # noinspection PyDocstring
    def iterkeys(self):
        return self.__iter__()

[docs]    def update(self, e=None, **f):
        """
        Update structured data using another dict. Values are added to the values sets.
        """
        if e is not None:
            if not(isinstance(e, dict)):
                raise ValueError("StructuredData.update: e should be a dict, not a '{}'".format(
                    str(type(e))
                ))
            list(self[sdid].update(paramvalues) for sdid, paramvalues in viewitems(e))
        list(self[sdid].update(paramvalues) for sdid, paramvalues in viewitems(f))
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  Source code for pyloggr.syslog.server

# encoding: utf-8

"""
This module provides stuff to implement a UDP/TCP/unix socket syslog/RELP server with Tornado
"""

__author__ = 'stef'

import logging
import ssl
import socket
import errno
from itertools import chain
import uuid
import threading
import os
from io import BytesIO

import certifi
import lz4
# noinspection PyCompatibility,PyPackageRequirements
from future.builtins import str as real_unicode
from future.builtins import bytes as real_bytes
from tornado.iostream import SSLIOStream, StreamClosedError
from tornado.tcpserver import TCPServer
from tornado.gen import coroutine, Return
from tornado.netutil import errno_from_exception, bind_sockets

from pyloggr.utils.constants import CIPHERS
from pyloggr.utils import read_next_token_in_stream
from pyloggr.syslog.udpserver import bind_udp_unix_socket, UDPServer, bind_udp_sockets
from pyloggr.config import SyslogServerConfig


def parse_relp_stream(stream):
    next_token = read_next_token_in_stream(stream)
    messages = []
    relp_id = None
    try:
        while True:
            try:
                relp_id = next_token.next()
            except StopIteration:
                break
            relp_id = int(relp_id)
            _ = next_token.next()
            length = int(next_token.next())
            data = stream.read(length)
            messages.append(data.strip(' \r\n'))
    except (ValueError, StopIteration):
        raise ValueError("Invalid RELP stream")
    return relp_id, messages


def parse_tcp_stream(stream):
    next_token = read_next_token_in_stream(stream)
    messages = []
    try:
        while True:
            try:
                length = next_token.next()
            except StopIteration:
                break
            length = int(length)
            data = stream.read(length)
            messages.append(data.strip(' \r\n'))
    except (ValueError, StopIteration):
        raise ValueError("Invalid TCP stream")
    return messages


[docs]def wrap_ssl_sock(sock, ssl_options):
    """
    Wrap a socket into a SSL socket

    :param sock: socket to wrap
    :param ssl_options: SSL options
    :type ssl_options: pyloggr.config.SSLConfig
    """
    if hasattr(ssl, 'SSLContext'):
        # python 2.7.9
        context = ssl.SSLContext(protocol=ssl_options.ssl_version)
        context.load_cert_chain(ssl_options.certfile, ssl_options.keyfile)
        context.verify_mode = ssl_options.cert_reqs
        if ssl_options.cert_reqs != ssl.CERT_NONE:
            if ssl_options.ca_certs:
                context.load_verify_locations(ssl_options.ca_certs)
            else:
                security_logger = logging.getLogger('security')
                security_logger.info("Using certifi store to verify clients certs")
                context.load_verify_locations(certifi.where())
                # context.load_default_certs(ssl.Purpose.CLIENT_AUTH)

        context.options |= getattr(ssl, 'OP_NO_SSLv2', 0)
        context.options |= getattr(ssl, 'OP_NO_SSLv3', 0)
        context.options |= getattr(ssl, 'OP_NO_COMPRESSION', 0)
        context.options |= getattr(ssl, 'OP_CIPHER_SERVER_PREFERENCE', 0)
        context.options |= getattr(ssl, 'OP_SINGLE_DH_USE', 0)
        context.options |= getattr(ssl, 'OP_SINGLE_ECDH_USE', 0)
        if ssl.HAS_ECDH:
            context.set_ecdh_curve('prime256v1')
        context.set_ciphers(CIPHERS)
        return context.wrap_socket(
            sock=sock,
            server_side=True,
            do_handshake_on_connect=False,
            suppress_ragged_eofs=True
        )
    else:
        # no SSLContext, we simply call wrap_socket
        ca_certs = None
        if ssl_options.cert_reqs != ssl.CERT_NONE:
            if ssl_options.ca_certs:
                ca_certs = ssl_options.ca_certs
            else:
                security_logger = logging.getLogger('security')
                security_logger.info("Using certifi store to verify clients certs")
                ca_certs = certifi.where()

        return ssl.wrap_socket(
            sock=sock,
            keyfile=ssl_options.keyfile,
            certfile=ssl_options.certfile,
            server_side=True,
            cert_reqs=ssl_options.cert_reqs,
            ssl_version=ssl_options.ssl_version,
            ca_certs=ca_certs,
            do_handshake_on_connect=False,
            suppress_ragged_eofs=True,
            ciphers=CIPHERS
        )



[docs]class BaseSyslogServer(TCPServer, UDPServer):
    """
    Basic Syslog/RELP server
    """

    def __init__(self, syslog_parameters):
        """
        :type syslog_parameters: SyslogParameters
        """
        TCPServer.__init__(self)

        self.syslog_parameters = syslog_parameters
        self.listening = False
        self.shutting_down = False
        self.list_of_clients = []

    @coroutine
[docs]    def launch(self):
        """
        Starts the server

        - First we try to connect to RabbitMQ
        - If successfull, we start to listen for syslog clients

        Note
        ====
        Tornado coroutine

        """
        self.listening = False
        yield self._start_syslog()


    @coroutine
[docs]    def _start_syslog(self):
        """
        _start_syslog()
        Start to listen for syslog clients
        """
        if not self.listening:
            self.listening = True
            self.add_sockets(self.syslog_parameters.list_of_tcp_sockets)
            self.add_udp_sockets(self.syslog_parameters.list_of_udp_sockets)
            self.add_udp_sockets(self.syslog_parameters.list_of_unix_sockets)


[docs]    def handle_data(self, data, sockname, peername):
        """
        Inherit to handle UDP data
        """
        raise NotImplementedError


    @coroutine
[docs]    def handle_stream(self, stream, address):
        """
        handle_stream(stream, address)
        Called by tornado when we have a new client.

        :param stream: IOStream for the new connection
        :type stream: `IOStream`
        :param address: tuple (client IP, client source port)
        :type address: tuple

        Note
        ====
        Tornado coroutine
        """
        connection = BaseSyslogClientConnection(
            stream=stream,
            address=address,
            syslog_parameters=self.syslog_parameters
        )
        self.list_of_clients.append(connection)
        yield connection.on_connect()
        self.list_of_clients.remove(connection)


    def _stop_listen_sockets(self):
        [self.io_loop.remove_handler(fd) for fd in self._sockets]

    @coroutine
[docs]    def _stop_syslog(self):
        """
        _stop_syslog()
        Stop listening for syslog connections

        Note
        ====
        Tornado coroutine
        """
        if self.listening:
            logger = logging.getLogger(__name__)
            self.listening = False
            logger.info("Closing RELP clients connections")
            [client.disconnect() for client in self.list_of_clients]
            logger.info("Stopping the RELP server")
            # instead of calling self.stop(): we don't want to close the sockets
            self._stop_listen_sockets()


    @coroutine
[docs]    def stop_all(self):
        """
        stop_all()
        Stops completely the server.

        Note
        ====
        Tornado coroutine
        """

        yield self._stop_syslog()


    @coroutine
[docs]    def shutdown(self):
        """
        Authoritarian shutdown
        """
        self.shutting_down = True
        yield self.stop_all()
        self.stop()


[docs]    def _handle_connection(self, connection, address):
        """
        Inherits _handle_connection from parent TCPServer to manage SSL connections. Called by
        Tornado when a client connects.
        """

        port = connection.getsockname()[1]
        if port not in self.syslog_parameters.ssl_ports:
            return super(BaseSyslogServer, self)._handle_connection(connection, address)

        try:
            connection = wrap_ssl_sock(
                sock=connection,
                ssl_options=self.syslog_parameters.port_to_ssl_config[port]
            )
        except ssl.SSLError as err:
            if err.args[0] == ssl.SSL_ERROR_EOF:
                return connection.close()
            else:
                raise
        except socket.error as err:
            if errno_from_exception(err) in (errno.ECONNABORTED, errno.EINVAL):
                return connection.close()
            else:
                raise
        except IOError:
            logger = logging.getLogger(__name__)
            logger.error("IOError happened when client connected with TLS. Check the SSL configuration")
            return connection.close()

        try:
            stream = SSLIOStream(
                connection,
                io_loop=self.io_loop,
                max_buffer_size=self.max_buffer_size,
                read_chunk_size=self.read_chunk_size
            )
            self.handle_stream(stream, address)
        except Exception:
            logger = logging.getLogger(__name__)
            logger.error("Error in connection callback", exc_info=True)
            raise




[docs]class SyslogParameters(object):
    """
    Encapsulates the syslog configuration
    """
    def __init__(self, conf):

        # todo: simplify the mess
        self.conf = conf
        self.list_of_tcp_sockets = None
        self.list_of_unix_sockets = None
        self.list_of_udp_sockets = None
        self.port_to_protocol = {}
        self.unix_socket_names = []
        self.port_to_ssl_config = {}
        self.port_to_compress = {}

        for server in conf.values():
            assert(isinstance(server, SyslogServerConfig))
            if server.stype == 'unix':
                self.unix_socket_names.extend(server.socket_names)
                for socket_name in server.socket_names:
                    self.port_to_protocol[socket_name] = 'socket'
            else:
                for port in server.ports:
                    # we don't need to track UDP ports
                    if server.stype in ('relp', 'tcp'):
                        self.port_to_protocol[port] = server.stype
                    if server.stype == 'tcp':
                        self.port_to_compress[port] = server.compress

        self.ssl_ports = list(
            chain.from_iterable([server.ports for server in conf.values() if server.ssl is not None])
        )

        for port in self.ssl_ports:
            self.port_to_ssl_config[port] = [server.ssl for server in conf.values() if port in server.ports][0]

[docs]    def delete_unix_sockets(self):
        """
        Try to delete unix sockets files. Ignore any error and log them as warnings.
        """
        for path in self.unix_socket_names:
            try:
                os.remove(path)
            except OSError:
                logger = logging.getLogger(__name__)
                logger.warning("Can't delete unix socket '%s'", path)


[docs]    def bind_all_sockets(self):
        """
        Bind the sockets to the current server

        :return: list of bound sockets
        :rtype: list
        """

        self.list_of_tcp_sockets = list()
        self.list_of_udp_sockets = list()
        for server in self.conf.values():
            address = '127.0.0.1' if server.localhost_only else ''
            [
                self.list_of_tcp_sockets.extend(bind_sockets(port, address))
                for port in server.ports
                if server.stype in ('tcp', 'relp') and server.ports
            ]
            [
                self.list_of_udp_sockets.extend(bind_udp_sockets(port, address))
                for port in server.ports
                if server.stype == 'udp' and server.ports
            ]

        old_umask = os.umask(0o000)
        try:
            self.list_of_unix_sockets = [
                bind_udp_unix_socket(sock, mode=0o777)
                for sock in self.unix_socket_names
            ]
        finally:
            os.umask(old_umask)
        logger = logging.getLogger(__name__)
        logger.info("Pyloggr syslog will listen on: {}".format(
            ','.join(str(x) for x in self.port_to_protocol.keys()))
        )
        logger.info("SSL ports: {}".format(','.join(str(x) for x in self.ssl_ports)))




[docs]class BaseSyslogClientConnection(object):
    """
    Encapsulates a connection with a syslog client
    """
    def __init__(self, stream, address, syslog_parameters):
        """
        :type syslog_parameters: SyslogParameters
        """
        self.syslog_parameters = syslog_parameters
        self.stream = stream
        self.address = address
        if address:
            # ipv4 or ipv6
            self.stream.socket.setsockopt(socket.IPPROTO_TCP, socket.SO_KEEPALIVE, 1)
            self.stream.set_nodelay(True)
        self.stream.set_close_callback(self.on_stream_closed)
        self.client_id = str(uuid.uuid4())

        self.client_host = ''
        self.client_port = None
        self.flowinfo = None
        self.scopeid = None
        self.server_port = None

        self.nb_messages_received = 0
        self.nb_messages_transmitted = 0
        self.packer_groups = []

        self.dispatch_dict = {
            'tcp': self.dispatch_tcp_client,
            'relp': self.dispatch_relp_client,
            'socket': self.dispatch_tcp_client
        }

        self.disconnecting = threading.Event()

    @coroutine
[docs]    def _read_next_tokens(self, nb_tokens=1):
        """
        _read_next_token()
        Reads the stream until we get a space delimiter

        Note
        ====
        Tornado coroutine
        """
        # todo: perf optimisation ?
        stream = self.stream
        tokens = []
        while len(tokens) < nb_tokens:
            token = ''
            while len(token) == 0:
                token = yield stream.read_until_regex(r'\s')
                token = token.strip(' \r\n')
            tokens.append(token)
        raise Return(tokens)


[docs]    def on_stream_closed(self):
        """
        on_stream_closed()
        Called when a client has been disconnected
        """
        self.disconnecting.set()
        logger = logging.getLogger(__name__)
        logger.info("Syslog client has been disconnected {}:{}".format(
            self.client_host, self.client_port
        ))


[docs]    def disconnect(self):
        """
        Disconnects the client
        """
        if not self.disconnecting.is_set():
            self.disconnecting.set()
            if not self.stream.closed():
                self.stream.close()


    @coroutine
[docs]    def dispatch_relp_client(self):
        """
        dispatch_relp_client()
        Implements RELP protocol

        Note
        ====
        Tornado coroutine


        From http://www.rsyslog.com/doc/relp.html::

            Request:
            RELP-FRAME = RELPID SP COMMAND SP DATALEN [SP DATA] TRAILER

            DATA = [SP 1*OCTET] ; command-defined data, if DATALEN is 0, no data is present
            COMMAND = 1*32ALPHA
            TRAILER = LF

            Response:
            RSP-HEADER = TXNR SP RSP-CODE [SP HUMANMSG] LF [CMDDATA]

            RSP-CODE = 200 / 500 ; 200 is ok, all the rest currently erros
            HUAMANMSG = *OCTET ; a human-readble message without LF in it
            CMDDATA = *OCTET ; semantics depend on original command
        """
        logger = logging.getLogger(__name__)
        security_logger = logging.getLogger('security')
        read_next_tokens = self._read_next_tokens
        try:
            while not self.disconnecting.is_set():
                relp_event_id = (yield read_next_tokens(1))[0]
                try:
                    relp_event_id = int(relp_event_id)
                except ValueError:
                    # bad client, let's disconnect
                    log_msg = "Relp ID ({}) was not an integer. We disconnect the RELP client {}:{}".format(
                        relp_event_id, self.client_host, self.client_port
                    )

                    logger.warning(log_msg)
                    security_logger.warning(log_msg)
                    self.disconnect()
                    break
                command, length = yield read_next_tokens(2)
                try:
                    length = int(length)
                except ValueError:
                    # bad client, let's disconnect
                    log_msg = "Relp length ({}) was not an integer. We disconnect the RELP client {}:{}".format(
                        length, self.client_host, self.client_port
                    )
                    logger.warning(log_msg)
                    security_logger.warning(log_msg)
                    self.disconnect()
                    break
                data = b''
                if length > 0:
                    data = yield self.stream.read_bytes(length)

                self._process_relp_command(relp_event_id, command, data)

        except StreamClosedError:
            logger.info("Stream was closed {}:{}".format(self.client_host, self.client_port))
            self.disconnect()
        except ssl.SSLError:
            logger.warning("Something bad happened in the TLS conversation")
            security_logger.exception("Something bad happened in the TLS conversation")
            self.disconnect()


    @coroutine
[docs]    def dispatch_tcp_client(self):
        """
        dispatch_tcp_client()
        Implements Syslog/TCP protocol

        Note
        ====
        Tornado coroutine


        From RFC 6587::

            It can be assumed that octet-counting framing is used if a syslog
            frame starts with a digit.

            TCP-DATA = *SYSLOG-FRAME
            SYSLOG-FRAME = MSG-LEN SP SYSLOG-MSG
            MSG-LEN = NONZERO-DIGIT *DIGIT
            NONZERO-DIGIT = %d49-57
            SYSLOG-MSG is defined in the syslog protocol [RFC5424] and may also be considered to be the payload in [RFC3164]
            MSG-LEN is the octet count of the SYSLOG-MSG in the SYSLOG-FRAME.

            A transport receiver can assume that non-transparent-framing is used
            if a syslog frame starts with the ASCII character "<" (%d60).

            TCP-DATA = *SYSLOG-FRAME
            SYSLOG-FRAME = SYSLOG-MSG TRAILER
            TRAILER = LF / APP-DEFINED
            APP-DEFINED = 1*2OCTET
            SYSLOG-MSG is defined in the syslog protocol [RFC5424] and may also be considered to be the payload in [RFC3164]
        """
        read_next_tokens = self._read_next_tokens
        stream = self.stream
        logger = logging.getLogger(__name__)
        security_logger = logging.getLogger('security')
        try:
            while not self.disconnecting.is_set():
                first_token = (yield read_next_tokens(1))[0]
                if first_token[0] == b'<':
                    # non-transparent framing
                    rest_of_line = yield stream.read_until(b'\n')
                    syslog_msg = first_token + b' ' + rest_of_line
                else:
                    # octet framing
                    try:
                        msg_len = int(first_token)
                    except ValueError:
                        log_msg = u"Syntax error from TCP client '{}:{}'. We disconnect it.".format(
                            self.client_host, self.client_port
                        )
                        logger.warning(log_msg)
                        security_logger.warning(log_msg)
                        self.disconnect()
                        break
                    syslog_msg = yield stream.read_bytes(msg_len)

                if self.syslog_parameters.port_to_compress[self.server_port]:
                    try:
                        buf = BytesIO(lz4.decompress(syslog_msg))
                    except ValueError:
                        logger.error("Syslog server: tcp server: can't decompress data")
                        self.disconnect()
                        break
                    finally:
                        del syslog_msg
                    try:
                        messages = parse_tcp_stream(buf)
                    except ValueError:
                        logger.error("Syslog server: tcp server: can't parse decompressed data")
                        self.disconnect()
                        break
                    finally:
                        buf.close()
                        del buf
                    [self._process_event(message, 'tcp') for message in messages]

                else:
                    self._process_event(syslog_msg.strip(' \r\n'), 'tcp')

        except StreamClosedError:
            logger.info(u"TCP stream was closed {}:{}".format(self.client_host, self.client_port))
            self.disconnect()
        except ssl.SSLError:
            logger.warning("Something bad happened in the TLS conversation")
            security_logger.exception("Something bad happened in the TLS conversation")
            self.disconnect()


[docs]    def _process_relp_command(self, relp_event_id, command, data):
        """
        _process_relp_command(relp_event_id, command, data)
        RELP client has sent a command. Find the type and make the right answer.

        :param relp_event_id: RELP ID, sent by client
        :param command: the RELP command
        :param data: data transmitted after command (can be empty)
        """
        logger = logging.getLogger(__name__)
        security_logger = logging.getLogger('security')
        if command == 'open':
            data = data.strip(b' \r\n')
            answer = '{} rsp {} 200 OK\n{}\n'.format(relp_event_id, len(data) + 7, data)
            self.stream.write(answer)
        elif command == 'close':
            self.stream.write('{} rsp 0\n0 serverclose 0\n'.format(relp_event_id))
            self.disconnect()
        elif command == 'syslog':
            data = data.strip(b' \r\n')
            self._process_event(data, 'relp', relp_event_id)
        elif command == 'lz4':
            try:
                buf = BytesIO(lz4.decompress(data))
            except ValueError:
                logger.error("Dropping compressed stream: invalid compressed data")
                self.disconnect()
                return
            finally:
                del data
            try:
                parsed_relp_id, messages = parse_relp_stream(buf)
            except ValueError:
                # malformed stream
                logger.error("Dropping compressed stream: invalid RELP data")
                self.disconnect()
                return
            finally:
                buf.close()
                del buf
            self._process_group_events(messages, relp_event_id)

        else:
            log_msg = "Unknown command '{}' from {}:{}".format(command, self.client_host, self.client_port)
            security_logger.warning(log_msg)
            logger.warning(log_msg)
            self.stream.write('{} rsp 6 200 OK\n'.format(relp_event_id))


    def _process_event(self, bytes_event, protocol, relp_event_id=None):
        raise NotImplementedError

    def _process_group_events(self, bytes_events, relp_event_id):
        raise NotImplementedError

    def _set_socket(self):
        logger = logging.getLogger(__name__)
        try:
            server_sockname = self.stream.socket.getsockname()
            if isinstance(server_sockname, real_bytes) or isinstance(server_sockname, real_unicode):
                self.server_port = server_sockname       # socket unix
            elif len(server_sockname) == 2:
                self.server_port = server_sockname[1]    # ipv4
                (self.client_host, self.client_port) = self.stream.socket.getpeername()
            elif len(server_sockname) == 4:
                self.server_port = server_sockname[1]    # ipv6
                (self.client_host, self_client_port, self.flowinfo, self.scopeid) = self.stream.socket.getpeername()
            else:
                raise ValueError

        except StreamClosedError:
            logger.info("The client went away before it could be dispatched")
            self.disconnect()
            raise
        except ValueError:
            logger.warning("Unknown socket type")
            self.disconnect()
            raise

    @coroutine
[docs]    def on_connect(self):
        """
        on_connect()
        Called when a client connects to SyslogServer.

        We find the protocol by looking at the connecting port. Then run the appropriate dispatch method.

        Note
        ====
        Tornado coroutine
        """
        logger = logging.getLogger(__name__)
        try:
            self._set_socket()
        except (StreamClosedError, ValueError):
            return

        t = self.syslog_parameters.port_to_protocol.get(self.server_port, None)
        if t is None:
            logger.warning("Don't know what to do with port '{}'".format(self.server_port))
            self.disconnect()
            return

        dispatch_function = self.dispatch_dict.get(t, None)
        if dispatch_function is None:
            logger.warning("on_connect: no dispatch function for '%s'", t)
            self.disconnect()
            return

        logger.info('New client is connected {}:{} to {}'.format(
            self.client_host, self.client_port, self.server_port
        ))

        # noinspection PyCallingNonCallable
        yield dispatch_function()
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  Source code for pyloggr.scripts.processes

# encoding: utf-8

"""
Describe the pyloggr's processes.
"""
from __future__ import absolute_import, division, print_function
__author__ = 'stef'

import logging
import socket

from tornado.gen import coroutine
from tornado.ioloop import IOLoop

from pyloggr.scripts import PyloggrProcess
from pyloggr.utils import drop_caps_or_change_user
from pyloggr.rabbitmq import Configuration as RabbitConfig
from pyloggr.config import Config, Shipper2FSConfig, Shipper2SyslogConfig


[docs]class SyslogProcess(PyloggrProcess):
    """
    Implements the syslog server
    """
    def __init__(self):
        PyloggrProcess.__init__(self, fork=True)
        from pyloggr.main.syslog_server import SyslogParameters

        self.syslog_config = SyslogParameters(Config.SYSLOG)
        try:
            self.syslog_config.bind_all_sockets()
        except socket.error:
            logging.error("Impossible to bind sockets (try sudo?)")
            IOLoop.instance().add_callback(self.shutdown)
            return

        # now that we have bound the sockets, we can drop privileges
        drop_caps_or_change_user(Config.UID, Config.GID)

    @coroutine
    def _launch(self):
        from pyloggr.main.syslog_server import MainSyslogServer

        publisher_config = RabbitConfig(
            host=Config.RABBITMQ.host,
            port=Config.RABBITMQ.port,
            user=Config.RABBITMQ.user,
            password=Config.RABBITMQ.password,
            vhost=Config.RABBITMQ.vhost,
            exchange=Config.SYSLOG_PUBLISHER.exchange,
            application_id=Config.SYSLOG_PUBLISHER.application_id,
            event_type=Config.SYSLOG_PUBLISHER.event_type
        )
        self.pyloggr_process = MainSyslogServer(
            rabbitmq_config=publisher_config,
            syslog_parameters=self.syslog_config,
            server_id=self.task_id
        )
        self.logger.info("Starting {}".format(self.name))
        yield self.pyloggr_process.launch()



[docs]class SyslogAgentProcess(PyloggrProcess):
    """
    Implements a syslog agent for end clients
    """
    def __init__(self):
        PyloggrProcess.__init__(self, fork=False, shared_cache=False)

    @coroutine
    def _launch(self):
        from pyloggr.main.agent import SyslogAgent
        self.pyloggr_process = SyslogAgent(Config.SYSLOG_AGENT)
        try:
            self.pyloggr_process.syslog_parameters.bind_all_sockets()
        except socket.error:
            logging.error("Impossible to bind sockets (try sudo?)")
            IOLoop.instance().add_callback(self.shutdown)
            return
        drop_caps_or_change_user(Config.UID, Config.GID)
        self.logger.info("Starting {}".format(self.name))
        yield self.pyloggr_process.launch()



[docs]class FilterMachineProcess(PyloggrProcess):
    """
    Apply filters to each event found in RabbitMQ, post back into RabbitMQ

    Parameters
    ==========
    name: str
        process name
    """
    def __init__(self):
        PyloggrProcess.__init__(self, fork=True)

    @coroutine
    def _launch(self):
        self.pyloggr_process = []
        for name, machine_config in Config.MACHINES.items():
            consumer_config = RabbitConfig(
                host=Config.RABBITMQ.host,
                port=Config.RABBITMQ.port,
                user=Config.RABBITMQ.user,
                password=Config.RABBITMQ.password,
                vhost=Config.RABBITMQ.vhost,
                queue=machine_config.source.queue,
                qos=machine_config.source.qos,
                binding_key=machine_config.source.binding_key
            )
            publisher_config = RabbitConfig(
                host=Config.RABBITMQ.host,
                port=Config.RABBITMQ.port,
                user=Config.RABBITMQ.user,
                password=Config.RABBITMQ.password,
                vhost=Config.RABBITMQ.vhost,
                exchange=machine_config.destination.exchange,
                application_id=machine_config.destination.application_id,
                event_type=machine_config.destination.event_type
            )
            from pyloggr.main.filter_machine import FilterMachine
            process = FilterMachine(
                consumer_config=consumer_config,
                publisher_config=publisher_config,
                filters_filename=machine_config.filters
            )
            self.pyloggr_process.append(process)
            self.logger.info("Starting machine '{}'".format(name))
            yield process.launch()



[docs]class PgSQLShipperProcess(PyloggrProcess):
    """
    Ships events to PostgreSQL
    """
    def __init__(self):
        PyloggrProcess.__init__(self, fork=False)

    @coroutine
    def _launch(self):
        # start multiple pyloggr shippers if needed
        self.pyloggr_process = []
        for name, shipper_config in Config.SHIPPER2PGSQL.items():
            consumer_config = RabbitConfig(
                host=Config.RABBITMQ.host,
                port=Config.RABBITMQ.port,
                user=Config.RABBITMQ.user,
                password=Config.RABBITMQ.password,
                vhost=Config.RABBITMQ.vhost,
                queue=shipper_config.source_queue,
                qos=shipper_config.event_stack_size + 10,
                binding_key=None
            )
            from pyloggr.main.shipper2pgsql import PostgresqlShipper
            process = PostgresqlShipper(consumer_config, shipper_config)
            self.pyloggr_process.append(process)
            self.logger.info("Starting PGSQL shipper '{}'".format(name))
            IOLoop.instance().add_callback(process.launch)



[docs]class FSShipperProcess(PyloggrProcess):
    """
    Dumps events to the filesystem
    """
    def __init__(self):
        PyloggrProcess.__init__(self, fork=False)

    @coroutine
    def _launch(self):
        # start multiple pyloggr shippers if needed
        self.pyloggr_process = []
        for name, shipper_config in Config.SHIPPER2FS.items():
            assert(isinstance(shipper_config, Shipper2FSConfig))
            consumer_config = RabbitConfig(
                host=Config.RABBITMQ.host,
                port=Config.RABBITMQ.port,
                user=Config.RABBITMQ.user,
                password=Config.RABBITMQ.password,
                vhost=Config.RABBITMQ.vhost,
                queue=shipper_config.source_queue
                # qos=shipper_config.event_stack_size + 10,
                # binding_key=None
            )
            from pyloggr.main.shipper2fs import FilesystemShipper
            process = FilesystemShipper(consumer_config, shipper_config)
            self.pyloggr_process.append(process)
            self.logger.info("Starting FS shipper '{}'".format(name))
            IOLoop.instance().add_callback(process.launch)



[docs]class SyslogShipperProcess(PyloggrProcess):
    """Ships events to a remote syslog server"""

    def __init__(self):
        PyloggrProcess.__init__(self, fork=False)

    @coroutine
    def _launch(self):
        # start multiple pyloggr shippers if needed
        self.pyloggr_process = []
        for name, shipper_config in Config.SHIPPER2SYSLOG.items():
            assert(isinstance(shipper_config, Shipper2SyslogConfig))
            consumer_config = RabbitConfig(
                host=Config.RABBITMQ.host,
                port=Config.RABBITMQ.port,
                user=Config.RABBITMQ.user,
                password=Config.RABBITMQ.password,
                vhost=Config.RABBITMQ.vhost,
                queue=shipper_config.source_queue,
                qos=shipper_config.source_qos
                # binding_key=None ?
            )
            from pyloggr.main.shipper2syslog import SyslogShipper
            process = SyslogShipper(consumer_config, shipper_config)
            self.pyloggr_process.append(process)
            self.logger.info("Starting syslog shipper '{}'".format(name))
            IOLoop.instance().add_callback(process.launch)



[docs]class FrontendProcess(PyloggrProcess):
    """
    Web frontend to Pyloggr
    """
    def __init__(self):
        from tornado.netutil import bind_sockets
        PyloggrProcess.__init__(self, fork=False)
        try:
            self.sockets = bind_sockets(Config.HTTP_PORT)
        except socket.error:
            logging.error("Impossible to bind socket to port '%s' (try sudo?)", Config.HTTP_PORT)
            IOLoop.instance().add_callback(self.shutdown)
            return

        drop_caps_or_change_user(Config.UID, Config.GID)

    @coroutine
    def _launch(self):
        from pyloggr.main.web_frontend import WebServer
        self.pyloggr_process = WebServer(self.sockets)
        self.logger.info("Starting {}".format(self.name))
        yield self.pyloggr_process.launch()



[docs]class HarvestProcess(PyloggrProcess):
    """
    Monitor directories and inject files as logs in Pyloggr
    """
    def __init__(self):
        PyloggrProcess.__init__(self, fork=False)

    @coroutine
    def _launch(self):
        publisher_config = RabbitConfig(
            host=Config.RABBITMQ.host,
            port=Config.RABBITMQ.port,
            user=Config.RABBITMQ.user,
            password=Config.RABBITMQ.password,
            vhost=Config.RABBITMQ.vhost,
            exchange=Config.SYSLOG_PUBLISHER.exchange,
            application_id=Config.SYSLOG_PUBLISHER.application_id,
            event_type=Config.SYSLOG_PUBLISHER.event_type
        )
        from pyloggr.main.harvest import Harvest
        try:
            self.pyloggr_process = Harvest(
                harvest_config=Config.HARVEST,
                publisher_config=publisher_config
            )
        except OSError:
            logging.getLogger(__name__).exception("Harvest Initialization failed")
            IOLoop.instance().add_callback(self.shutdown)
        else:
            self.logger.info("Starting {}".format(self.name))
            yield self.pyloggr_process.launch()



[docs]class CollectorProcess(PyloggrProcess):
    """
    Collect events from the "rescue queue" and inject them back in pyloggr
    """
    def __init__(self):
        PyloggrProcess.__init__(self, fork=False)

    @coroutine
    def _launch(self):
        publisher_config = RabbitConfig(
            host=Config.RABBITMQ.host,
            port=Config.RABBITMQ.port,
            user=Config.RABBITMQ.user,
            password=Config.RABBITMQ.password,
            vhost=Config.RABBITMQ.vhost,
            exchange=Config.SYSLOG_PUBLISHER.exchange,
            application_id=Config.SYSLOG_PUBLISHER.application_id,
            event_type=Config.SYSLOG_PUBLISHER.event_type
        )
        from pyloggr.main.collector import EventCollector
        self.pyloggr_process = EventCollector(rabbitmq_config=publisher_config)
        self.logger.info("Starting {}".format(self.name))
        yield self.pyloggr_process.launch()
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Overview


pyloggr is a set of tools to



		centralize logs


		parse logs and apply some filters


		store logs in a convenient database


		search logs






		Free software: GPLv3 (or later) license


		Documentation: https://pyloggr.readthedocs.org.


		Github: https://github.com/stephane-martin/pyloggr








Features



		Syslog server: implements RFC 5424 and RFC 3164 formatting, can receive logs over TCP, TCP/TLS or RELP


		Apply some filters to logs. For instance pyloggs supports the grok filter, similar to logstash


		Database storage: currently in PostgreSQL, using JSONB support


		Web frontend: pyloggr monitoring, log exploration








Todo


See Github issues [https://github.com/stephane-martin/pyloggr/issues]
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  Source code for pyloggr.syslog.tcp_syslog_client

# encoding: utf-8

"""
TCP syslog client
"""

__author__ = 'stef'

import logging
from io import BytesIO
from tornado.gen import coroutine, Return
from tornado.iostream import StreamClosedError
from .base import GenericClient

logger = logging.getLogger(__name__)
security_logger = logging.getLogger("security")


[docs]class SyslogClient(GenericClient):
    """
    Utility class to send messages or whole files to a syslog server, using TCP

    Parameters
    ==========
    server: str
        RELP server hostname or IP
    port: int
        RELP server port
    use_ssl: bool
        Should the client connect with SSL
    """

    def __init__(self, server, port, use_ssl=False, verify_cert=True, hostname=None, ca_certs=None,
                 client_key=None, client_cert=None, server_deadline=None):
        super(SyslogClient, self).__init__(server, port, use_ssl, verify_cert, hostname, ca_certs, client_key,
                                           client_cert)

    @coroutine
[docs]    def start(self):
        """
        start()
        Connect to the syslog server
        """
        yield super(SyslogClient, self).start()
        raise Return(self.closed_connection_event)


    @coroutine
[docs]    def stop(self):
        """
        stop()
        Disconnect from the syslog server
        """
        if not self.stream.closed():
            self.stream.close()
        yield super(SyslogClient, self).stop()


    @coroutine
[docs]    def send_events(self, events, frmt="RFC5424", compress=False):
        """
        send_events(events, frmt="RFC5424")
        Send multiple events to the syslog server

        :param events: events to send (iterable of :py:class:`Event`)
        :param frmt: event dumping format
        """

        if self.closed_connection_event.is_set():
            raise Return((False, len(events) * [False]))

        buf = BytesIO()
        nb_events = 0
        for event in events:
            bytes_event = event.dump(frmt=frmt) + "\n"
            syslog_line = str(len(bytes_event)) + ' ' + bytes_event
            buf.write(syslog_line)
            nb_events += 1

        if compress:
            s = yield self.compress_thread.submit(self._compress, buf.getvalue())
            s = str(len(s)) + ' ' + s
        else:
            s = buf.getvalue()

        try:
            if nb_events > 0:
                try:
                    yield self.stream.write(s)
                except StreamClosedError:
                    raise Return((False, nb_events * [False]))
                else:
                    raise Return((True, nb_events * [True]))
            else:
                raise Return((True, []))
        finally:
            buf.close()







          

      

      

    


    
    

  

_modules/pyloggr/syslog/relp_client.html


    
      Navigation


      
        		
          index


        		
          modules |


        		Pyloggr 0.3 documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for pyloggr.syslog.relp_client

# encoding: utf-8

"""
RELP syslog client
"""

from __future__ import absolute_import, division, print_function
__author__ = 'stef'

import logging
from tornado.gen import coroutine, Return
from tornado.ioloop import IOLoop
from tornado.iostream import StreamClosedError
from toro import Event as ToroEvent
from future.utils import raise_from

from pyloggr.utils.constants import RELP_OPEN_COMMAND, RELP_CLOSE_COMMAND
from pyloggr.utils import sleep
from .base import GenericClient


security_logger = logging.getLogger("security")


class RELPException(Exception):
    pass


class ServerClose(RELPException):
    pass


class ServerBoo(RELPException):
    pass


[docs]class RELPClient(GenericClient):
    """
    Utility class to send messages or whole files to a RELP server, using an asynchrone TCP client

    Parameters
    ==========
    server: str
        RELP server hostname or IP
    port: int
        RELP server port
    use_ssl: bool
        Should the client connect with SSL
    """

    def __init__(self, server, port, use_ssl=False, verify_cert=True, hostname=None, ca_certs=None,
                 client_key=None, client_cert=None, server_deadline=120):

        super(RELPClient, self).__init__(server, port, use_ssl, verify_cert, hostname, ca_certs, client_key,
                                         client_cert)
        self.current_relp_id = 1
        self.server_deadline = server_deadline
        self.acks = None
        self.unexpected_close = None

    @coroutine
[docs]    def start(self):
        """
        start()
        Connect to the RELP server and send 'open' command

        :raises `socket.error`: if TCP connection fails

        Note
        ====
        Tornado coroutine
        """
        yield super(RELPClient, self).start()
        self.current_relp_id = 1
        self._say_hello()

        self.current_relp_id += 1
        self.acks = {}
        self.unexpected_close = ToroEvent()
        # receive the responses in background
        IOLoop.current().add_callback(self._read_streaming_responses)
        raise Return(self.closed_connection_event)


    def _say_hello(self):
        logger = logging.getLogger(__name__)
        try:
            yield self.stream.write(str(self.current_relp_id) + " " + RELP_OPEN_COMMAND)
            response_id, code, data = yield self._read_one_response()
            if code != 200:
                logger.error("RELP server sent a BOO after the 'open' command")
                raise ServerBoo(data)
        except (ServerClose, StreamClosedError, ServerBoo) as ex:
            logger.error("RELP opening connection failed")
            raise_from(ServerClose("RELP opening connection failed"), ex)

    @coroutine
    def _read_streaming_responses(self):
        logger = logging.getLogger(__name__)
        while True:
            try:
                response_id, code, data = yield self._read_one_response()
            except ServerClose:
                logger.error("_read_streaming_responses: server announced unexpected close")
                self.stream.close()
                self.unexpected_close.set()
                return
            except StreamClosedError:
                logger.error("_read_streaming_responses: stream closed error")
                self.unexpected_close.set()
                return
            except ServerBoo:
                logger.error("_read_streaming_responses: did not understand response")
                self.stream.close()
                self.unexpected_close.set()
                return
            if code == 200:
                logger.debug("RELP client: remote RELP server ACKed one message")
            self.acks[response_id] = True if code == 200 else False

    @coroutine
    def _read_one_response(self):
        response_id = yield self._read_next_token()
        if response_id == "0":
            raise ServerClose("RELP server announced a serverclose")
        try:
            response_id = int(response_id)
            yield self._read_next_token()              # rsp
            length = yield self._read_next_token()
            length = int(length)
            if length > 0:
                data = yield self.stream.read_bytes(length)
                data = data.strip('\r\n ').split(None, 1)
                code = int(data[0])
                cmddata = ''
                if len(data) > 0:
                    cmddata = data[1].strip('\r\n ')
            else:
                code = None
                cmddata = ''
        except (ValueError, TypeError) as ex:
            raise_from(ServerBoo("did not understand relp server response"), ex)
            return
        raise Return((response_id, code, cmddata))

    @coroutine
[docs]    def stop(self):
        """
        stop()
        Disconnect from the RELP server
        """
        if not self.stream.closed():
            try:
                yield self.stream.write(str(self.current_relp_id) + " " + RELP_CLOSE_COMMAND)
            except StreamClosedError:
                pass
            else:
                # yield self._read_one_response()
                self.stream.close()
        yield super(RELPClient, self).stop()


    @coroutine
[docs]    def send_events(self, events, frmt="RFC5424", compress=False):
        """
        send_events(events, frmt="RFC5424")
        Send multiple events to the RELP server

        :param events: events to send (iterable of :py:class:`Event`)
        :param frmt: event dumping format
        :param compress: if True, send the events as one LZ4-compressed line
        :type events: iterable of Event
        :type frmt: str
        :type compress: bool
        """

        if self.closed_connection_event.is_set():
            raise Return((False, len(events) * [False]))

        n_start = self.current_relp_id
        logger = logging.getLogger(__name__)
        relp_ids = set()
        nb_total_events = 0

        if compress:
            # same relp ID for every line
            current_relp_id_str = str(self.current_relp_id)
            relp_ids.add(self.current_relp_id)
            # increment current_relp_if *before* any yield !
            self.current_relp_id += 1
            nb_total_events = 1

            bytes_events = (event.dump(frmt=frmt) + "\n" for event in events)
            lines = (str(len(bytes_event)) + ' ' + bytes_event for bytes_event in bytes_events)
            relp_lines = (current_relp_id_str + " syslog " + line + "\n" for line in lines)
            uncompressed = "".join(relp_lines)
            # compress the buf with LZ4
            compressed = yield self.compress_thread.submit(self._compress, uncompressed)
            ratio = int(100 - (100 * len(compressed) // len(uncompressed)))
            logger.debug("RELP client: LZ4 compression ratio: %s", ratio)
            relp_line = current_relp_id_str + " lz4 " + str(len(compressed)) + ' ' + compressed  + "\n"

            try:
                yield self.stream.write(relp_line)
            except StreamClosedError:
                logger.info("Relp client sending events: Stream closed error ?!")
                self.unexpected_close.set()
        else:
            # send the events separately, without compression
            relp_lines = []
            # there is no "yield" in the for loop, so the self.current_relp_id can be incremented without
            # any race condition (at the cost of consumed RAM)
            for event in events:
                bytes_event = event.dump(frmt=frmt)
                line = str(len(bytes_event)) + ' ' + bytes_event
                relp_lines.append(str(self.current_relp_id) + " " + "syslog " + line + "\n")
                relp_ids.add(self.current_relp_id)
                self.current_relp_id += 1
                nb_total_events += 1
            try:
                yield self.stream.write("".join(relp_lines))
            except StreamClosedError:
                logger.info("Relp client sending events: Stream closed error ?!")
                self.unexpected_close.set()

        # wait that until we have all answers
        elapsed = 0
        while (not relp_ids.issubset(set(self.acks.keys()))) and (not self.unexpected_close.is_set()):
            yield sleep(1, wake_event=self.unexpected_close)
            elapsed += 1
            if elapsed >= self.server_deadline:
                logger.warning("RELP client: the server did not sent all answers before deadline. Giving up.")
                self.stream.close()
                self.unexpected_close.set()

        if compress:
            if n_start in self.acks:
                status = [self.acks[n_start] and not self.unexpected_close.is_set()]
                acks = nb_total_events * status
                raise Return((status, acks))
            else:
                raise Return((False, nb_total_events * [False]))
        else:
            # return all the ACKs that we've got
            acks = [self.acks.get(relp_id, False) for relp_id in sorted(relp_ids)]
            raise Return((not self.unexpected_close.is_set(), acks))
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  Source code for pyloggr.main.shipper2fs

# encoding: utf-8

"""
Ships events from RabbitMQ to the filesystem
"""

from __future__ import absolute_import, division, print_function
__author__ = 'stef'

import logging
from datetime import timedelta
from os.path import dirname, exists, join
from io import open
import os

from tornado.concurrent import Future
from tornado.gen import coroutine, Return, TimeoutError
from tornado.ioloop import IOLoop, PeriodicCallback
from sortedcontainers import SortedSet
import lockfile
from future.utils import lmap, viewvalues

from pyloggr.rabbitmq.consumer import Consumer, RabbitMQConnectionError, RabbitMQMessage
from pyloggr.utils import sleep
from pyloggr.config import Config
from pyloggr.event import Event, ParsingError, InvalidSignature

logger = logging.getLogger(__name__)
security_logger = logging.getLogger('security')


[docs]class FilesystemShipper(object):
    """
    The FilesystemShipper takes events from a RabbitMQ queue and writes them on filesystem

    Parameters
    ==========
    rabbitmq_config: pyloggr.rabbitmq.Configuration
        RabbitMQ configuration
    export_fs_config: pyloggr.config.Shipper2FSConfig
        Log export configuration
    """

    def __init__(self, rabbitmq_config, export_fs_config):
        """
        :type rabbitmq_config: pyloggr.rabbitmq.Configuration
        :type export_fs_config: pyloggr.config.Shipper2FSConfig
        """
        self.consumer = Consumer(rabbitmq_config)
        self.export_fs_config = export_fs_config
        self.shutting_down = None
        self.event_queue = None
        self.closed_conn_event = None
        self.files_queues = {}

    @coroutine
[docs]    def launch(self):
        """
        launch()
        Start shipper2fs
        """
        # connect to RabbitMQ
        try:
            self.closed_conn_event = yield self.consumer.start()
        except (RabbitMQConnectionError, TimeoutError):
            logger.error("Can't connect to RabbitMQ")
            yield sleep(60)
            if not self.shutting_down:
                IOLoop.instance().add_callback(self.launch)
            return

        # consume events and put them in event_queue
        self.event_queue = self.consumer.start_consuming()
        IOLoop.instance().add_callback(self._consume)

        # wait until we lose rabbitmq connection
        yield self.closed_conn_event.wait()
        # we lost connection to RabbitMQ (by accident, or because stop() was called)
        yield self.stop()
        logger.info("Waiting {} seconds before trying to reconnect".format(Config.SLEEP_TIME))
        yield sleep(Config.SLEEP_TIME)
        if not self.shutting_down:
            # try to reconnect
            IOLoop.instance().add_callback(self.launch)


    @coroutine
[docs]    def stop(self):
        """
        stop()
        Stops the shipper
        """
        logger.info("Stopping shipper2fs")
        if self.consumer:
            yield self.consumer.stop()
            self.consumer = None
        # stop the "export to FS" queues
        lmap(lambda queue: queue.stop(), viewvalues(self.files_queues))


    @coroutine
[docs]    def shutdown(self):
        """
        shutdown()
        Shutdowns (stops definitely) the shipper.
        """
        logger.info("Shutting down shipper2fs")
        self.shutting_down = True
        yield self.stop()


    @coroutine
    def _consume(self):
        event_queue = self.event_queue
        if event_queue is None:
            return

        # loop until we lose rabbitmq connection
        while (not self.closed_conn_event.is_set()) or (event_queue.qsize() != 0):
            try:
                message = yield event_queue.get_wait(deadline=timedelta(seconds=1))
            except TimeoutError:
                pass
            else:
                IOLoop.instance().add_callback(self.export, message)

    @coroutine
[docs]    def export(self, message):
        """
        export(message)
        Export event to filesystem

        :param message: RabbitMQ message
        :type message: RabbitMQMessage
        """
        try:
            event = Event.parse_bytes_to_event(message.body, hmac=True)
        except ParsingError:
            logger.info("shipper2fs: dropping one unparsable message")
            message.ack()
        except InvalidSignature:
            logger.info("shipper2fs: dropping one message with invalid signature")
            message.ack()
            security_logger.critical("shipper2fs: dropping one message with invalid signature")
            security_logger.info(message.body)
        else:
            # put event in export queue and wait until it has been exported
            res = yield self._append(event)
            if res:
                message.ack()
            else:
                message.nack()


    @coroutine
[docs]    def _append(self, event):
        """
        :type event: pyloggr.event.Event
        """
        # replace fields: $SOURCE, $DATE, $SEVERITY, $FACILITY, $APP_NAME
        filename = self.export_fs_config.filename.replace(
            '$SOURCE', event.source
        ).replace(
            '$SEVERITY', event.severity
        ).replace(
            '$FACILITY', event.facility
        ).replace(
            '$APP_NAME', event.app_name
        ).replace(
            '$DATE', str(event.timereported.date())
        ).lstrip('/')
        filename = join(self.export_fs_config.directory, filename)
        if filename not in self.files_queues:
            self.files_queues[filename] = FSQueue(
                filename, self.export_fs_config.seconds_between_flush, self.export_fs_config.frmt
            )
        queue = self.files_queues[filename]
        res = yield queue.append(event)
        raise Return(res)




[docs]class FSQueue(object):
    """
    Store events that have to be exported to a given filename
    """
    def __init__(self, filename, period, frmt):
        self.filename = filename
        self.frmt = frmt
        self._queue = SortedSet()
        self.futures = {}
        self._periodic = PeriodicCallback(self.flush, period * 1000)
        self._periodic.start()
        self._flushing = False

    @coroutine
[docs]    def append(self, event):
        """
        append(event)
        Add an event to the queue. The coroutine resolves when the event has been exported.

        :param event: event
        :type event: pyloggr.event.Event
        """
        if event in self._queue:
            raise Return(True)
        self._queue.add(event)
        self.futures[event.uuid] = Future()
        res = yield self.futures[event.uuid]
        del self.futures[event.uuid]
        raise Return(res)


[docs]    def flush(self):
        """
        flush()
        Actually flush the events to the file
        """
        if self._flushing:
            return
        self._flushing = True
        if len(self._queue) == 0:
            return
        s = "\n".join(event.dump(frmt=self.frmt) for event in self._queue) + '\n'
        dname = dirname(self.filename)
        if not exists(dname):
            os.makedirs(dname)
        logger.debug("Flushing '{}'".format(self.filename))
        try:
            with lockfile.LockFile(self.filename):
                with open(self.filename, 'ab') as fh:
                    fh.write(s)
        except (OSError, lockfile.Error):
            logger.exception("shipper2fs: flushing failed")
            lmap(lambda event: self.futures[event.uuid].set_result(False), self._queue)
        else:
            lmap(lambda event: self.futures[event.uuid].set_result(True), self._queue)
        finally:
            self._queue = SortedSet()
            self._flushing = False


[docs]    def stop(self):
        """
        stop()
        Stop the queue
        """
        self._periodic.stop()
        # notify that the events inside this queue were not exported
        if self.futures:
            lmap(lambda future: future.set_result(False), viewvalues(self.futures))
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  Source code for pyloggr.utils

# encoding: utf-8

"""
The `utils` subpackage provides various tools used by other packages.

--------------------

"""

__author__ = 'stef'

import logging
from os.path import join, exists, isdir, expanduser, abspath, dirname
import os
import re
import platform
from io import BytesIO

from distutils.util import strtobool
from future.builtins import input
from tornado.concurrent import Future
from tornado.ioloop import IOLoop
from unidecode import unidecode

from .fix_unicode import to_unicode, to_bytes


[docs]def sleep(duration, wake_event=None, threading_event=None):
    """
    Return a Future that just 'sleeps'. The Future can be interrupted in case of process shutdown.

    :param duration: sleep time in seconds
    :param wake_event: optional event to wake the sleeper
    :param threading_event: optional `threading.Event` to wake up the sleeper
    :type duration: int
    :type wake_event: toro.Event
    :type threading_event: threading.Event
    :rtype: Future
    """
    f = Future()

    def _nothing():
        if not f.done():
            f.set_result(None)

    def _wakeup(ringthebell=None):
        if not f.done():
            f.set_result(None)

    def _check_event():
        if not f.done():
            if threading_event.is_set():
                f.set_result(None)
            else:
                IOLoop.current().call_later(1, _check_event)

    if wake_event is not None:
        IOLoop.current().add_future(wake_event.wait(), _wakeup)
    if threading_event is not None:
        IOLoop.current().call_later(1, _check_event)
    timeout = IOLoop.current().call_later(duration, _nothing)
    timeout.callback.sleeper = True
    return f



[docs]def remove_pid_file(name):
    """
    Try to remove PID file

    :param name: PID name
    """
    from pyloggr.config import Config
    pid_file = join(Config.PIDS_DIRECTORY, name + u".pid")
    if exists(pid_file):
        try:
            os.remove(pid_file)
        except OSError as ex:
            if ex.errno == 2:
                logging.info("PID file '%s' not removed cause it does not exist", pid_file)
            else:
                logging.warning("Impossible to remove PID file '%s'", pid_file)


def write_pid_file(directory, process, uid=None, gid=None):
    pid_file = join(directory, process + u".pid")
    try:
        with open(pid_file, 'w') as f:
            f.write(str(os.getpid()))
    except OSError:
        raise OSError("Error trying to write PID file '%s'", pid_file)
    if uid is not None:
        try:
            os.chown(pid_file, uid, -1)
        except OSError:
            logging.warning("Impossible to change UID of file '%s' to '%s'", pid_file, uid)
    if gid is not None:
        try:
            os.chown(pid_file, -1, gid)
        except OSError:
            logging.warning("Impossible to change GID of file '%s' to '%s'", pid_file, gid)

[docs]def ask_question(question):
    """
    Ask a Y/N question on command line

    :param question: question text
    :return: user answer
    :rtype: bool
    """
    answer = input(question + ' ').strip().lower()
    try:
        answer = strtobool(answer)
    except ValueError:
        answer = False
    return answer



[docs]def chown_r(path, uid, gid):
    """
    Recursively chown a directory

    :param path: directory path
    :param uid: numeric UID
    :param gid: numeric GID
    """
    try:
        os.chown(path, uid, gid)
    except OSError:
        pass
    for root, dirs, files in os.walk(path):
        for d in dirs:
            try:
                os.chown(os.path.join(root, d), uid, gid)
            except OSError:
                pass
        for f in files:
            try:
                os.chown(os.path.join(root, f), uid, gid)
            except OSError:
                pass



[docs]def make_dir_r(path):
    """
    Recursively create directories

    :param path: directory to create
    :return: list of created directories
    """
    created_paths = []

    def _make(p):
        if exists(p):
            return
        _make(dirname(p))
        os.mkdir(p)
        created_paths.append(p)

    _make(path)
    return created_paths



[docs]def check_directory(dname, uid=None, gid=None, create=True):
    """
    Checks that directory `dname` exists (we create it if needed), is really a directory, and is writeable

    :param dname: directory name
    :return: absolute directory name
    :rtype: str
    :raise OSError: when tests fail
    """
    dname = abspath(expanduser(dname))
    created = []
    if exists(dname):
        if not isdir(dname):
            raise ValueError("'{}' exists but is not a directory".format(dname))
        if not os.access(dname, os.W_OK | os.X_OK):
            raise ValueError("'{}' is not writeable".format(dname))
    elif create:
        created = make_dir_r(dname)
    else:
        raise ValueError("'{}' does not exist".format(dname))

    if uid is not None:
        chown_r(dname, uid, -1)
        for p in created:
            chown_r(p, uid, -1)
    if gid is not None:
        chown_r(dname, -1, gid)
        for p in created:
            chown_r(p, -1, gid)
    return dname



_not_allowed_chars_in_key = re.compile('[=\\s\\[\\]\\(\\)\\?,\'"]')
_not_allowed_chars_in_tag = re.compile('[=\\(\\)!^¨*,"\']')
_escape_re = re.compile(r'([="\]])')


[docs]def sanitize_key(key):
    """
    Remove unwanted chars (=, spaces, quote marks, [], (), commas) from key. Convert to pure ASCII.

    :param key: key
    :return: sanitized key
    :rtype: unicode
    """
    return (_not_allowed_chars_in_key.sub(u'', unidecode(to_unicode(key)))).decode('ascii')



[docs]def sanitize_tag(tag):
    """
    Remove unwanted chars from tag

    :param tag: tag
    :return: sanitized tag
    :rtype: unicode
    """
    return _not_allowed_chars_in_tag.sub(u'', to_unicode(tag))



def change_user(uid=None, gid=None):
    security = logging.getLogger('security')
    try:
        if gid is not None:
            os.setregid(gid, gid)
            security.info("Changed GID to %s", gid)
        if uid is not None:
            os.setreuid(uid, uid)
            security.info("Changed UID to %s", uid)
    except OSError:
        security.error("Impossible to change UID, GID to '%s', '%s'", uid, gid)


[docs]def drop_capabilities(all=True):
    """
    Drop capabilities on Linux in case pyloggr runs as root. Only keep "net_bind_service" and "syslog".
    """
    if platform.system().lower().strip() == 'linux':
        try:
            # noinspection PyPackageRequirements,PyUnresolvedReferences
            import prctl
        except ImportError:
            print("Warning: prctl module not found. Can't drop capabilities")
        else:
            l = ['net_bind_service', 'syslog']
            if not all:
                l.extend(['setuid', 'setgid'])
            l = ','.join(l)
            try:
                #prctl.cap_permitted.limit(l)
                prctl.cap_inheritable.limit(l)
                prctl.cap_effective.limit(l)
            except ValueError:
                print("Warning: exception occured while dropping capabilities")
            else:
                print("Only keeping capabilities: " + ",".join(l))
                return True



def drop_caps_or_change_user(uid=None, gid=None):
    if uid is not None and gid is not None:
        change_user(uid, gid)
    try:
        drop_capabilities(all=True)
    except:
        pass


[docs]def read_next_token_in_stream(stream):
    """
    Reads the stream until we get a space delimiter
    """
    spaces = set(' \r\n')
    tok = BytesIO()
    while True:
        c = stream.read(1)
        if not c:
            break
        if c in spaces:
            v = tok.getvalue().strip(' \r\n')
            if v:
                tok.close()
                tok = BytesIO()
                yield v
        else:
            tok.write(c)






          

      

      

    


    
    

  

_modules/pyloggr/scripts.html


    
      Navigation


      
        		
          index


        		
          modules |


        		Pyloggr 0.3 documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for pyloggr.scripts

# encoding: utf-8

"""
The `script` subpackage contains launchers for the pyloggr's processes.
"""

__author__ = 'stef'

import logging
import logging.config
import time
import psutil
import sys
from signal import signal, SIGTERM, SIGINT, SIG_IGN

from tornado.ioloop import IOLoop
from tornado.process import fork_processes
from tornado.gen import coroutine
from future.utils import lmap

from pyloggr.config import Config
from pyloggr.cache import Cache
from pyloggr.event import Event

[docs]class PyloggrProcess(object):
    """
    Boilerplate for starting the different pyloggr processes
    """
    def __init__(self, fork=True, shared_cache=True):
        self.name = self.__class__.__name__
        self.logger = None
        self.fork = fork
        self.task_id = -1
        self.pyloggr_process = None
        self.shared_cache = shared_cache

[docs]    def main(self):
        """
        main method

        - Initialize Redis cache
        - set up signal handlers
        - fork if necessary
        - run the `launch` method
        """
        self.logger = logging.getLogger('pyloggr')

        Event.set_hmac_key(Config.HMAC_KEY)
        if self.shared_cache:
            Cache.initialize()

        signal(SIGTERM, self._parent_sig_handler)
        signal(SIGINT, self._parent_sig_handler)

        if self.fork:
            try:
                self.task_id = fork_processes(0)
            except OSError as ex:
                if ex.errno == 10:
                    return
                raise

            # fork_processes returns as a child process
            # set signals for tornado children
            signal(SIGTERM, self._child_sig_handler)
            signal(SIGINT, SIG_IGN)

        # child process
        IOLoop.instance().add_callback(self._launch)
        self.logger.info("Starting the IOLoop for {}".format(self.task_id))
        IOLoop.instance().start()
        # cleanly exits the child
        sys.exit(0)

    # noinspection PyUnusedLocal

    def _child_sig_handler(self, sig, frame):
        self.logger.info('Child caught signal: {}'.format(sig))
        IOLoop.instance().add_callback_from_signal(self.shutdown)

    # noinspection PyUnusedLocal
    def _parent_sig_handler(self, sig, frame):
        self.logger.info('Parent caught signal: {}'.format(sig))
        if self.fork:
            # ask the children to stop
            current_process = psutil.Process()
            current_name = current_process.name()
            children = [child for child in current_process.children() if child.name() == current_name]
            [child.send_signal(SIGTERM) for child in children]
            # wait until everyone is dead
            [child.wait() for child in children]
            from pyloggr.utils import remove_pid_file
            remove_pid_file(self.name)
        else:
            # single process tornado
            IOLoop.instance().add_callback_from_signal(self.shutdown)

    @coroutine
[docs]    def _launch(self):
        """
        launch()
        Abstract method

        Note
        ====
        Tornado coroutine
        """
        raise NotImplementedError


    @coroutine
[docs]    def shutdown(self):
        """
        shutdown()
        Cleanly shutdown the process

        Note
        ====
        Tornado coroutine
        """

        self.logger.info("Shutting down '{}'...".format(self.task_id))
        if self.pyloggr_process:
            if isinstance(self.pyloggr_process, list):
                futures = map(lambda p: p.shutdown(), self.pyloggr_process)
                yield futures
            else:
                yield self.pyloggr_process.shutdown()

        io_loop = IOLoop.instance()

        def _stop_sleepers():
            # noinspection PyUnresolvedReferences,PyProtectedMember
            sleepers = [timeout for timeout in io_loop._timeouts if getattr(timeout.callback, 'sleeper', None)]
            lmap(io_loop.remove_timeout, sleepers)

        max_wait = getattr(Config, 'MAX_WAIT_SECONDS_BEFORE_SHUTDOWN', 10)
        deadline = time.time() + max_wait
        countdown = max_wait

        def _stop_loop(counter):
            self.logger.debug(counter)
            # get rid of sleepers
            _stop_sleepers()
            now = time.time()
            # noinspection PyProtectedMember
            if now < deadline and (io_loop._callbacks or io_loop._timeouts):
                io_loop.call_later(1, _stop_loop, counter - 1)
            else:
                io_loop.stop()
                self.logger.info("We stopped the IOLoop for '{}'".format(self.task_id))

        _stop_loop(countdown)

        Cache.shutdown()
        if (self.task_id == -1) and (not self.fork):
            from pyloggr.utils import remove_pid_file
            remove_pid_file(self.name)
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  Source code for functools

"""functools.py - Tools for working with functions and callable objects
"""
# Python module wrapper for _functools C module
# to allow utilities written in Python to be added
# to the functools module.
# Written by Nick Coghlan <ncoghlan at gmail.com>
#   Copyright (C) 2006 Python Software Foundation.
# See C source code for _functools credits/copyright

from _functools import partial, reduce

# update_wrapper() and wraps() are tools to help write
# wrapper functions that can handle naive introspection

WRAPPER_ASSIGNMENTS = ('__module__', '__name__', '__doc__')
WRAPPER_UPDATES = ('__dict__',)
def update_wrapper(wrapper,
                   wrapped,
                   assigned = WRAPPER_ASSIGNMENTS,
                   updated = WRAPPER_UPDATES):
    """Update a wrapper function to look like the wrapped function

       wrapper is the function to be updated
       wrapped is the original function
       assigned is a tuple naming the attributes assigned directly
       from the wrapped function to the wrapper function (defaults to
       functools.WRAPPER_ASSIGNMENTS)
       updated is a tuple naming the attributes of the wrapper that
       are updated with the corresponding attribute from the wrapped
       function (defaults to functools.WRAPPER_UPDATES)
    """
    for attr in assigned:
        setattr(wrapper, attr, getattr(wrapped, attr))
    for attr in updated:
        getattr(wrapper, attr).update(getattr(wrapped, attr, {}))
    # Return the wrapper so this can be used as a decorator via partial()
    return wrapper

def wraps(wrapped,
          assigned = WRAPPER_ASSIGNMENTS,
          updated = WRAPPER_UPDATES):
    """Decorator factory to apply update_wrapper() to a wrapper function

       Returns a decorator that invokes update_wrapper() with the decorated
       function as the wrapper argument and the arguments to wraps() as the
       remaining arguments. Default arguments are as for update_wrapper().
       This is a convenience function to simplify applying partial() to
       update_wrapper().
    """
    return partial(update_wrapper, wrapped=wrapped,
                   assigned=assigned, updated=updated)

def total_ordering(cls):
    """Class decorator that fills in missing ordering methods"""
    convert = {
        '__lt__': [('__gt__', lambda self, other: not (self < other or self == other)),
                   ('__le__', lambda self, other: self < other or self == other),
                   ('__ge__', lambda self, other: not self < other)],
        '__le__': [('__ge__', lambda self, other: not self <= other or self == other),
                   ('__lt__', lambda self, other: self <= other and not self == other),
                   ('__gt__', lambda self, other: not self <= other)],
        '__gt__': [('__lt__', lambda self, other: not (self > other or self == other)),
                   ('__ge__', lambda self, other: self > other or self == other),
                   ('__le__', lambda self, other: not self > other)],
        '__ge__': [('__le__', lambda self, other: (not self >= other) or self == other),
                   ('__gt__', lambda self, other: self >= other and not self == other),
                   ('__lt__', lambda self, other: not self >= other)]
    }
    roots = set(dir(cls)) & set(convert)
    if not roots:
        raise ValueError('must define at least one ordering operation: < > <= >=')
    root = max(roots)       # prefer __lt__ to __le__ to __gt__ to __ge__
    for opname, opfunc in convert[root]:
        if opname not in roots:
            opfunc.__name__ = opname
            opfunc.__doc__ = getattr(int, opname).__doc__
            setattr(cls, opname, opfunc)
    return cls

def cmp_to_key(mycmp):
    """Convert a cmp= function into a key= function"""
    class K(object):
        __slots__ = ['obj']
        def __init__(self, obj, *args):
            self.obj = obj
        def __lt__(self, other):
            return mycmp(self.obj, other.obj) < 0
        def __gt__(self, other):
            return mycmp(self.obj, other.obj) > 0
        def __eq__(self, other):
            return mycmp(self.obj, other.obj) == 0
        def __le__(self, other):
            return mycmp(self.obj, other.obj) <= 0
        def __ge__(self, other):
            return mycmp(self.obj, other.obj) >= 0
        def __ne__(self, other):
            return mycmp(self.obj, other.obj) != 0
        def __hash__(self):
            raise TypeError('hash not implemented')
    return K
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  Source code for pyloggr.event

# encoding: utf-8
"""
The pyloggr.event module mainly provides the Event class.

Event provides an abstraction of a syslog event.
"""

from __future__ import absolute_import, division, print_function
__author__ = 'stef'

import logging
from base64 import b64encode, b64decode, urlsafe_b64encode

import ujson
from arrow import Arrow
import arrow
import arrow.parser
import dateutil.parser
from datetime import datetime
from functools import total_ordering
from io import open

from future.utils import python_2_unicode_compatible, raise_from, viewvalues, viewitems
from future.builtins import str as past_unicode
from future.builtins import bytes as realbytes
# noinspection PyPackageRequirements,PyCompatibility
from cryptography.hazmat.backends import default_backend
from cryptography.hazmat.primitives import hashes
from cryptography.hazmat.primitives import hmac as hmac_func
from cryptography.exceptions import InvalidSignature
from psycopg2.extras import Json
from spooky_hash import Hash128
from lockfile import LockFile, LockFailed
import msgpack

from pyloggr.utils.structured_data import StructuredData
from pyloggr.utils import to_unicode, sanitize_key, sanitize_tag, to_bytes
from pyloggr.utils.constants import RE_MSG_W_TRUSTED, TRUSTED_FIELDS_MAP, REGEXP_SYSLOG, REGEXP_START_SYSLOG
from pyloggr.utils.constants import RE_TRUSTED_FIELDS, REGEXP_START_SYSLOG23, FACILITY, SEVERITY, SQL_VALUES_STR
from pyloggr.utils.constants import EVENT_STR_FMT, REGEXP_SYSLOG23, FACILITY_TO_INT, SEVERITY_TO_INT
from pyloggr.utils.constants import PYLOGGR_SDID

logger = logging.getLogger(__name__)


[docs]class ParsingError(ValueError):
    """
    Triggered when a string can't be parsed into an :py:class:`Event`
    """
    # noinspection PyUnusedLocal
    def __init__(self, *args, **kwargs):
        self.json = kwargs['json'] if 'json' in kwargs else False



@python_2_unicode_compatible
@total_ordering
[docs]class Event(object):
    """
    Represents a syslog event, with optional tags, custom fields and structured data

    Attributes
    ----------
    procid: int
    severity: str
    facility: str
    app_name: str
    source: str
    programname: str
    syslogtag: str
    message: str
    uuid: str
    hmac: str
    timereported: Datetime
    timegenerated: Datetime
    timehmac: Datetime
    custom_fields: dictionnary of custom fields
    structured_data: dictionnary representing syslog structured data
    tags: set of str

    """

    HMAC_KEY = None
    __slots__ = (
        'procid', '_severity', '_facility', '_app_name', '_source', 'programname', 'syslogtag',
        '_message', '_uuid', '_hmac', '_timereported', '_timegenerated', '_timehmac', 'iut',
        'structured_data', 'relp_id', 'have_been_published', '_dirty', 'override_exchanges',
        'override_event_type'
    )

    @classmethod
    def set_hmac_key(cls, hmac_key):
        # noinspection PyUnresolvedReferences
        cls.HMAC_KEY = to_bytes(hmac_key)

    @staticmethod
[docs]    def make_severity(severity):
        """
        Return a normalized severity value

        :param severity: syslog priority (integer) or string
        :type severity: int or str or unicode
        """
        try:
            # from encoded priority
            return SEVERITY.get(int(severity) & 7, u'')
        except (ValueError, TypeError):
            pass
        if not severity:
            return u'notice'
        return SEVERITY.get(to_unicode(severity).lower(), u'notice')


    @staticmethod
[docs]    def make_facility(facility):
        """
        Return a normalized facility value

        :param facility: syslog facility (integer) or string
        :type facility: int or str or unicode
        """
        try:
            # from encoded priority
            return FACILITY.get(int(facility) >> 3, u'')
        except ValueError:
            pass
        if not facility:
            return u'user'
        return FACILITY.get(to_unicode(facility).lower(), u'user')


    @staticmethod
[docs]    def make_arrow_datetime(dt):
        """
        Parse a date-time value and return the corresponding Arrow object

        :param dt: date-time
        :type dt: Arrow or datetime or str
        :return: Arrow object
        """
        if dt is None:
            return None
        if isinstance(dt, Arrow):
            return dt
        if isinstance(dt, datetime):
            return Arrow.fromdatetime(dt).to('utc')

        # sometimes microseconds are delimited with a comma
        dt = dt.replace(',', '.')
        try:
            # ISO format
            return arrow.get(dt)
        except arrow.parser.ParserError:
            try:
                return arrow.get(dt, "YYMMDD HH:mm:ss")
            except arrow.parser.ParserError:
                try:
                    # fallback to dateutil parser
                    return Arrow.fromdatetime(dateutil.parser.parse(dt)).to('utc')
                except ValueError:
                    return None

    # noinspection PyUnusedLocal

    def __init__(
            self, procid=u'-', severity=u'', facility=u'', app_name=u'', source=u'', programname=u'',
            syslogtag=u'', message=u'', uuid=None, hmac=None, timereported=None, timegenerated=None,
            timehmac=None, custom_fields=None, structured_data=None, tags=None, iut=1, **kwargs
    ):

        try:
            self.procid = int(procid)
        except (ValueError, TypeError):
            self.procid = None

        self._severity = self.make_severity(severity)
        self._facility = self.make_facility(facility)

        self._app_name = to_unicode(app_name)
        self._source = to_unicode(source)
        self.programname = to_unicode(programname) if programname else self._app_name
        if not syslogtag:
            if self.procid is not None and self._app_name:
                self.syslogtag = u'{}[{}]'.format(self._app_name, self.procid)
            else:
                self.syslogtag = self._app_name
        else:
            self.syslogtag = to_unicode(syslogtag)
        self._message = to_unicode(message.strip('\r\n '))
        self.iut = iut
        self._timegenerated = self.make_arrow_datetime(timegenerated) if timegenerated else Arrow.utcnow()
        self._timereported = self.make_arrow_datetime(timereported) if timereported else self._timegenerated
        self.structured_data = StructuredData(structured_data)
        self.add_tags(tags)
        self.custom_fields.update(custom_fields)

        if hmac:
            self._set_hmac(hmac)
        elif self.structured_data[PYLOGGR_SDID]['hmac']:
            self._set_hmac(iter(self.structured_data[PYLOGGR_SDID]['hmac']).next())

        self._timehmac = None
        if timehmac:
            self._set_timehmac(timehmac)
        elif self.structured_data[PYLOGGR_SDID]['timehmac']:
            self._set_timehmac(iter(self.structured_data[PYLOGGR_SDID]['timehmac']).next())

        self._parse_trusted()
        self._dirty = False
        if uuid:
            self._set_uuid(uuid)
        elif self.structured_data[PYLOGGR_SDID]['uuid']:
            self._set_uuid(iter(self.structured_data[PYLOGGR_SDID]['uuid']).next())
        else:
            self.generate_uuid()
        self.relp_id = None
        self.override_exchanges = []
        self.override_event_type = None

    @property
    def message(self):
        """
        Event message
        """
        return self._message

    @message.setter
    def message(self, new_msg):
        """
        Set event message

        :param new_msg: new message value
        :type new_msg: str
        """
        new_msg = to_unicode(new_msg)
        if new_msg != self._message:
            self._message = new_msg
            self._dirty = True

    @property
    def source(self):
        """
        Event source hostname
        """
        return self._source

    @source.setter
    def source(self, new_source):
        """
        Set event source

        :param new_source: new source value
        :type new_source: str
        """
        new_source = to_unicode(new_source)
        if new_source != self._source:
            self._source = new_source
            self._dirty = True

    @property
    def app_name(self):
        """
        Name of application that generated the event
        """
        return self._app_name

    @app_name.setter
    def app_name(self, new_app_name):
        """
        Set event application name

        :param new_app_name: new application name value
        :type new_app_name: str
        """
        new_app_name = to_unicode(new_app_name)
        if new_app_name != self._app_name:
            self._app_name = new_app_name
            self._dirty = True

    @property
    def facility(self):
        """
        Event facility
        """
        return self._facility

    @facility.setter
    def facility(self, new_facility):
        """
        Set event facility

        :param new_facility: new facility
        :type new_facility: str
        """
        new_f = self.make_facility(new_facility)
        if self._facility != new_f:
            self._facility = new_f
            self._dirty = True

    @property
    def severity(self):
        """
        Event severity
        """
        return self._severity

    @severity.setter
    def severity(self, new_severity):
        """
        Set event severity

        :param new_severity: new severity
        :type new_severity: str
        """
        new_s = self.make_facility(new_severity)
        if self._severity != new_s:
            self._severity = new_s
            self._dirty = True

    @property
    def timegenerated(self):
        """
        event "first seen" datetime
        """
        return self._timegenerated.datetime

    @timegenerated.setter
    def timegenerated(self, new_time):
        """
        Set timegenerated datetime

        :param new_time: new datetime
        :type new_time: Arrow, datetime or str
        """
        self._timegenerated = self.make_arrow_datetime(new_time)

    @property
    def timereported(self):
        """
        event creation datetime
        """
        return self._timereported.datetime

    @timereported.setter
    def timereported(self, new_time):
        """
        Set timereported datetime

        :param new_time: new datetime
        :type new_time: Arrow, datetime or str
        """
        new_t = self.make_arrow_datetime(new_time)
        if new_t != self._timereported:
            self._timereported = new_t
            self._dirty = True

    @property
    def timehmac(self):
        """
        datetime, when the event HMAC was created
        """
        return None if self._timehmac is None else self._timehmac.datetime

    def _set_timehmac(self, new_time):
        new_t = self.make_arrow_datetime(new_time)
        if new_t != self._timehmac:
            self._timehmac = new_t
            self.structured_data[PYLOGGR_SDID]['timehmac'] = [str(self._timehmac)]

[docs]    def generate_uuid(self, new_uuid=None):
        """
        Generate a UUID for the current event

        :param new_uuid: if given, sets the UUID to new_uuid. if not given generate a UUID.

        :return: new UUID
        :rtype: str
        """
        if new_uuid:
            self._set_uuid(new_uuid)
            return
        digest = Hash128()
        # Hash128 doesn't accept unicode
        digest.update(self.severity.encode("utf-8"))
        digest.update(self.facility.encode("utf-8"))
        digest.update(self.app_name.encode("utf-8"))
        digest.update(self.source.encode("utf-8"))
        digest.update(self.message.encode("utf-8"))
        digest.update(str(self._timereported.to('utc')))
        uuid = urlsafe_b64encode(digest.digest())
        self._set_uuid(uuid)
        self._dirty = False
        return self._uuid


[docs]    def update_uuid_and_hmac(self):
        """
        If event is dirty (core fields have been modified), generate UUID and HMAC
        """
        if self._dirty:
            self.generate_uuid()
            if self._hmac:
                self.generate_hmac(verify_if_exists=False)


    @property
    def uuid(self):
        """
        Return the event UUID. If event is dirty, generate a new UUID and return it.
        """
        self.update_uuid_and_hmac()
        return self._uuid

    @property
    def uid(self):
        return self.uuid

    def _set_uuid(self, new_uuid):
        new_uuid = to_unicode(new_uuid)
        self._uuid = new_uuid
        self.custom_fields['uuid'] = [new_uuid]

    @property
    def priority(self):
        """
        Return the event computed syslog priority
        """
        return 8 * FACILITY_TO_INT.get(self.facility, 1) + SEVERITY_TO_INT.get(self.severity)

    def __hash__(self):
        return hash(self.uuid)

[docs]    def __eq__(self, other):
        """
        Two events are equal if they have the same UUID

        :type other: Event
        :rtype: bool
        """
        if self._uuid == other._uuid:
            return self.message == other.message and self._timereported == other._timereported and \
                   self.severity == other.severity and self.facility == other.facility and \
                   self.app_name == other.app_name and self.source == other.source
        return False


[docs]    def __lt__(self, other):
        """
        self < other if self.timereported < other.timereported

        :type other: Event
        :rtype: bool
        """
        if self == other:
            return False
        return self._timereported < other._timereported


    @property
    def hmac(self):
        """
        Return the event HMAC.

        If event doesn't have a HMAC, return empty string
        If event has a HMAC and is not dirty, return HMAC
        If event is dirty, compute the new HMAC and return it
        """
        _hmac = self.structured_data[PYLOGGR_SDID]['hmac']
        if not _hmac:
            return u''
        if self._dirty:
            # event is dirty, we re-generate UUID and HMAC
            self.update_uuid_and_hmac()
        return iter(_hmac).next()

    def _set_hmac(self, new_hmac):
        self.structured_data[PYLOGGR_SDID]['hmac'] = [to_unicode(new_hmac)]

    def _make_hmac_obj(self):
        h = hmac_func.HMAC(self.HMAC_KEY, hashes.SHA256(), backend=default_backend())
        # HMAC doesn't accept unicode
        h.update(self.severity.encode("utf-8"))
        h.update(self.facility.encode("utf-8"))
        h.update(self.app_name.encode("utf-8"))
        h.update(self.source.encode("utf-8"))
        h.update(self.message.encode("utf-8"))
        h.update(str(self._timereported.to('utc')))
        h.update(str(self._timehmac.to('utc')))
        return h

[docs]    def generate_hmac(self, verify_if_exists=True):
        """
        generate_hmac(self, verify_if_exists=True)
        Generate a HMAC from the fields: severity, facility, app_name, source, message, timereported

        :param verify_if_exists: verify event HMAC if it has one
        :type verify_if_exists: bool
        :return: a base 64 encoded HMAC
        :rtype: str
        :raise InvalidSignature: if HMAC already exists but is invalid
        """
        _hmac = self.structured_data[PYLOGGR_SDID]['hmac']
        if _hmac and verify_if_exists:
            self.verify_hmac()
            return _hmac
        self._set_timehmac(Arrow.utcnow())
        h = self._make_hmac_obj()
        _hmac.clear()
        _hmac.add(to_unicode(b64encode(h.finalize())))
        return iter(_hmac).next()


[docs]    def verify_hmac(self):
        """
        Verify event's HMAC

        Throws an InvalidSignature exception if HMAC is invalid

        :return: True
        :rtype: bool
        :raise InvalidSignature: if HMAC is invalid
        """
        if not Event.HMAC_KEY:
            return True
        _hmac = self.structured_data[PYLOGGR_SDID]['hmac']
        if not _hmac:
            logger.debug("Event (UUID: {}) doesn't have a HMAC".format(self.uuid))
            return True
        if self._dirty:
            logger.info("Can't verify HMAC: event is dirty")
            return True
        if not self._timehmac:
            raise InvalidSignature("Event (UUID: {}) has a HMAC but doesn't have a HMAC time".format(
                self.uuid
            ))
        h = self._make_hmac_obj()
        try:
            h.verify(b64decode(iter(_hmac).next()))
        except InvalidSignature:
            logger.error("Event (UUID: {}) has an invalid HMAC signature".format(self.uuid))
            raise
        return True


    @property
    def custom_fields(self):
        """
        Small helper to access pyloggr specific custom fields
        """
        return self.structured_data[PYLOGGR_SDID]

    @property
    def tags(self):
        """
        Access the event tags. Returns a set.
        """
        return self.structured_data[PYLOGGR_SDID]['tags']

[docs]    def add_tags(self, tags):
        """
        Add some tags to the event

        :param tags: a list of tags
        """
        if tags:
            self.structured_data[PYLOGGR_SDID]['tags'].update(sanitize_tag(tag) for tag in tags)


[docs]    def remove_tags(self, tags):
        """
        Remove some tags from the event.
        If the event does not really have such tag, it is ignored.

        :param tags: a list of tags
        """
        if tags:
            self.structured_data[PYLOGGR_SDID]['tags'].difference_update(
                sanitize_tag(tag) for tag in tags
            )


[docs]    def __getitem__(self, key):
        """
        Return a custom field, given its key

        :param key: custom field key
        :type key: str
        """
        return self.structured_data[PYLOGGR_SDID][key]


[docs]    def update_cfield(self, key, values):
        """
        Append some values to custom field `key`

        :param key: custom field key
        :param values: iterable
        """
        self.structured_data[PYLOGGR_SDID].add(key, values)


[docs]    def __setitem__(self, key, values):
        """
        Sets a custom field

        :param key: custom field key
        :type key: str
        :param values: custom field values
        :type values: iterable
        """
        self.structured_data[PYLOGGR_SDID][key] = values


[docs]    def __delitem__(self, key):
        """
        Deletes a custom field

        :param key: custom field key
        :type key: str
        """
        key = sanitize_key(key)
        if key in self.structured_data[PYLOGGR_SDID]:
            del self.structured_data[PYLOGGR_SDID][key]


[docs]    def update_cfields(self, d):
        """
        Add some custom fields to the event

        :param d: a dictionnary of new fields
        :type d: dict
        """
        self.structured_data[PYLOGGR_SDID].update(d)


    def __iter__(self):
        return iter(self.custom_fields)

    # noinspection PyDocstring
    def iterkeys(self):
        return iter(self.custom_fields)

    # noinspection PyDocstring
    def keys(self):
        return list(iter(self.custom_fields))

[docs]    def __contains__(self, key):
        """
        Return True if event has the given custom field, and the field is not empty

        :param key: custom field key
        :type key: str
        :rtype: bool
        """
        san = sanitize_key(key)
        if san not in self.structured_data[PYLOGGR_SDID]:
            return False
        return bool(self.structured_data[PYLOGGR_SDID][san])


[docs]    def _parse_trusted(self):
        """
        Parse the "trusted fields" that rsyslog could generate
        """
        # ex: @[_PID=5096 _UID=0 _GID=1000 _COMM=sudo test _EXE=/usr/bin/sudo test _CMDLINE="sudo test ls "]

        match_obj = RE_MSG_W_TRUSTED.match(self.message)
        if match_obj:
            self._message = to_unicode(match_obj.group(1).strip())
            s = match_obj.group(2).strip()
            trusted_fields_match = RE_TRUSTED_FIELDS.match(s)
            if not trusted_fields_match:
                return
            for f in viewvalues(trusted_fields_match.groupdict()):
                if f is None:
                    continue
                try:
                    f_name, f_content = f.split(u'=', 1)
                except (ValueError, AttributeError):
                    pass
                else:
                    f_name = to_unicode(f_name.strip(u' "\'\r\n'))
                    f_name = TRUSTED_FIELDS_MAP.get(f_name, None)
                    if f_name:
                        self.update_cfield(f_name, f_content.strip(u' "\'\r\n'))


    @classmethod
    def _load_syslog_rfc5424(cls, s):
        """
        Parse a rfc5424 string into an Event

        :param s: string event
        :type s: str
        :return: the new Event
        :rtype: Event
        """
        # noinspection PyTypeChecker
        s = to_unicode(s, fixes=True)
        match_obj = REGEXP_SYSLOG23.match(s)
        if match_obj is None:
            raise ParsingError("Event is not a SYSLOG23 string")
        flds = match_obj.groupdict()
        event_dict = dict()
        event_dict['facility'] = int(flds['PRI'])
        event_dict['severity'] = int(flds['PRI'])
        event_dict['source'] = flds['HOSTNAME']
        event_dict['app_name'] = flds['APPNAME']
        event_dict['programname'] = flds['APPNAME']
        try:
            event_dict['procid'] = int(flds['PROCID'])
        except ValueError:
            event_dict['procid'] = None
        event_dict['message'] = flds['MSG'].strip(' \n') if flds['MSG'] is not None else u''
        event_dict['timereported'] = flds['TIMESTAMP']
        event_dict['timegenerated'] = event_dict['timereported']
        if event_dict['procid'] is not None:
            event_dict['syslogtag'] = "{}[{}]".format(event_dict['app_name'], event_dict['procid'])
        else:
            event_dict['syslogtag'] = event_dict['app_name']

        if flds['STRUCTUREDDATA'] != '-':
            event_dict['structured_data'] = StructuredData.parse(flds['STRUCTUREDDATA'])

        try:
            return Event(**event_dict)
        except TypeError as ex:
            raise_from(ParsingError(u"Event could not be instantied"), ex)

    @classmethod
    def _load_syslog_rfc3164(cls, s):
        """
        Parse a rfc3164 string into an Event

        :param s: string event
        :type s: str
        :return: the new Event
        :rtype: Event
        """
        # noinspection PyTypeChecker
        s = to_unicode(s, fixes=True)
        match_obj = REGEXP_SYSLOG.match(s)
        if match_obj is None:
            raise ParsingError("Event is not a SYSLOG string")
        flds = match_obj.groupdict()
        event_dict = dict()
        event_dict['facility'] = int(flds['PRI'])
        event_dict['severity'] = int(flds['PRI'])
        event_dict['source'] = flds['HOSTNAME']
        event_dict['timereported'] = flds['TIMESTAMP']
        event_dict['timegenerated'] = event_dict['timereported']
        event_dict['message'] = flds['MSG'].strip(' \n-')
        try:
            name, number = flds['SYSLOGTAG'].split('[', 1)
        except ValueError:
            event_dict['app_name'] = flds['SYSLOGTAG'].strip()
            event_dict['procid'] = None
        else:
            event_dict['app_name'] = name
            event_dict['procid'] = number.strip('[]')
        event_dict['programname'] = event_dict['app_name']
        event_dict['syslogtag'] = flds['SYSLOGTAG'].strip()

        try:
            return Event(**event_dict)
        except TypeError as ex:
            raise_from(ParsingError(u"Event could not be instantied"), ex)

    @classmethod
[docs]    def load(cls, s):
        """
        Try to deserialize an Event from a string or a dictionnary. `load` understands JSON events, RFC 5424 events
        and RFC 3164 events, or dictionnary events. It automatically detects the type, using regexp tests.

        :param s: string (JSON or RFC 5424 or RFC 3164) or dictionnary
        :type s: str or dict or bytes
        :return: The parsed event
        :rtype: Event
        :raise `ParsingError`: if deserialization fails
        """
        if isinstance(s, dict):
            try:
                return Event(**s)
            except TypeError as ex:
                raise_from(ParsingError(u"Event could not be instantied"), ex)
                return
        if isinstance(s, past_unicode):
            s = s.encode('utf-8')
        if isinstance(s, realbytes):
            s = s.strip('\n\r ')
            if not len(s):
                raise ParsingError(u"empty string")
            first = ord(s[0])
            # 0xde or 0xdf or 0b1000xxxx from https://github.com/msgpack/msgpack/blob/master/spec.md
            if first == 222 or first == 223 or (128 <= first <= 143):
                # msgpack map format
                return cls._load_msgpack(s)
            # 123 = { in JSON
            if first == 123:
                return cls._load_json(s)
            if REGEXP_START_SYSLOG23.match(s):
                return cls._load_syslog_rfc5424(s)
            elif REGEXP_START_SYSLOG.match(s):
                return cls._load_syslog_rfc3164(s)
            else:
                raise ParsingError('unrecognized format')
        else:
            raise ParsingError(u"s must be a dict or a basestring")


    @classmethod
[docs]    def parse_bytes_to_event(cls, bytes_ev, hmac=False, swallow_exceptions=False):
        """
        Parse some bytes into an :py:class:`pyloggr.event.Event` object

        :param bytes_ev: the event as bytes
        :type bytes_ev: bytes
        :param hmac: generate/verify a HMAC
        :type hmac: bool
        :param swallow_exceptions: if True, return None rather than raising validation exceptions
        :type swallow_exceptions: bool
        :return: the new Event object
        :rtype: Event
        :raise ParsingError: if bytes could not be parsed correctly
        :raise InvalidSignature: if `hmac` is True and a HMAC already exists, but is invalid
        """
        try:
            # optimization: if we're sure that the event is JSON, skip type detection tests
            event = cls.load(bytes_ev)
        except ParsingError:
            logger.warning(u"Could not unmarshall a syslog event")
            logger.debug(to_unicode(bytes_ev))
            if swallow_exceptions:
                return
            else:
                raise

        if hmac and Event.HMAC_KEY:
            # verify HMAC if the event has one, else generate a HMAC
            try:
                event.generate_hmac(verify_if_exists=True)
            except InvalidSignature:
                if swallow_exceptions:
                    return
                else:
                    raise
        return event


    @classmethod
    def loads(cls, json_encoded):
        return cls._load_json(json_encoded)

    @classmethod
    def _load_json(cls, json_encoded):
        """
        Factory: returns an Event by parsing a JSON encoded string

        :param json_encoded: a JSON encoded event string
        :type json_encoded: str
        :rtype: Event
        :raise ParsingError: if parsing failed
        """
        try:
            d = ujson.loads(json_encoded)
        except ValueError as ex:
            raise_from(ParsingError(u"Provided string was not JSON parsable", json=True), ex)
        else:
            try:
                return Event(**d)
            except TypeError as ex:
                raise_from(ParsingError(u"Event could not be instantied"), ex)

    @classmethod
    def _load_msgpack(cls, msgpack_encoded):
        """
        Factory: returns an Event by parsing a msgpack encoded string

        :param msgpack_encoded: a JSON encoded event string
        :type msgpack_encoded: bytes
        :rtype: Event
        :raise ParsingError: if parsing failed
        """
        try:
            d = msgpack.unpackb(msgpack_encoded)
        except ValueError as ex:
            raise_from(ParsingError(u"Provided string was not msgpack parsable", json=True), ex)
        else:
            try:
                return Event(**d)
            except TypeError as ex:
                raise_from(ParsingError(u"Event could not be instantied"), ex)

[docs]    def dump(self, frmt="JSON", fname=None):
        """
        Dump the event

        Explicit format: a string with the following possible placeholders: $DATE, $DATETIME, $MESSAGE, $SOURCE,
        $APP_NAME, $SEVERITY, $FACILITY, $PROCID, $UUID, $TAGS

        :param frmt: dumping format (JSON, MSGPACK, RFC5424, RFC3164, RSYSLOG, ES or an explicit format)
        :param fname: if not None, write the dumped string to fname file
        :return: dumped string
        :raise OSError: if file operation fails (when fname is not None)
        """
        dispatch = {
            'JSON': self.dump_json,
            'MSGPACK': self.dump_msgpack,
            'RFC5424': self.dump_rfc5424,
            'RFC3164': self.dump_rfc3164,
            'RSYSLOG': self.dump_rsyslog,
            'ES': self.dumps_elastic
        }
        if frmt in dispatch:
            # noinspection PyCallingNonCallable
            s = dispatch[frmt]()
        else:
            self.update_uuid_and_hmac()
            # custom format
            return to_unicode(frmt).replace(
                "$DATE", str(self.timereported.date())
            ).replace(
                "$DATETIME", str(self._timereported)
            ).replace(
                "$MESSAGE", self.message
            ).replace(
                "$SOURCE", self.source
            ).replace(
                "$APP_NAME", self.app_name
            ).replace(
                "$SEVERITY", self.severity
            ).replace(
                "$FACILITY", self.facility
            ).replace(
                "$PROCID", str(self.procid) if self.procid else '-'
            ).replace(
                "$UUID", self.uuid
            ).replace(
                "$TAGS", ','.join(self.tags)
            )
        if fname:
            try:
                with LockFile(fname):
                    with open(fname, 'wb') as fhandle:
                        fhandle.write(s)
            except LockFailed as ex:
                raise_from(OSError("Event.dump_json: failed to lock '{}'".format(fname)), ex)
        return s


[docs]    def dump_msgpack(self):
        """
        Dump the event using msgpack
        """
        self.update_uuid_and_hmac()
        return msgpack.packb(self.dump_dict())


[docs]    def dump_rsyslog(self):
        """
        Dump the event as RSYSLOG_FileFormat

        see: http://www.rsyslog.com/doc/v8-stable/configuration/templates.html
        """
        self.update_uuid_and_hmac()
        # ex: 2015-05-17T05:35:01.651336+02:00 smtp.vesperal.eu CRON[25052]: pam_unix(cron:session): session closed for user root
        return u"{} {} {}: {}".format(str(self._timereported), self.source, self.syslogtag, self.message)


[docs]    def dump_rfc3164(self):
        """
        Dump the event into a RFC 3164 old-style syslog string
        """
        self.update_uuid_and_hmac()
        # ex: <34>Oct 11 22:14:15 mymachine su: 'su root' failed for lonvick on /dev/pts/8
        return u"<{}>{} {} {}: {}".format(
            self.priority,
            self._timereported.to('utc').format("MMM DD hh:mm:ss"),
            self.source,
            self.app_name,
            self.message
        )


[docs]    def dump_json(self):
        """
        Dump the event in JSON format

        :rtype: str
        """
        self.update_uuid_and_hmac()
        # instantiate a dedicate schema object to avoid thread safety issues
        return ujson.dumps(self.dump_dict())


    def dumps(self):
        return self.dump_json()

[docs]    def dump_rfc5424(self):
        """
        Dump the event into a RFC 5424 compliant string
        """
        self.update_uuid_and_hmac()
        procid = '-' if self.procid is None else self.procid
        header = u"<{}>1 {} {} {} {} -".format(
            self.priority, str(self._timereported), self.source, self.app_name, procid
        )

        if self.structured_data:
            structured_data_line = self.structured_data.dump()
        else:
            structured_data_line = "-"
        line = u"{} {} {}".format(header, structured_data_line, self.message)
        return line.encode('utf-8')


[docs]    def dumps_elastic(self):
        """
        Dumps in JSON suited for Elasticsearch

        :rtype: str
        """
        self.update_uuid_and_hmac()
        # https://www.elastic.co/guide/en/elasticsearch/reference/current/mapping-id-field.html
        # https://www.elastic.co/guide/en/elasticsearch/reference/current/mapping-timestamp-field.html
        d = self.dump_dict()
        return ujson.dumps(d)


[docs]    def dump_dict(self):
        """
        Serialize the event as a native python dict

        :rtype: dict
        """
        self.update_uuid_and_hmac()
        d = {
            'uuid':             self.uuid,
            'severity':         self.severity,
            'facility':         self.facility,
            'source':           self.source,
            'message':          self.message,
            'app_name':         self.app_name,
            'iut':              self.iut,
            'timereported':     str(self._timereported),
            'timegenerated':    str(self._timegenerated),
            'structured_data':  {
                sdid: {
                    key: list(values)
                    for key, values in viewitems(paramvalues)
                    if values
                }
                for sdid, paramvalues in viewitems(self.structured_data)
                if paramvalues
            }
        }
        if self.procid:
            d['procid'] = self.procid
        return d


[docs]    def dump_sql(self, cursor):
        """
        Dumps the event as a SQL insert statement

        :param cursor: SQL cursor
        :rtype: str
        """
        self.update_uuid_and_hmac()
        d = self.dump_dict()
        d['structured_data'] = Json(d['structured_data'])
        d['timereported'] = self.timereported       # datetime object
        d['timegenerated'] = self.timegenerated     # datetime object
        return cursor.mogrify(SQL_VALUES_STR, d)

    # noinspection PyDocstring

    def str(self):
        return EVENT_STR_FMT.format(self)

    def __str__(self):
        return self.str()

[docs]    def apply_filters(self, filters):
        """
        Apply some filters to the event

        :param filters: filters to apply
        """
        filters.apply(self)


    def lmdb_idx(self):
        return str(self._timereported.to('utc')) + self.uuid
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  Source code for pyloggr.rabbitmq

# encoding: utf-8

"""
The pyloggr.rabbitmq subpackage provides classes for publishing and consuming to/from RabbitMQ.
Pika library is used, but the pika callback style has been workarounded in coroutines.

------------------------
"""
__author__ = 'stef'

import socket
import logging

[docs]class RabbitMQMessage(object):
    """
    Represents a message from RabbitMQ

    `Consumer.start_consuming` returns a queue. Elements in the queue have `RabbitMQMessage` type.
    """

    __slots__ = ('delivery_tag', 'props', 'body', 'channel')

    def __init__(self, delivery_tag, props, body, channel):
        self.delivery_tag = delivery_tag
        self.props = props
        self.body = body
        self.channel = channel

[docs]    def ack(self):
        """
        Acknowledge the message to RabbitMQ
        """
        logger = logging.getLogger(__name__)
        logger.info("Consumer: ACK message: {}".format(self.delivery_tag))
        if self.channel:
            if self.channel.is_open:
                self.channel.basic_ack(self.delivery_tag)
        else:
            logger.error("Can't ACK message: no channel")


[docs]    def nack(self):
        """
        Acknowledge NOT the message to RabbitMQ
        """
        logger = logging.getLogger(__name__)
        logger.warning("Consumer: NACK message: {}".format(self.delivery_tag))
        if self.channel:
            if self.channel.is_open:
                self.channel.basic_nack(self.delivery_tag, requeue=True)
        else:
            logger.error("Can't NACK message: no channel")




[docs]class RabbitMQConnectionError(socket.error):
    """
    Exception triggered when connection to RabbitMQ fails
    """
    pass



class Configuration(object):
    def __init__(self, host, port, user, password, vhost, queue=None, exchange=None, qos=None,
                 application_id='pyloggr', event_type='', binding_key=None):
        self.host = host
        self.port = port
        self.user = user
        self.password = password
        self.vhost = vhost
        self.queue = queue if queue else None
        self.exchange = exchange if exchange else None
        self.qos = qos if qos else None
        self.application_id = application_id if application_id else ''
        self.event_type = event_type if event_type else ''
        self.binding_key = binding_key if binding_key else None
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# encoding: utf-8

"""
This module defines the Cache class and the `cache` singleton. They are used to store and retrieve
data from Redis. For example, the syslog server process uses Cache to stores information about
currently connected syslog clients, so that the web frontend is able to display that information.

Clients should typically use the `cache` singleton, instead of the `Cache` class.

`Cache` initialization is done by `initialize` class method. The `initialize` method should be called
by launchers, at startup time.

Note
====

In a development environment, if Redis has not been started by the OS, Redis can be started directly by
pyloggr using configuration item ``REDIS['try_spawn_redis'] = True``



.. py:data:: cache

    Cache singleton
"""

__author__ = 'stef'

import logging

from pyloggr.utils.lmdb_wrapper import LmdbWrapper
from pyloggr.config import Config

logger = logging.getLogger(__name__)
security_logger = logging.getLogger('security')

syslog_key = 'pyloggr.syslog.server.'
rescue_key = 'pyloggr.rescue_queue'


[docs]class SyslogCache(object):
    """
    Stores information about the running pyloggr's syslog processes in a Redis cache

    Parameters
    ----------
    redis_conn: :py:class:`StrictRedis`
        the Redis connection
    server_id: int
        The syslog process server_id
    """

    def __init__(self, server_id):
        self.server_id = server_id
        self.hash_name = syslog_key + '.' + str(server_id)

    @property
    def status(self):
        """
        Returns syslog process status

        :returns: Boolean or None (if Redis not available)
        """
        lmdb = LmdbWrapper.get_instance(Config.EXCHANGE_SPACE)
        return lmdb.hash(self.hash_name)['status'] == "True"

    @status.setter
    def status(self, new_status):
        """
        Set one syslog process's status

        :param new_status: True (running) or False (stopped)
        :type new_status: bool
        """
        lmdb = LmdbWrapper.get_instance(Config.EXCHANGE_SPACE)
        if new_status:
            lmdb.set(syslog_key).add(self.server_id)
        else:
            # syslog server has been shut down
            self.clients = []
            lmdb.set(syslog_key).remove(self.server_id)
        lmdb.hash(self.hash_name)['status'] = str(new_status)

    @property
    def clients(self):
        """
        Return the list of clients for this syslog process

        :return: list of clients or None (Redis not available)
        """
        if not self.status:
            return []
        lmdb = LmdbWrapper.get_instance(Config.EXCHANGE_SPACE)
        clients = lmdb.hash(self.hash_name)['clients']
        clients = clients if clients else []
        if clients:
            clients.sort(key=lambda client: client['id'])
            return clients
        return []

    @clients.setter
    def clients(self, new_clients):
        """
        Sets the list of clients for this syslog process

        :param new_clients: The list of clients
        :type new_clients: list of :py:class:`pyloggr.main.syslog_server.SyslogClientConnection`
        """
        if self.status:
            lmdb = LmdbWrapper.get_instance(Config.EXCHANGE_SPACE)
            if hasattr(new_clients, 'values'):
                lmdb.hash(self.hash_name)['clients'] = [client.props for client in new_clients.values()]
            else:
                lmdb.hash(self.hash_name)['clients'] = [client.props for client in new_clients]

    @property
    def ports(self):
        """
        Return the list of ports that the syslog process listens on

        :returns: list of ports (numeric and socket name)
        :rtype: list
        """
        if not self.status:
            return []
        lmdb = LmdbWrapper.get_instance(Config.EXCHANGE_SPACE)
        ports = lmdb.hash(self.hash_name)['ports']
        return ports if ports else []

    @ports.setter
    def ports(self, ports):
        """
        Sets the list of ports that the syslog process listens on

        :param ports: list of ports
        :type ports: list
        """
        if self.status:
            lmdb = LmdbWrapper.get_instance(Config.EXCHANGE_SPACE)
            lmdb.hash(self.hash_name)['ports'] = ports



[docs]class SyslogServerList(object):
    """
    Encapsulates the list of syslog processes
    """
    def __init__(self):
        self._syslog_servers_dict = dict()

[docs]    def __getitem__(self, server_id):
        """
        Return a SyslogCache object based on process id

        :param server_id: process id
        :rtype: SyslogCache
        """
        if server_id not in self._syslog_servers_dict:
            self._syslog_servers_dict[server_id] = SyslogCache(server_id)
        return self._syslog_servers_dict[server_id]


    def __setitem__(self, key, value):
        raise NotImplementedError

[docs]    def __delitem__(self, server_id):
        """
        Deletes a SyslogCache object (used when the syslog server shuts down)

        :param server_id: process id
        """
        lmdb = LmdbWrapper.get_instance(Config.EXCHANGE_SPACE)
        hash_name = syslog_key + '_' + str(server_id)
        lmdb.set(syslog_key).remove(server_id)
        # self.redis_conn.delete(hash_name)


[docs]    def __len__(self):
        """
        Returns the number of syslog processes

        :returns: how many syslog processes, or None (Redis not available)
        :rtype: int
        """
        lmdb = LmdbWrapper.get_instance(Config.EXCHANGE_SPACE)
        return len(lmdb.set(syslog_key))

    # noinspection PyDocstring

    def keys(self):
        lmdb = LmdbWrapper.get_instance(Config.EXCHANGE_SPACE)
        keys = list(int(key) for key in lmdb.set(syslog_key).members())
        keys.sort()
        return keys

    # noinspection PyDocstring
    def values(self):
        return [self[key] for key in self.keys()]

    def __iter__(self):
        k = self.keys()
        return iter(k) if k else iter([])



[docs]class Cache(object):
    """
    `Cache` class abstracts storage and retrieval from Redis

    Attributes
    ----------
    redis_conn: :py:class:`StrictRedis`
        underlying `StrictRedis` connection object (class variable)
    """
    syslog_list = None

    def __init__(self):
        pass

    @classmethod
[docs]    def initialize(cls):
        """
        Cache initialization.

        `initialize` tries to connect to redis and sets `redis_conn` class variable. If connection fails and
        ``REDIS['try_spawn_redis']`` is set, it also tries to spawn the Redis process.

        :raise CacheError: when redis initialization fails
        """
        cls.syslog_list = SyslogServerList()
        LmdbWrapper(Config.EXCHANGE_SPACE, size=52428800).open(
            sync=False, metasync=False, max_dbs=0
        )


    @classmethod
    def shutdown(cls):
        LmdbWrapper.get_instance(Config.EXCHANGE_SPACE).close()
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